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Foreword

This is a supplement to the IHE ITI Technical Framework 15.0. Each supplement undergoes a
process of public comment and trial implementation before being incorporated into the volumes
of the Technical Frameworks.

This supplement is published on May 24, 2019 for Public Comment. Comments are invited and
can be submitted at https://www.ihe.net/ITI Public_ Comments. In order to be considered in
development of the Trial Implementation version of the supplement, comments must be received
by June 23, 2019

This supplement describes changes to the existing technical framework documents.

“Boxed” instructions like the sample below indicate to the Volume Editor how to integrate the
relevant section(s) into the relevant Technical Framework volume.

Amend section X.X by the following:

Where the amendment adds text, make the added text bold underline. Where the amendment
removes text, make the removed text beld-strikethreugh. When entire new sections are added,
introduce with editor’s instructions to “add new text” or similar, which for readability are not
bolded or underlined.

General information about IHE can be found at www.ihe.net.

Information about the IHE IT Infrastructure domain can be found at ihe.net/IHE Domains.

Information about the organization of IHE Technical Frameworks and Supplements and the
process used to create them can be found at http://ihe.net/THE Process and http://ihe.net/Profiles.

The current version of the IHE IT Infrastructure Technical Framework can be found at
http://ihe.net/Technical Frameworks.
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Introduction to this Supplement

Whenever possible, IHE profiles are based on established and stable underlying standards. However, if an IHE
domain determines that an emerging standard has high likelihood of industry adoption, and the standard offers
significant benefits for the use cases it is attempting to address, the domain may develop IHE profiles based on
such a standard. During Trial Implementation, the IHE domain will update and republish the IHE profile as the
underlying standard evolves.

Product implementations and site deployments may need to be updated in order for them to remain interoperable
and conformant with an updated IHE profile.

This PRIM Profile is based on Release 4 of the emerging HL7®' FHIR®? specification. HL7 describes FHIR
Change Management and Versioning at https://www.hl7.org/fhir/versions.html.

HL7 provides a rating of the maturity of FHIR content based on the FHIR Maturity Model (FMM): level 0
(draft) through N (Normative). See http://hl7.org/fhir/versions.html#maturity.

The FMM levels for FHIR content used in this profile are:

FHIR Content FMM Level

Patient Resource N

Bundle Resource

N
HeaderMessage Resource 4
3

Subscription Resource

The Patient Resource Identity Management (PRIM) Profile supports the creating, updating and
deprecating of identity information about a subject of care using the HL7 FHIR standard and its
RESTful transactions. Where “identity” information includes all information found in the FHIR
Patient resource such as identifier, name, phone, gender, birth date, address, marital status,
photo, others to contact, preference for language, general practitioner, and links to other
instances of identities.

Beyond the basic create, retrieve, update, and delete (CRUD) transaction set, this profile
addresses important patient safety issues related to the merging of two patient demographic
records that have, in error, been established for the same person. Leveraging the Profile’s actors
and the architectural patterns that describe their operation, PRIM supports patient-safe

"' HL7 is the registered trademark of Health Level Seven International.

2 FHIR is the registered trademark of Health Level Seven International.
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demographic records merging by stipulating the mandatory behaviors of FHIR servers that
maintain health data about the subjects of care such that no health information is “orphaned”
following the merge. This merge function is addressed by requiring that when links are made
between two or more Patient instances, from that point forward they are considered the same
patient. Thus, any grouped actors receiving any query against any of the patient identifiers that
have been linked shall return results for all the linked records.

We chose to use the FHIR message pattern because:
o it fits well into the subscription notification model.
e it does not introduce much complexity, as the message header can be ignored.

e it gives the recipient more flexibility on the expected actions for registration of patients
not managed in the domain.
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Open Issues and Questions

PRIM-2: HL7 Patient Administration workgroup is looking at better defining the patient
merge/link functionality in FHIR, and may not align well with our profile, and may not be
adopted by our users. There could be eventually two distinct solutions to the same problem.

PRIM-3: Should we include shall, should, or may for Provenance resources in the Mobile

Patient Identity Feed transaction? This version doesn’t provide any guidance on Provenance,
should it?

PRIM-4: Should Subscription be an option or required on the Patient Identity Manager? Should
the configurable feed destination be an option or required for Patient Identity Manager?

PRIM-5: There is a new profile proposal that would bind this profile and MHD into a document
sharing health information exchange.
Closed Issues

PRIM-1: Merge will be handled by link, the corresponding data could be reconsolidated by the
destination system (we are aligning with FHIR). We support Merge via a “Virtual Merge” that is
implemented by linking.
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General Introduction and Shared Appendices

The IHE Technical Framework General Introduction and Shared Appendices are components
shared by all of the IHE domain technical frameworks. Each technical framework volume
contains links to these documents where appropriate.

Update the following appendices to the General Introduction as indicated below. Note that these
are not appendices to Volume 1.

Appendix A — Actor Summary Definitions

| Add the following actors to the IHE Technical Frameworks General Introduction Appendix A:

Actor Name Definition

Patient Identity Manager A Patient Identity Manager can receive patient updates from Patient Identity
Sources; the Patient Identity Manager also sends patient notifications for Patient
changes to a Patient Identity Consumer.

A Patient Identity Manager provides a searchable repository of patient resource
information.

A Patient Identity Manager sends events related to patient resources (creation,
update, link, etc.) to maintain patient resources across systems.

Patient Identity Subscriber A Patient Identity Subscriber sends subscription requests for Patient Resource
updates.
Patient Identity Consumer A Patient Identity Consumer receives patient resource updates.

Appendix B — Transaction Summary Definitions

Add the following transactions to the IHE Technical Frameworks General Introduction
Appendix B:

Transaction Name and Number Definition

Mobile Patient Identity Feed [ITI-Y1] Notifications of all events related to patient resources (creation,
update, link, etc.).

Subscribe to Patient Updates [ITI-Y2] Subscription to notifications about events impacting patient
resources (creation, update, link, etc.).

Rev. 1.0 —2019-05-24 8 Copyright © 2019: IHE International, Inc.
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Appendix D — Glossary

Add the following new glossary terms to the IHE Technical Frameworks General Introduction
Appendix D.

None.
190
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Volume 1 — Profiles

| Add new Section X

195 X Patient Resource Identity Management (PRIM) Profile

The Patient Resource Identity Management (PRIM) Profile supports the creating, updating and
deprecating of identity information about a subject of care using the HL7 FHIR standard, where
“identity” information includes all information found in the FHIR Patient resource such as
identifier, name, phone, gender, birth date, address, marital status, photo, others to contact,

200  preference for language, general practitioner, and links to other instances of identities.

Beyond the basic create, retrieve, update, and delete (CRUD) transaction set, this profile
addresses important patient safety issues related to the merging of two patient demographic
records that have, in error, been established for the same person. Leveraging the Profile’s actors
and the architectural patterns that describe their operation, PRIM supports patient-safe

205  demographic records merging by stipulating the mandatory behaviors of FHIR servers that
maintain health data about the subjects of care such that no health information is “orphaned”
following the merge. This merge function is addressed by requiring that when links are made
between two or more Patient instances, from that point forward they are considered the same
patient. Thus, any grouped actors receiving any query against any of the patient identifiers that

210  have been linked shall return results for all the linked records.

X.1 PRIM Actors, Transactions, and Content Modules

This section defines the actors, transactions, and/or content modules in this profile. General

definitions of actors are given in the Technical Frameworks General Introduction Appendix A.

IHE Transactions can be found in the Technical Frameworks General Introduction Appendix B.
215  Both appendices are located at http://ihe.net/Technical Frameworks/#Genlntro

Figure X.1-1 shows the actors directly involved in the PRIM Profile and the relevant transactions
between them. If needed for context, other actors that may be indirectly involved due to their
participation in other related profiles are shown in dotted lines. Actors which have a required
grouping are shown in conjoined boxes (see Section X.3).
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Patient
Demographics
Consumer

Patient Identifier
Cross-reference
Consumer

Mobile Patient
Demographics
Query [ITI-78] =

Mobile Patient Identifier
Cross-reference Query
[ITI-83] >

Patient Identity
Source

Mobile Patient
Identity Feed
[ITI-y1] 4

Mobile Patient
Identity Feed

Patient Identity
Manager

(IT-Y1] > Patient Identity

Consumer

A

Subscribe to
Patient Updates

D IT-Y2)

Patient Identity
Subscriber

Figure X.1-1: PRIM Actor Diagram

Table X.1-1 lists the transactions for each actor directly involved in the PRIM Profile. To claim
compliance with this profile, an actor shall support all required transactions (labeled “R”) and
may support the optional transactions (labeled “O”).

Table X.1-1: PRIM Profile - Actors and Transactions

Actors Transactions Optio Reference
nality
Patient Identity Mobile Patient Identity Feed [ITI-Y1] R ITI TF-2¢: 3.Y1
Source
Patient Identity Mobile Patient Identity Feed [ITI-Y1] R ITI TF-2¢: 3.Y1
Consumer
Patient Identity Mobile Patient Identity Feed [ITI-Y1] R ITI TF-2¢: 3.Y1
Manager
Mobile Patient Identifier Cross-reference Query [ITI-83] R ITI TF-2¢: 3.83
(Note 1)
Mobile Patient Demographics Query [ITI-78] R ITI TF-2c: 3.78
(Note 2)
Subscribe to Patient Updates [ITI-Y2] R ITI TF-2¢: 3.Y2
Patient Mobile Patient Demographics Query [ITI-78] R ITI TF-2c: 3.83
Demographics
Consumer
Rev. 1.0 —2019-05-24 11 Copyright © 2019: IHE International, Inc.
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Actors Transactions Optio Reference
nality
Patient Identifier Mobile Patient Identifier Cross-reference Query [ITI-83] R ITI TF-2¢: 3.83
Cross-reference
Consumer
Patient Identity Subscribe to Patient Updates [ITI-Y2] R ITI TF-2c: 3.Y2
Subscriber

Note 1: The Patient Identity Manager shall respond to [ITI-83] queries using the requirements in that transaction for the Patient
Identity Cross-Reference Manager.

Note 2: The Patient Identity Manager shall respond to [ITI-78] queries using the requirements in that transaction for the Patient
230 Demographics Supplier.

X.2 PRIM Actor Options

Options that may be selected for each actor in this profile, if any, are listed in the Table X.2-1.
Dependencies between options, when applicable, are specified in notes.

235 Table X.2-1: PRIM — Actors and Options
Actor Option Name Reference
Patient Identity Source None --
Patient Identity Consumer None --
Patient Identity Manager None --
Patient Identity Subscriber None --
Patient Demographics Consumer None --
Patient Identifier Cross-reference Consumer None --

X.3 PRIM Required Actor Groupings

Table X.3-1: PRIM Profile - Required Actor Groupings

PRIM Actor Actor(s) to be Reference Content Bindings
grouped with Reference
Patient Identity Source -- None --
Patient Identity Consumer - None --
Patient Identity Manager . None -
Patient Identity Subscriber - None --
Patient Demographics Consumer - None -
Patient Identifier Cross-reference Consumer - None -
Rev. 1.0 —2019-05-24 12 Copyright © 2019: IHE International, Inc.
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X.4 PRIM Overview

X.4.1 Concepts
Not applicable.

X.4.2 Use Cases

X.4.2.1 Use Case #1: Create Patient

A new client record is created in a demographic database.

X.4.2.1.1 Create Patient Use Case Description

Following a healthy pregnancy, Mosa gives birth in a care facility to her new baby: Joshua.
Information is captured about Joshua and about the relationship between him and his parents in
the care facility’s electronic medical records (EMR) system. Leveraging the information in the
EMR, a new demographic record is created for baby Joshua in the Ministry of Health’s (MOH)
national Client Registry.

Joshua’s demographic record in the Client Registry establishes his unique identity across the care
delivery network operated under the auspices of the MOH. Joshua’s data is also securely shared
with the Civil Registration and Vital Statistics (CRVS) database maintained by the Ministry of
Home Affairs in the country where Joshua was born. This CRVS data is used to generate a birth
certificate for Joshua.

Some days after Mosa and Joshua return home from the care facility, Joshua’s health card and
his birth certificate are delivered. Joshua now has his unique identifier for health purposes and
his birth certificate, which affords him a legal status in his country.

Rev. 1.0 —2019-05-24 13 Copyright © 2019: IHE International, Inc.
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X.4.2.1.2 Create Patient Process Flow

EMR CR | CRVS

demograhpic record established for Joshua
including information about his relationship to his parents

CREATE Joshua's demograhpic record on the national Clicent Registry |
L4

alt it the record Is complete and unigue]

establish "golden” demograhpic record for Joshua

RESPONSE: success

Mabile Patient Identity Feed [ITI-Y1]

[if not complete or not unique]

RESPONSE: exception

Invoke fe

CREATE Joshua's administravite record on the national Civil Reg

istration and Vital Statistics database

alt J[_II the record Is complete and unique]

RESPONSE: success

establish administrative birth record for Joshua I:

[if not complete or not unique]

RESPONSE: exception

Health Card

Birth Certificate

Joshua

EMR

CR | CRVS

Figure X.4.2.1.2-1: Process Flow for the Create Patient Use Case
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@startuml

participant Joshua

participant EMR

participant CR

participant CRVS

Note over Joshua: Joshua is born

EMR->EMR: demographic record established for Joshualincluding information about his relationship
to his parents

EMR->CR: CREATE Joshua's demographic record on the national Client Registry
alt if the record is complete and unique

CR->CR: establish "golden" demographic record for Joshua

CR->EMR: RESPONSE: success

Note over CR: Invoke feed

CR->EMR: Mobile Patient Identity Feed [ITI-Y1]

else if not complete or not unique

CR->EMR: RESPONSE: exception

end

EMR->CRVS: CREATE Joshua's administrative record on the national Civil Registration and Vital
Statistics database

alt if the record is complete and unique

CRVS->CRVS: establish administrative birth record for Joshua

CRVS->EMR: RESPONSE: success

else if not complete or not unique

CRVS->EMR: RESPONSE: exception

end

CR->Joshua: Health Card

CRVS->Joshua: Birth Certificate

@enduml

Figure X.4.2.1.2-2: Create Patient Workflow Diagram Pseudocode

Pre-conditions:

Joshua is born at a care facility. The details about his name, his gender, and his parental
relationships are known. These are captured in the care facility’s EMR.

Main Flow:

Joshua’s information in the care facility’s EMR is communicated to the MOH’s national Client
Registry (CR). If the CREATE message is complete and if Joshua’s record does not create a
duplicate on the CR, the EMR receives a “success” response -- otherwise an “exception”
response is returned. Joshua’s information in the care facility’s EMR is also communicated to the
MOHA’s national Civil Registration and Vital Statistics (CRVS) database. If the CREATE
message is complete and if Joshua’s record does not create a duplicate on the CRVS, the EMR
receives a “success” response -- otherwise an “exception” response is returned.

Post-conditions:

If the EMR message was complete and Joshua’s data did not create a duplicate record, his new
“golden” demographic record will be established on the MOH’s CR and on the MOH’s CRVS.
In time, Joshua will receive his health card and his birth certificate.

X.4.2.2 Use Case #2: Update Patient Information

An existing client record is updated in a demographic database.

Rev. 1.0 —2019-05-24 15 Copyright © 2019: IHE International, Inc.
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X.4.2.2.1 Update Patient Use Case Description

Following a healthy childhood and after completing his schooling, Joshua leaves home to start a
new job in a nearby city. As part of starting his new job at his new company, Joshua attends at a
local community clinic in the new city to obtain a physical check-up as part of the process to
become enrolled in the company’s health insurance plan.

Joshua’s demographic details are updated in the clinic’s EMR to reflect his new address and his
new mobile phone number. The EMR updates the MOH CR with Joshua’s updated demographic

details.

X.4.2.2.2 Update Patient Process Flow

Joshua EMR CR
I
Joshua moves to the cit',lr:]
demegrahpic record updated for Joshua
including information about his new address and
mobile phone number
UPDATE Joshua's demograhpic record on the national Clicent Registry
L4
alt J[If the record is complete and unique]
update "golden" demograhpic record for Joshua :
4 RESPONSE: success
Al
P Mobile Patient Identity Feed [ITI-Y1]
A
B [if not compiete or not unique] [TTTTTTTTTT
4 RESPONSE: exception
hl
Joshua EMR CR
Figure X.4.2.2.2-1: Process Flow for the Update Patient Use Case
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@startuml

participant Joshua

participant EMR

participant CR

Note over Joshua: Joshua moves to the city

EMR->EMR: demographic record updated for Joshualincluding information about his new address
and\mobile phone number

EMR->CR: UPDATE Joshua's demographic record on the national Client Registry
alt if the record is complete and unique

CR->CR: update "golden" demographic record for Joshua

CR->EMR: RESPONSE: success

Note over CR: Invoke feed

CR->EMR: Mobile Patient Identity Feed [ITI-Y1]

else if not complete or not unique

CR->EMR: RESPONSE: exception

end

@enduml

Figure X.4.2.2.2-2: Update Patient Workflow Diagram Pseudocode

Pre-conditions:

Joshua has moved to the city and has a new address and mobile phone number. Joshua’s golden
record is retrieved from the CR into the EMR and these updated details are captured in the
community care facility’s EMR.

Main Flow:

Joshua’s information in the care facility’s EMR is communicated as an UPDATE to the MOH’s
national Client Registry (CR). If the data message is complete and if Joshua’s record does not
create a duplicate on the CR, the EMR receives a “success” response -- otherwise an “exception”
response is returned.

Post-conditions:

If the EMR message was complete, his existing “golden” demographic record will be updated on
the MOH’s CR with the new, more up-to-date information that was captured in the community
clinic’s EMR.

X.4.2.3 Use Case #3: Link Patient Records

A duplicate client record has been created, in error, in a demographic database. This duplicate
record is Linked with the pre-existing correct demographic record and health data that has been
captured, in error, against the duplicate client ID is linked to the correct, surviving, client ID.
This Linking is often referred to as Merge, however technically the result is Linking.

X.4.2.3.1 Link Patient Records Use Case Description

Joshua becomes concerned and travels to a different city to visit a Voluntary Counseling and
Testing (VCT) clinic to be tested for HIV. He pretends that he has forgotten his health card and
provides inaccurate demographic information at the VCT, who set up a new record for him in
their EMR. The EMR communicates this demographic information to the MOH’s CR where, in
error, a new demographic record for Joshua is established.
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Joshua completes the HIV rapid test, which is positive. A confirmatory test is taken, which has to
be sent to the regional lab for processing. Both the results of the rapid test and the results of the
confirmatory test reference Joshua’s duplicate demographic record.

When Joshua returns to the clinic to receive his confirmatory lab results, and after receiving
counselling regarding confidentiality rules and the importance of care continuity, Joshua corrects
his demographic information. The EMR links Joshua’s two demographic records to a single
unique ID# and sends a Link message to the national CR to do the same.

The various databases that store health information about Joshua have subscribed to update
transactions on the national CR. To ensure patient safety for Joshua, these systems ensure that a
query using Joshua’s resolved unique ID# would, correctly, return all of the health information
associated with him -- whether it was originally persisted under his duplicate ID# or under his
post-link unique ID#.

X.4.2.3.2 Link Patient Process Flow

| subscriptions are created Iﬁ
T

Subscribe to Patient Updates [ITI-Y2]
T

4 RESPONSE: Success
Subscribe to Patient Updates [ITI-Y2] N
d RESPONSE: Success
Subscribe to Patient Updates [ITI-Y2]
RESPONSE: Success l
Activate Subscriptions and update status
—)
Hesith Informatine has been saved under Joshus's ID#-1 t]

In error, duplicate demographic record 104-2 created
for Joshua including incomect information about his
address and mobile phone number

Joshua's HIV+ rapid test result saved against ID#-2

Create Joshua's duplicate demographic record (ID#-2) on the national CR

Joshua's confimatery HIV+ test result saved against ID#-2 :

CREATE lab test record of HIV+ confirmatory test indexed by ID#2
I

Health Information has been saved under Joshua's ID#-1 and under the duplicale ID#-2

L =

Joshua's duplicate demographic record Is comected :

Update Joshua's duplicate demographic resord
]
RESPONSE: Exception (ID#-1 and ID#-2 are duplicates)

1
Link 1D#-2 with 1071

Invoke Subscriptions

Mobile Patient Identity Feed [ITI-Y 1] of patisnt-link
4

Link 1D#-2 with 1D#-1 ‘—_J

Itobile Patlent Identity Feed [ITI-Y1] of patient-ink , |

Link 10#-2 with 1D%1 ;

Mobile Patient Identity Feed [ITI-Y 1] of patient-link

Link 10#-2 with 1D#1 p

| All health information about Joshua is indexed under ID¥-1

Figure X.4.2.3.2-1: Process Flow for the Link Patient Use Case
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@startuml
participant Joshua
participant EMR
participant LAB
participant CR
participant SHR

Note over EMR,LAB,CR,SHR: subscriptions are created

EMR->CR: Subscribe to Patient Updates [ITI-Y2]

CR->EMR: RESPONSE: Success

LAB->CR: Subscribe to Patient Updates [ITI-Y2]

CR->LAB: RESPONSE: Success

SHR->CR: Subscribe to Patient Updates [ITI-Y2]

CR->SHR: RESPONSE: Success

CR->CR: Activate Subscriptions and update status

Note over Joshua,EMR,LAB,CR,SHR: Health information has been saved under Joshua's ID#-1

EMR->EMR: In error, duplicate demographic record ID#-2 created\for Joshua including incorrect
information about his\address and mobile phone number

EMR->CR: Create Joshua's duplicate demographic record (ID#-2) on the national CR

EMR->EMR: Joshua's HIV+ rapid test result saved against ID#-2

LAB->LAB: Joshua's confirmatory HIV+ test result saved against ID#-2

LAB->SHR: CREATE lab test record of HIV+ confirmatory test indexed by ID#-2

Note over Joshua,EMR,LAB,CR,SHR: Health information has been saved under Joshua's ID#-1 and under
the duplicate ID#-2

EMR->EMR: Joshua's duplicate demographic record is corrected
EMR->CR: Update Joshua's duplicate demographic record

CR->EMR: RESPONSE: Exception (ID#-1 and ID#-2 are duplicates)
EMR->CR: Link ID#-2 with ID#-1

Note over CR: Invoke Subscriptions

CR->LAB: Mobile Patient Identity Feed [ITI-Y1] of patient-link
LAB->LAB: Link ID#-2 with ID#-1

CR->SHR: Mobile Patient Identity Feed [ITI-Y1] of patient-link
SHR->SHR: Link ID#-2 with ID#-1

CR->EMR: Mobile Patient Identity Feed [ITI-Y1] of patient-link
EMR->EMR: Link ID#-2 with ID#-1

Note over Joshua,EMR,LAB,CR,SHR: All health information about Joshua is indexed under ID#-1
@enduml

Figure X.4.2.3.2-2: Link Patient Workflow Diagram Pseudocode

Pre-conditions:

Systems that maintain patient information subscribe to the needed Patient data on the national
Client Registry.

Main Flow:

A duplicate demographic record is, in error, created on the national CR. When the error is found,
a transaction is executed to Link two demographic records on the CR. This triggers the
subscriptions, and health data systems that have subscribed to updates on the CR are updated
with information about the ID#s that are to be linked. Each of these systems updates their local
health data to reflect the Link message.
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Post-conditions:

Following the execution of the triggered Link message, each system that maintains health data
about the subject of care has updated this local data to reflect the Link of the two demographic
ID#s. The subsumed identifier is deprecated,

X.5 PRIM Security Considerations
See ITI TF-2x: Appendix Z.8 for general FHIR security considerations.

In addition, the PRIM profile is communicating Patient Identity information including
identifiers, addresses, demographics, and contact information. This information is personal
identifiers, and the identity is linked to health information. Care must be taken to protect the
Privacy of the Patient and the Security of system.

X.6 PRIM Cross Profile Considerations

Any system that implements the Patient Identity Consumer must follow the link and unlink
actions. Link and unlink apply to all actors that system implements.
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Appendices

None
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Volume 2c¢ — Transactions

445  Note: ITI Technical Framework Volume 2¢ has not yet been created because the transactions that
it will contain (ITI-65 and forward) remain in profiles that have not yet reached final text.

| Add Section 3.Y1

3.Y1 Mobile Patient Identity Feed [ITI-Y1]

450 3.Y1.1 Scope

The Mobile Patient Identity Feed transaction sends a bundle of new and updated Patient
resources.

3.Y1.2 Actor Roles

The roles in this transaction are defined in the following table and may be played by the actors
455  shown here:

Table 3.Y1.2-1 Actor Roles

Role: Supplier: Sends a bundle of updates.

Actor(s): The following actors may play the role of Supplier:
Patient Identity Source

Patient Identity Manager

Role: Consumer: Accepts the bundle request and returns a bundle response.

Actor(s): The following actors may play the role of Consumer:
Patient Identity Manager

Patient Identity Consumer

3.Y1.3 Referenced Standards
e HL7 FHIR standard Release 4 http://hl7.org/thir/R4/index.html
460 e JSON - IETF RFC7159
e XML
e HTTP 1.1
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3.Y1.4 Messages

Supplier Consumer

Mobile Patient Identity Feed Request

Mobile Patient Identity Feed Response

A

Figure 3.Y1.4-1: Interaction Diagram

3.Y1.4.1 Mobile Patient Identity Feed Request Message

The Mobile Patient Identity Feed message is a FHIR message with the new and updated Patient
Resource(s).

3.Y1.4.1.1 Trigger Events

A Supplier triggers a Mobile Patient Identity Feed Request to a Consumer when patients are
created, updates, or deletions are made to the underlying patient data, such as link, unlink,
identifier, or demographic changes.

3.Y1.4.1.2 Message Semantics

A Supplier initiates a FHIR message request using HTTP POST as defined at
https://www.hl7.org/thir/R4/messaging.html on a Bundle Resource.

A Consumer shall support accepting a request for both the JSON and the XML messaging
formats as defined in FHIR. A Supplier shall send either the JSON or the XML messaging
formats as defined in FHIR. See ITI TF-2x: Appendix Z.6 for more details.

3.Y1.4.1.2.1 FHIR Bundle Resource Constraints

The Bundle Resource shall be further constrained as described in Table 3.Y1.4.1.2.1-1. The
Element column in Table 3.Y1.4.1.2.1-1 references the object model defined at
https://www.hl7.org/thir/R4/bundle.html#resource.
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Table 3.Y1.4.1.2.1-1: Bundle Resource Constraints

Element Constraints
&
Cardinality
type Shall be: Message
[1..1]
e{;trz] The first resource in the entry list shall be a

MessageHeader Resource.

The remaining entries shall be patient
Resource(s).

entry.request.method . .-
v-red This should indicate created, updated, or

deleted records.
POST | PUT | DELETE

485 3.Y1.4.1.2.2 FHIR MessageHeader Resource Constraints

A Supplier shall create a Bundle Resource of type “message” with the first entry being a
MessageHeader Resource. The MessageHeader Resource shall be further constrained as
described in Table 3.Y1.4.1.2.2-1. The Element column in Table 3.Y1.4.1.2.2-1 references the
object model defined at https://www.hl7.org/thir/R4/messageheader.html#resource.

490 Table 3.Y1.4.1.2.2-1: MessageHeader Resource Constraints
Element Constraints
&
Cardinality
eventUri Shall be one of:
[1..1]

urn:ihe:iti:prim:2019:patient-1ink
urn:ihe:iti:prim:2019:patient-unlink
urn:ihe:iti:prim:2019:patient-update

focus Reference (Patient)
1..% . . . . .
[ ] The list of patients being sent in this feed.
destinati o .
[is i?a ron The destination(s) of this feed.
d C

sender Required if known.
[0..1]

t o
enterer Required if known.
[0..1]
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Element Constraints
&
Cardinality
author Required if known.
[0..1]
ibl o
TiSpi?Slb © Required if known.

The eventuri shall be patient-link when the update is a link between 2 or more Patients. The
eventUri shall be patient-unlink when the update removes a link between 2 or more Patients.

When the eventuri is patient-link, the Bund1le Resource shall include at least 2 patient
Resources that are being linked with the link element populated. A Consumer shall treat linked
patient resources as if they were the same resource. For example, when queries are handled on
resources that reference one of the linked patients, resources that reference all linked patients
will be returned.

When the eventuri is patient-unlink, the Bund1e Resource shall include at least 2 patient
Resources that are being unlinked with the link element removed.

When the eventuri is patient-update, the Bundle Resource shall include at least | patient
Resource that has been updated.

See ITI TF-2x: Appendix W for informative implementation material for this transaction.

3.Y1.4.1.3 Expected Actions

A Consumer shall accept the message, return a Mobile Patient Identity Feed Response message
(Section 3.Y1.4.2).

A Consumer who is a Patient Identity Manager shall:

e treat linked patients as if they were the same when the message includes a link of two or
more Patient Resources.

e not treat patients as if they were the same when the message includes an unlink of two or
more pPatient Resources

e persist updates when other updates to patient Resources are made.
3.Y1.4.2 Mobile Patient Identity Feed Response
3.Y1.4.2.1 Trigger Events

A Consumer sends the Mobile Patient Identity Feed Response to the Supplier when the message
is accepted.
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3.Y1.4.2.2 Message Semantics

A Consumer responds to the Mobile Patient Identity Feed Request with an HTTP Status of 2xx
or an error code, 4xx or 5xx.

3.Y1.4.2.3 Expected Actions

The Supplier has received the response and continues with its workflow.

3.Y1.5 Security Considerations
See ITI TF-1: Appendix X.5 for security considerations for the PRIM Profile.
See ITI TF-2x: Appendix Z.8 for common mobile security considerations.

The Feed transaction needs both server authentication and client authentication, so that the client
knows that the feed is going to the correct destination (server) and that the destination (server)
knows the authenticity of the source (client). The content needs to be protected against integrity
failures, and confidentiality failures. The common use of https, with server-side authentication,
can address most of these requirements, however common https does not address client
authentication. For this client authentication function, one could either use the mutual-
authenticated-TLS found in ATNA, or OAuth mechanism found in IUA. Other solutions can be
used as appropriate agreement between client and server.

3.Y1.5.1 Security Audit Considerations

The Mobile Patient Identity Feed transaction is a Patient Record Message event as defined in ITI
TF-2a: 3.20.4.1.1.1-1.

Note that the same auditEvent is recorded by both Supplier and Consumer. The difference being
the Audit Source element. Both sides record to show consistency between message sent by the
Supplier and action taken at the Consumer.

The actors involved shall record audit events according to the following:

3.Y2.5.1.1 Supplier audit message:

Field Name Opt Value Constraints
Event EventID M EV(110110, DICOM, “Patient Record”)
AuditMessage/ EventActionCode M EV(batch, http://h17.org/thir/restful-interaction, “batch”
Eventldentification
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(“ITI-Y1”, “IHE Transactions”, “Mobile Patient Identity Feed”)

Source (Supplier) (1)

Destination (Consumer) (1)

Audit Source (Supplier) (1)

Patient (1..N) Patient Identities in the message

Message Identity (1)

Rev. 1.0 —2019-05-24 26 Copyright © 2019: IHE International, Inc.
Template Rev. 10.4



545

IHE ITI Technical Framework Supplement — Patient Resource Identity Management (PRIM)

Where:
Source UserID M OAuth App client_id
AuditMessage/ AlternativeUserID U not specialized
ActiveParticipant UserName U not specialized
UserlsRequestor U not specialized
RoleIDCode M EV(110153, DCM, “Source”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Destination UserID M http endpoint URL
AuditMessage/ AlternativeUserlD U not specialized
ActiveParticipant UserName U not specialized
UserIsRequestor M “false”
RoleIDCode M EV(110152, DCM, “Destination”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Audit Source AuditSourcelD U not specialized
AuditMessage/ AuditEnterpriseSitelD U not specialized
AuditSourceldentification AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M “1” (Person)
(AuditMessage/ ParticipantObjectTypeCodeRole M “1” (Patient)
Parﬁdpa?;g:i;mdcmiﬁ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode M not specialized
1.N) ParticipantObjectSensitivity U not specialized
ParticipantObjectID M The Patient._id value
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
I\:Idees:ta:tgye ParticipantObjectTypeCode M Eh\/igg;a}%zig;ier, http://h17.org/thir/resource-types,
(AuditMessage/ ParticipantObjectTypeCodeRole U not specialized
Pamcipag;g:i;“me"ﬁﬁ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode U not specialized
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M MessageHeader._id value
ParticipantObjectName M MessageHeader.eventUri value
ParticipantObjectQuery U not specialized
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ParticipantObjectDetail

| U

| not specialized

3.Y1.5.1.2 Patient Identity Manager audit message:

Field Name Opt | Value Constraints
Event EventID M EV(110110, DICOM, “Patient Record”)
AuditMessage/ EventActionCode M EV(batch, http://hl7.org/thir/restful-interaction, “batch”
Eventldentification EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(“ITI-Y1”, “IHE Transactions”, “Mobile Patient Identity Feed”)
Source (Supplier) (1)
Destination (Consumer) (1)
Audit Source (Consumer) (1)
Patient (1..N) Patient Identities in the message
Message Identity (1)
Where:
Source UserID M OAuth App client_id
AuditMessage/ AlternativeUserID U not specialized
ActiveParticipant UserName U not specialized
UserlsRequestor U not specialized
RoleIDCode M EV(110153, DCM, “Source”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Destination UserID M http endpoint URL
AuditMessage/ AlternativeUserID U not specialized
ActiveParticipant UserName U not specialized
UserIsRequestor M “false”
RoleIDCode M EV(110152, DCM, “Destination”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Audit Source AuditSourcelD U not specialized
AuditMessage/ AuditEnterpriseSiteID U not specialized
AuditSourceldentification AuditSourceTypeCode U not specialized
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Patient ParticipantObjectTypeCode M “1” (Person)
(AuditMessage/ ParticipantObjectTypeCodeRole M “1” (Patient)
Parﬁdpaggﬂimdcmiﬁ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode M not specialized
1.N) ParticipantObjectSensitivity U not specialized
ParticipantObjectID M The Patient._id value
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
555
|\:|dessta.tge ParticipantObject TypeCode M Eh\/iilg/:zzsea}%zi;e;ier, http://hl7.org/fhir/resource-types,
(Au:ﬂ:c:sagyc/ ParticipantObjectTypeCodeRole U not specialized
Pamdpai‘;g:i;““de““ﬁ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode U not specialized
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M MessageHeader._id value
ParticipantObjectName M MessageHeader.eventUri value
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized

| Add Section 3.Y2

3.Y2 Subscribe to Patient Updates [ITI-Y2]

560 3.Y2.1 Scope

The Subscribe to Patient Updates transaction allows a Patient Identity Subscriber to subscribe to
a Mobile Patient Resource Feed depending on the requested criteria.

3.Y2.2 Actor Roles

Table 3.Y2.2-1: Actor Roles

Actor: Patient Identity Subscriber
Role: Sends a Subscription request to the Patient Identity Manager
Actor: Patient Identity Manager
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Role:

Accepts a Subscription request and returns where the Subscription can be
accessed.

565 3.Y2.3 Referenced Standards

HL7 FHIR standard Release 4 http://hl7.org/thir/R4/index.html
JSON — IETF RFC7159

XML

HTTP 1.1

570  3.Y2.4 Messages

Patient Identity Subscriber Patient Identity Manager

Subscribe to Patient Updates Request

Subscribe to Patient Updates Response

A

Get Patient Subscription Request

\4

Get Patient Subscription Response

A

Enable/Disable Patient Subscription Request

\ 4

Enable/Disable Patient Subscription Response

A

Delete Patient Subscription Request

\4

Delete Patient Subscription Response

A

Figure 3.Y2.4-1: Interaction Diagram
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3.Y2.4.1 Subscribe to Patient Updates Request Message

The Subscribe to Patient Updates message is a FHIR create operation on a subscription
Resource.

3.Y2.4.1.1 Trigger Events

A Patient Identity Subscriber triggers a Subscribe to Patient Updates Request to a Patient Identity
Manager according to the business rules for the subscription. These business rules are outside the
scope of this transaction.

3.Y2.4.1.2 Message Semantics

A Patient Subscriber initiates a FHIR create request using HTTP POST as defined at
https://www.hl7.org/thir/R4/http.html#create on the subscription Resource as defined at
https://www.hl7.org/thir/R4/subscription.html.

A Patient Identity Manager shall support accepting a request for both the JSON and the XML
messaging formats as defined in FHIR. A Patient Subscriber shall send either the JSON or the
XML messaging formats as defined in FHIR. See ITI TF-2x: Appendix Z.6 for more details.

See ITI TF-2x: Appendix W for informative implementation material for this transaction.

3.Y2.4.1.2.1 FHIR Subscription Resource Constraints

A Patient Identity Subscriber shall create a subscription Resource. The subscription
Resource shall be further constrained as described in Table 3.Y2.4.1.2.1-1. The Element column
in Table 3.Y2.4.1.2.1-1 references the object model defined at
https://www.hl7.org/thir/R4/subscription.html#resource.

Table 3.Y2.4.1.2.1-1: Subscription Resource Constraints

Element Constraints
&
Cardinality
??aniil.type The type shall be “message”.

channel.endpoint
[1..1]

channel.payload

The endpoint must be a defined URL.

The payload shall be either:

[1..1] . . . .
application/fhir+json
application/fhir+xml

tat 7 »

s[la Lll]s The status shall be “requested”.

contact ..

0. ] The contact for the subscription.
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Element Constraints
&
Cardinality
contact.system
[1..1]

The system of the contact value.

contact.value

1.1 The value where the contact can be reached.

criteria

The Patient Identity Manager shall support
any of the following:

Patient
Patient? id=X

3.Y2.4.1.3 Expected Actions

A Patient Identity Manager shall accept the request, and return an HTTP 201 response when the
Subscription is created or an error code with an operationoutcome if an error occurs as per
https://www.hl7.org/thir/http.html#create. A Patient Identity Manager will create a job to
manage the subscription which is beyond the scope of this document. When the job has been
activated , the subscription Resource status shall be changed to “active.”

The Patient Identity Manager shall use the Mobile Patient Identity Feed [ITI-Y1] to send updates
to the Patient Identity Consumer defined in the subscription channel endpoint based on the
trigger criteria defined in the subscription Resource if the status is set to “active.”

If an error occurs at any time with the active subscription, the Patient Identity Manager shall
update the subscription Resource and set the error element with the error message. The
Patient Identity Subscriber may use the Get Patient Subscription Request to get the current status
of the Ssubscription.

3.Y2.4.2 Subscribe to Patient Updates Response

3.Y2.4.2.1 Trigger Events

A Patient Identity Manager sends the Subscribe to Patient Updates Response to the Patient
Subscriber when the subscription request is accepted.

3.Y2.4.2.2 Message Semantics

A Patient Identity Manager responds to the Subscribe to Patient Updates Request with an HTTP
Status of 201 with the Location header set to the created subscription Resource or an error as
defined at https://www.hl7.org/thir/http.html#create.
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3.Y2.4.2.3 Expected Actions

A Patient Identity Subscriber has received the response and continues with its workflow. It
should maintain the returned Subscription ID so it can be queried for status, disabled, or deleted
later.

3.Y2.4.3 Get Patient Subscription Request/Response Message

A Patient Identity Subscriber can retrieve the current details of a subscription by accessing the
location returned by the Subscribe to Patient Updates Response as defined at
https://www.hl7.org/thir/http.html#read.

3.Y2.4.4 Enable/Disable Patient Subscription Request/Response Message

A Patient Subscriber can enable or disable the given subscription by accessing the location
returned by the Subscribe to Patient Updates Response as defined at
https://www.hl7.org/thir/http.html#update. This can be used to temporarily disable the
subscription by changing the status to “off” or re-enable a subscription by changing the status to
“requested.” A Patient Identity Manager will suspend a subscription when the status is “off.”
Any new changes with a status of “requested” will be handled as per Section 3.Y2.4.1.3.

3.Y2.4.5 Delete Patient Subscription Request/Response Message

A Patient Subscriber can delete a subscription by accessing the location returned by the
Subscribe to Patient Updates Response as defined at https://www.hl7.org/thir/http.html#delete. A
Patient Identity Manager shall stop sending the Mobile Patient Identity Feed to the subscribed
destination.

3.Y2.5 Security Considerations
See ITI TF-1: Section X.5 for security considerations for the PRIM Profile.

See ITI TF-2x: Appendix Z.8 for common mobile security considerations.

3.Y2.5.1 Security Audit Considerations

The Subscribe to Patient Updates transaction is a REST Information event as defined in ITI TF-
2a:3.20.4.1.1.1-1.

Note that the same auditEvent is recorded by both Patient Subscriber and Patient Identity
Manager. The difference being the Audit Source element. Both sides record so as to show
consistency between request given by the Patient Subscriber and action taken at the Patient
Identity Manager.

The actors involved shall record audit events according to the following:
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3.Y2.5.1.1 Patient Subscriber audit message:

Field Name Opt Value Constraints
Event EventID M }jlr\e/g;:{)est”, http://terminology.hl7.org/CodeSystem/audit-event-type,
AuditMessage/
P || BventactionCode M| Stem b o i st merations
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(“ITI-Y2”, “IHE Transactions”, “Subscribe to Patient Updates”)
Source (Patient Subscriber) (1)
Human Requestor (0..n)
Destination (Patient Identity Manager) (1)
Audit Source (Patient Subscriber) (1)
Patient (0..1) Patient if specific.
Query Parameters (1)
Where:
Source UserID M OAuth App client_id
AuditMessage/ AlternativeUserID U not specialized
ActiveParticipant UserName U not specialized
UserlsRequestor U not specialized
RoleIDCode M EV(110153, DCM, “Source”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Human UserID M Identity of the human that initiated the transaction.
Requestor AlternativeUserlD U not specialized
('f known) UserName U not specialized
A‘;‘;\‘fj;“:::i?ﬁ;; . UserlsRequestor U not specialized
RoleIDCode 6] Access Control role(s) the user holds that allows this transaction.
NetworkAccessPointTypeCode U not specialized
NetworkAccessPointID U not specialized
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Destination UserID M http endpoint URL
AuditMessage/ AlternativeUserlD U not specialized
ActiveParticipant UserName U not specialized
UserlsRequestor M “false”
RoleIDCode M EV(110152, DCM, “Destination”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Audit Source AuditSourcelD U not specialized
AuditMessage/ AuditEnterpriseSitelD U not specialized
AuditSourceldentification AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M “1” (Person)
(AuditMessage/ ParticipantObjectTypeCodeRole M “1” (Patient)
P“““i"“ﬁ;ﬁf,’;;“”““ﬁﬁ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode M not specialized
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M The Patient._id value
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Query ParticipantObjectTypeCode M “2” (system object)
Parameters ParticipantObjectTypeCodeRole M “24” (query)
(AuditMessage/ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectldentifi
cation) ParticipantObjectIDTypeCode M EV(“ITI-Y2, “IHE Transactions”, “Subscribe to Patient Update”)
ParticipantObjectSensitivity U not specialized
ParticipantObjectID C Subscription._id value — when known (empty on create)
ParticipantObjectName U not specialized
ParticipantObjectQuery M the Subscription.criteria value
ParticipantObjectDetail U not specialized

3.Y2.5.1.2 Patient Identity Manager audit message:

Field Name Opt | Value Constraints
Event EventID M Pr\efs(t‘;r)est”, http://terminology.hl7.org/CodeSystem/audit-event-type,
AuditMessage/
EventDateTime M not specialized
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EventOutcomelndicator M not specialized
EventTypeCode M EV(“ITI-Y2”, “IHE Transactions”, “Subscribe to Patient Updates”)
Source (Patient Subscriber) (1)
Human Requestor (0..n)
Destination (Patient Identity Manager) (1)
Audit Source (Patient Identity Manager) (1)
Patient (0..1) Patient if specific.
Query Parameters (1)
Where:
Source UserID M oAuth App client_id
AuditMessage/ AlternativeUserID U not specialized
ActiveParticipant UserName U not specialized
UserlsRequestor U not specialized
RoleIDCode M EV(110153, DCM, “Source”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Human UserID M Identity of the human that initiated the transaction.
Requestor AlternativeUserID U not specialized
(if known) UserName U not specialized
Afzt‘i“‘,i:;r::ii’i‘;':; . UserlsRequestor U not specialized
RoleIDCode U Access Control role(s) the user holds that allows this transaction.
NetworkAccessPointTypeCode U not specialized
NetworkAccessPointID U not specialized
Destination UserID M http endpoint URL
AuditMessage/ AlternativeUserlD U not specialized
ActiveParticipant UserName U not specialized
UserIsRequestor M “false”
RoleIDCode M EV(110152, DCM, “Destination”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Audit Source AuditSourcelD U not specialized
AuditMessage/ AuditEnterpriseSitelD U not specialized
AuditSourceldentification AuditSourceTypeCode U not specialized
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Patient ParticipantObjectTypeCode M “1” (Person)
(AuditMessage/ ParticipantObjectTypeCodeRole M “1” (Patient)
Pamdpag;g:,{;mdemiﬁ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode M not specialized
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M The Patient._id value
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Query ParticipantObjectTypeCode M “2” (system object)
Parameters ParticipantObjectTypeCodeRole M “24” (query)
(AuditMessage/ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectldentifi
cation) ParticipantObjectIDTypeCode M EV(“ITI-Y2, “IHE Transactions”, “Subscribe to Patient Update”)
ParticipantObjectSensitivity U not specialized
ParticipantObjectID C Subscription._id value
ParticipantObjectName U not specialized
ParticipantObjectQuery M the Subscription.criteria value
ParticipantObjectDetail U not specialized

Replace Section 3.78.2 with the following.
675 | (Note: This section is currently in the PDQOm Trial Implementation Supplement)

3.78.2 Actor Roles

Patient Identity
Patient Manager Patient
Demographics Demographics
Consumer Supplier

Mobile Patient
Demographics
Query [ITI-78]

Figure 3.78.2-1: Use Case Diagram
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Table 3.78.2-1: Actor Roles

Role:

Patient Demographics Consumer: Requests a list of patients matching the supplied
set of demographics criteria (example: ID or Name) from the Patient
Demographics Supplier. The Patient Demographics Consumer populates its
attributes with demographic information received from the Patient Demographics
Supplier.

Actor(s):

The following actors may play the role of Patient Demographics Consumer:

Patient Demographics Consumer

Role:

Patient Demographics Supplier: Returns demographic information for all patients
matching the demographics criteria provided by the Patient Demographics
Consumer.

Actor(s):

The following actors may play the role of Patient Demographics Supplier:
Patient Demographics Supplier
Patient Identity Manager

Replace Section 3.83.2 with the following.

(Note: This section is currently in the PIXm Trial Implementation Supplement)

3.83.2 Actor Roles

Patient Identity
Manager

Patient Identifier
Cross-reference
Consumer

Patient Identifier
Cross-reference
Manager

Mobile Patient
Identifier Cross-
reference Query
[ITI-83]

Figure 3.83.2-1: Use Case Diagram

Table 3.83.2-1: Actor Roles

Role: Patient Identifier Cross-reference Consumer: Requests, from the Patient Identifier
Cross-reference Manager, a list of patient identifiers matching the supplied Patient
Identifier.
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Actor(s):

The following actors may play the role of Patient Identifier Cross-reference
Consumer:

Patient Identifier Cross-reference Consumer

Actor:

Patient Identifier Cross-reference Manager: Returns Cross-referenced Patient
Identifiers for the patient that cross-matches the Patient Identifier criteria provided
by the Patient Identifier Cross-reference Consumer.

Role:

The following actors may play the role of Patient Identifier Cross-reference
Manager:

Patient Identifier Cross-reference Manager

Patient Identity Manager

Rev. 1.0 —2019-05-24 39 Copyright © 2019: IHE International, Inc.

Template Rev. 10.4




	Introduction to this Supplement
	Open Issues and Questions
	Closed Issues

	General Introduction and Shared Appendices
	Appendix A – Actor Summary Definitions
	Appendix B – Transaction Summary Definitions
	Appendix D – Glossary
	X Patient Resource Identity Management (PRIM) Profile
	X.1 PRIM Actors, Transactions, and Content Modules
	Volume 1 – Profiles
	Figure X.1-1: PRIM Actor Diagram
	Table X.1-1: PRIM Profile - Actors and Transactions

	X.2 PRIM Actor Options
	Table X.2-1: PRIM – Actors and Options

	X.3 PRIM Required Actor Groupings
	Table X.3-1: PRIM Profile - Required Actor Groupings 

	X.4 PRIM Overview
	X.4.1 Concepts
	X.4.2 Use Cases
	X.4.2.1 Use Case #1: Create Patient
	X.4.2.1.1 Create Patient Use Case Description
	X.4.2.1.2 Create Patient Process Flow
	Figure X.4.2.1.2-1: Process Flow for the Create Patient Use Case
	Figure X.4.2.1.2-2: Create Patient Workflow Diagram Pseudocode


	X.4.2.2 Use Case #2: Update Patient Information
	X.4.2.2.1 Update Patient Use Case Description
	X.4.2.2.2 Update Patient Process Flow
	Figure X.4.2.2.2-1: Process Flow for the Update Patient Use Case
	Figure X.4.2.2.2-2: Update Patient Workflow Diagram Pseudocode


	X.4.2.3 Use Case #3: Link Patient Records
	X.4.2.3.1 Link Patient Records Use Case Description
	X.4.2.3.2 Link Patient Process Flow
	Figure X.4.2.3.2-1: Process Flow for the Link Patient Use Case
	Figure X.4.2.3.2-2: Link Patient Workflow Diagram Pseudocode




	X.5 PRIM Security Considerations
	X.6 PRIM Cross Profile Considerations

	Appendices
	Volume 2c – Transactions
	3.Y1 Mobile Patient Identity Feed [ITI-Y1]
	3.Y1.1 Scope
	3.Y1.2 Actor Roles
	Table 3.Y1.2-1 Actor Roles

	3.Y1.3 Referenced Standards
	3.Y1.4 Messages
	Figure 3.Y1.4-1: Interaction Diagram
	3.Y1.4.1 Mobile Patient Identity Feed Request Message
	3.Y1.4.1.1 Trigger Events
	3.Y1.4.1.2 Message Semantics
	3.Y1.4.1.2.1 FHIR Bundle Resource Constraints
	Table 3.Y1.4.1.2.1-1: Bundle Resource Constraints 

	3.Y1.4.1.2.2 FHIR MessageHeader Resource Constraints
	Table 3.Y1.4.1.2.2-1: MessageHeader Resource Constraints 


	3.Y1.4.1.3 Expected Actions

	3.Y1.4.2 Mobile Patient Identity Feed Response
	3.Y1.4.2.1 Trigger Events
	3.Y1.4.2.2 Message Semantics
	3.Y1.4.2.3 Expected Actions


	3.Y1.5 Security Considerations
	3.Y1.5.1 Security Audit Considerations
	3.Y2.5.1.1 Supplier audit message:
	3.Y1.5.1.2 Patient Identity Manager audit message:



	3.Y2 Subscribe to Patient Updates [ITI-Y2]
	3.Y2.1 Scope
	3.Y2.2 Actor Roles
	Table 3.Y2.2-1: Actor Roles

	3.Y2.3 Referenced Standards
	3.Y2.4 Messages
	Figure 3.Y2.4-1: Interaction Diagram
	3.Y2.4.1 Subscribe to Patient Updates Request Message
	3.Y2.4.1.1 Trigger Events
	3.Y2.4.1.2 Message Semantics
	3.Y2.4.1.2.1 FHIR Subscription Resource Constraints
	Table 3.Y2.4.1.2.1-1: Subscription Resource Constraints 

	3.Y2.4.1.3 Expected Actions

	3.Y2.4.2 Subscribe to Patient Updates Response
	3.Y2.4.2.1 Trigger Events
	3.Y2.4.2.2 Message Semantics
	3.Y2.4.2.3 Expected Actions

	3.Y2.4.3 Get Patient Subscription Request/Response Message
	3.Y2.4.4 Enable/Disable Patient Subscription Request/Response Message
	3.Y2.4.5 Delete Patient Subscription Request/Response Message

	3.Y2.5 Security Considerations
	3.Y2.5.1 Security Audit Considerations
	3.Y2.5.1.1 Patient Subscriber audit message:
	3.Y2.5.1.2 Patient Identity Manager audit message:


	3.78.2 Actor Roles
	Figure 3.78.2-1: Use Case Diagram
	Table 3.78.2-1: Actor Roles

	3.83.2 Actor Roles
	Figure 3.83.2-1: Use Case Diagram
	Table 3.83.2-1: Actor Roles





<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



