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	1) ATNA did NOT list the “User Authentication” event from DICOM.

2) ATNA does not correctly describe the “Security Alert” event from DICOM. It describes it as  “Security Administration”.  I don’t see a “Security Administration” in DICOM sup 95. Thus it seems that IHE needs to define this one.

3) ATNA Incorrectly indicates that “Security Alert” is the message to be used for user authentication (#10). This should be the “User Authentication” event from DICOM. 

TODO: Need to build the section 3.20.7.3.7 that describes the Security Administration event

TODO: Need to update section 3.20.7.3.5 with any new vocabulary needed for Security Administration event



Make the following change to Page 173, table 3.20.6.1, starting on the row for “Security Administration

	Security Administration 
	Security Administrative actions create, modify, delete, query, and display the following: 

1. Security attributes for data sets, data groups, or classes plus their atomic data elements or attributes. 

1. Configuration and other changes, e.g., software updates, that affect any software that processes protected information. Hardware changes may also be reported in this event. 

2. Security attributes and auditable events for the application functions used for patient management, clinical processes, registry of business objects  and methods (e.g. WSDL, UDDI), program creation and maintenance, etc. 

3. Security domains according to various organizational categories such as entity-wide, institutional, departmental, etc. 

4. Security categories or groupings for functions and data such as patient management, nursing, clinical, etc. 

5. The allowable access permissions associated with functions and data, such as create, read, update, delete, and execution of specific functional units or object access or manipulation methods. 

6. Security roles according to various task-grouping categories such as security administration, admissions desk, nurses, physicians, clinical specialists, etc. It also includes the association of permissions with roles for role-based access control. 

7. User accounts. This includes assigning or changing password or other authentication data. It also includes the association of roles with users for role-based access control, or permissions with users for user-based access control. 

8. Unauthorized user attempt to use security administration functions. 

9. Audit enabling and disabling. 

10. User authenticaton, authentication failure, authentication revocation, or signoff. 

11. Configuration and other changes, e.g., software updates, that affect any software that processes protected information. Hardware changes may also be reported in this event. 

Security administration events should always be audited. 
	DICOM (Sup 95) “Security Alert” 
IHE Extension (section 3.20.7.3.7) “Security Administration”

	User Authentication
	This message describes the event of a user attempting to log on or log off, whether successful or not.  No Participant Objects are needed for this message.
	DICOM (Sup 95) “User Authentication”


Add the following section 3.20.7.3.7

3.20.7.3.7 Security Administration
This message may be generated whenever Policy based security settings are changed. Security administration events should always be audited. This includes any administrative actions create, modify, delete, query, and display the following: 

1. Configuration and other changes, e.g., software updates that affect any software that processes protected information. Hardware changes may also be reported in this event. 

2. Security attributes and auditable events for the application functions used for patient management, clinical processes, registry of business objects and methods, program creation and maintenance, etc. 

3. Security domains according to various organizational categories such as entity-wide, institutional, departmental, etc. 

4. Security categories or groupings for functions and data such as patient management, nursing, clinical, etc. 

5. The allowable access permissions associated with functions and data, such as create, read, update, delete, and execution of specific functional units or object access or manipulation methods. 

6. Security roles according to various task-grouping categories such as security administration, admissions desk, nurses, physicians, clinical specialists, etc. It also includes the association of permissions with roles for role-based access control. 

7. User accounts. This includes assigning or changing password or other authentication data. It also includes the association of roles with users for role-based access control, or permissions with users for user-based access control. 

8. Unauthorized user attempt to use security administration functions. 

9. Audit enabling and disabling. 

10. User authentication revocation or suspension of account. 

