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1 Introduction

Integrating the Healthcare Enterprise (IHE) is an initiative designed to stimulate the integration of tt
information systems that spprt modern healthcare institutions. Its fundamental objective is to ensut
that in the care of patients all required information for medical decisions is both correct and availab
healthcare professionals. The IHE initiative is both a process fandna for encouraging integration
efforts. It defines a technical framework for the implementation of established messaging standard:
achieve specific clinical goals. It includes a rigorous testing process for the implementation of this
framework. Andt organizes educational sessions and exhibits at major meetings of medical
professionals to demonstrate the benefits of this framework and encourage its adoption by industry
users.

The approach employed in the IHE initiative is to support the usgisting standards, e.g HL7, ASTM,

DICOM, ISO, IETF, OASIS and others as appropriate, rather than to define new standards. IHE pr
further constrain configuration choices where necessary in these standards to ensure that they can
used in their repective domains in an integrated manner between different actors. When clarificatic
or extensions to existing standards are necessary, IHE refers recommendations to the relevant sta
bodies.

This initiative has numerous sponsors and supportingngtions in different medical specialty
domains and geographical regions. In North America the primary sponsors are the Healthcare
Information and Management Systems Society (HIMSS) and the Radiological Society of North Am:
(RSNA). IHE Canada hassa been formed. IHE Europe (IHBJR) is supported by a large coalition
of organizations including the European Association of Radiology (EAR) and European Congress ¢
Radiologists (ECR), the Coordination Committee of the Radiological and Electromedigsiries
(COCIR), Deutsche Rontgengesellschaft (DRG), the EuroPACS Association, Groupement pour la
Modernisation du Systéme d'Information Hospitalier (GMSIH), Société Francaise de Radiologie (Sl
Societa Italiana di Radiologia Medica (SIRM), and the peaam Institute for health Records (EuroRec)
In Japan IHE] is sponsored by the Ministry of Economy, Trade, and Industry (MET]I); the Ministry o
Health, Labor, and Welfare; and MEDBIEC; cooperating organizations include the Japan Industries
Association ®Radiological Systems (JIRA), the Japan Association of Healthcare Information Systel
Industry (JAHIS), Japan Radiological Society (JRS), Japan Society of Radiological Technology (JS
and the Japan Association of Medical Informatics (JAMI). Othemizgtions representing healthcare
professionals are invited to join in the expansion of the IHE process across disciplinary and geogra
boundaries.

1.1 Overview of the Technical Framework

This document, the IHE IT Infrastructure Technical Framework (IT)| @iEfines specific
implementations of established standards to achieve integration goals that promote appropriate sh
of medical information to support optimal patient care. It is expanded annually, after a period of pul
review, and maintained relguly through the identification and correction of errata. The current versic
Rev 7.0 for Final Text, specifies the IHE transactions defined and implementedAago$t 2009 The
latest version of the document is always available via the Internet at

http://www.ihe.net/Technical Framework
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The IHE IT Infrastructure Technical Framework identifies a subset of the functional components of
healthcare enterprise, called IHE actors, and specifigsitieiactions in terms of a set of coordinated,
standarddased transactions. It describes this body of transactions in progressively greater depth.
Volumel (ITI TF-1) provides a higtevel view of IHE functionality, showing the transactions
organized ito functional units called integration profiles that highlight their capacity to address spec
IT Infrastructure requirements.

Volumes 2a, 2b, and 2x%f the IT Infrastructure Technical Framework provide detailed technical
descriptions of each IHE trarteon used in the IT Infrastructure Integration Profidslume 3
contains content specification and specifications used by multiple transadiioese volumes are
consistent and can be used in conjunction with the Integration Profiles of other IHEBsloma

The other domains within the IHE initiative also produce Technical Frameworks within their respec
areas that together form the IHE Technical Frameweok examplethe following IHE Technical
Framework(s) aresome of those which asvailable:

9 [IHE IT Infrastructure Technical Framework

IHE Cardiology Technical Framework

IHE Laboratory Technical Framework

IHE Patient Care Coordination Technical Framework
IHE Radiology Technical Framework

= =4 4 A

Where applicable, references are made to other technicairams. For the conventions on
referencing other frameworks, sdé TF-2a: 1.6.3

1.2 Overview of IT Infrastructure Technical Framework Volumes 2a, 2b, and
2x, and 3

The remainder of Section 1 further describes the general nature, purpose and functidrectiniel
Framework. Section 2 presents the conventions used in this volume to define IHE transactions.

Section 3 defines transactions in detail, specifying the roles for each Actor, the standards employe
information exchanged, and in some caseslampntation options for the transacti@ection 3 is
divided into two parts:

1 Volume 2a: Sections 3:13.28 corresponding to transactidifisl -1] through[ITI-28§].

1 Volume 2b: Sections 3.293.57 corresponding to transactidifisl -29] through[ITI-57].
Volume 2x contains all appendices providieghnical details associated with the transactions.
Volume 3,Section 4 contains specifications that are used by muttgrsactios.

Volume 3,Section 5 contains Content Specifications

1.3 Audience

The intended auence of this document is:
1 IT departments of healthcare institutions
1 Technical staff of vendors planning to participate in the IHE initiative

Rev. 7.0 Final Tex2010-08-10 7 Copyright © 2A0 IHE International Inc.
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1 Experts involved in standards development
1 Those interested in integrating healthcare information systems antlomark

1.4 Relationship to Standards

The IHE Technical Framework identifies functional components of a distributed healthcare environi
(referred to as IHE actors), solely from the point of view of their interactions in the healthcare
enterprise. At its currd level of development, it defines a coordinated set of transactions based on
ASTM, DICOM, HL7, IETF, ISO, OASIS and W3C standards. As the scope of the IHE initiative
expands, transactions based on other standards may be included as required.

In some case IHE recommends selection of specific options supported by these standards; howeve
IHE does not introduce technical choices that contradict conformance to these standards. If errors
extensions to existing st tomegaatthenstotheragpropridte nt i f
standards bodies for resolution within their conformance and standards evolution strategy.

IHE is therefore an implementation framework, not a standard. Conformance claims for products m
still be made in direct referea to specific standards. In addition, vendors who have implemented IH]
integration capabilities in their products may publish IHE Integration Statements to communicate th
productso6 capabilities. Vendor s pnedponsislity forrtheir |
content. By comparing the IHE Integration Statements from different products, a user familiar with 1
IHE concepts of actors and integration profiles can determine the level of integration between therr
ITI TF-2x: Appendix Cfor the format of IHE Integration Statements.

1.5 Relationship to Real-world Architectures

The IHE actors and transactions described in the IHE Technical Framework are abstractions ef the
world healthcare information system environment. While some dfdaheactions are traditionally
performed by specific product categoriegy(,HIS, Clinical Data Repository, Radiology Information
Systems, Clinical Information Systems or Cardiology Information Systems), the IHE Technical
Framework intentionally avoidssaociating functions or actors with such product categories. For eacl
Actor, the IHE Technical Framework defines only those functions associated with integrating
information systems. The IHE definition of an Actor should therefore not be taken as theteompl
definition of any product that might implement it, nor should the framework itself be taken to
comprehensively describe the architecture of a healthcare information system.

The reason for defining actors and transactions is to provide a basis fangl#fminteractions among
functional components of the healthcare information system environment. In situations where a sin
physical product implements multiple functions, only the interfaces between the product and extern
functions in the environmemre considered to be significant by the IHE initiative. Therefore, the IHE
initiative takes no position as to the relative merits of an integrated environment based on a single,
encompassing information system versus one based on multiple systetagetizer achieve the same
end. | HE demonstrations emphasize the integr
Technical Framework.

Rev. 7.0 Final Tex2010-08-10 8 Copyright © 2A0 IHE International Inc.
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275 1.6 Comments

HIMSS and RSNA welcome comments on this document and the IHE initiative. They should be
directed to:

Lisa Spellman
SeniorDirectorInformatics

280 230 East Ohio St., Suite 500
Chicago, ILUSA 60611
Email: ihe@himss.org

1.7 Copyright Permission

Health Level Seven, Inc., has granted permission to the IHE to reproduce tabléseftdhy standard.
285 The HL7 tables in this document are copyrighted by Health Level Seven, Inc. All rights reserved.
Material drawn from these documents is credited where used.

Rev. 7.0 Final Tex2010-08-10 9 Copyright © 2A0 IHE International Inc.
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2 Conventions

This document has adopted the following conventions for repregehgrframework concepts and
specifying how the standards upon which the IHE IT Infrastructure Technical Framework is based

290 should be applied.
2.1 The Generic IHE Transaction Model

Transaction descriptions are providediection 3 In each transaction desdign, the actors, the roles
they play, and the transactions between them are presented as use cases.

The generic IHE transaction description includes the following components:

295 1 Scope: a brief description of the transaction.
1 Use case roles: textual definiti® of the actors and their roles, with a simple diagram relating
them,e.g.;
Adar Adar

\

Transadian

1 Referenced Standardhe standards (stating the specific parts, chapters or sections thereof) t
300 used for the transaction.
1 Interaction Diagam: a graphical depiction of the actors and messages that support the
transaction, with related processing within an Actor shown as a rectangle and time progress
downward, similar to:

Rev. 7.0 Final Tex2010-08-10 10 Copyright © 2A0 IHE International Inc.
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Actor Actor Actor

The interaction diagrams usedtire IHE IT Infrastructure Technical Framework are modeled
after those described in Grady Booch, James Rumbaugh, and Ivar Jaddiesonjfied

Modeling Language User GuidSBN 0-201-571684. Simple acknowledgment messages are
often omitted from the diagms for brevity. One or more messages may be required to satisfy
transaction. Each message is represented as an arrow starting from the Actor initiating the
message.

1 Message definitionglescriptions of each message involved in the transaction, thes évan
trigger the message, its semantics, and the actions that the message triggers in the receivelr

2.2 HL7 Profiling Conventions

SeelTI TF-2x: Appendix Gor the HL7 profiling conventions as well as the networking implementatio
guidelines.

2.3 Use of Coded Entities and Coding Schemes

IHE does not produce, maintain or otherwise specify a coding scheme or other resource for control
terminology (coded entities). Where applicable, coding schemes required by the HL7 and DICOM
standards take precedence. In theesavhere such resources are not explicitly identified by standards
implementations may utilize any resource (including proprietary or local) provided any
licensing/copyright requirements are satisfied.

Rev. 7.0 Final Tex2010-08-10 11 Copyright © 2A0 IHE International Inc.
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3 |IHE Transactions

This section defines each IHE traction in detail, specifying the standards used, the information
325 transferred, and the conditions under which the transaction is required or optional.

Rev. 7.0 Final Tex2010-08-10 12 Copyright © 2A0 IHE International Inc.
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3.1 Maintain Time

This section corresponds to Transaction1Tdf the IHE IT Infrastructure Technical Framewo
Transaction IT1 is used by the Time Server and Time Client actors.

3.1.1 Scope

330 This transaction is used to synchronize time among multiple systems.

3.1.2 Use Case Roles

ThheSava Tnedat

Nairt=in Tine

Actor: Time Server
Role: Responds to NTP time service ges.
335 Actor: Time Client

Role: Uses NTP or SNTP time service responses to maintain synchronization with Time Servers a
maintain the local system clock.

3.1.3 Referenced Standard

NTP Network Time Protocol Version 3. RFC1305
340 SNTP Simple Network Time ProtocdENTP)RFC4330

3.1.4 Interaction Diagram

Time Server Time Client

NTP Time Query

NTP Time Response

Figure 3.1.4-1. Maintain Time Messages

Rev. 7.0 Final Tex2010-08-10 13 Copyright © 2A0 IHE International Inc.
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3.1.4.1 Maintain Time

The NTP transactions are described in detail in RFC1305. There is also extensive documentation c
transactions and recommendasmn configurations and setup providetitéb://www.ntp.org Rather
than reproduce all of that material as part of this Framework, readers are strongly encouraged to e:
that site. The most common mode is the quepponse mode that is described below. For other forms
see RFC1305 and the materialtdtp://www.ntp.org

The Time Server shall support NTP (which implicitly means that SNTP clients are also supported).
Secure NTP maalso be supported. The Time Client shall utilize NTP when it is grouped with a Tim
Server. For ungrouped Time Clients with 1 second accuracy requirements, SNTP may be useable.
Clients may also support Secure NTP.

Table 3.1.4-1 Permissible Protocol Selections

Protocol Time Server Time Client grouped Time Client Time Client (High
with a Time Server (1s accuracy) accuracy)

SNTP Must Support Prohibited permitted prohibited

NTP Must Support Must Support permitted permitted

Secure Optional Optional Optional Optional

NTP

3.1.4.1.1 Trigger Events

In a queryresponse mode the Time Client queries the Time Server and receives a response. This
transaction includes timing estimation of network delays.

3.1.4.1.2 Message Semantics

The Time Client uses the Network Time Protocol B to synchronize its time with the Time Server.
NTP clients can be configured to use a specific NTP server at a specific IP address, to obtain the N
server address automatically from DHCP, and/or to discover the NTP server address automatically
Time dients shall support at least manual configuration and may support all three modes. Time Clie
usually maintain time synchronization by adjusting the system clock, so that applications continue t
the system clock facilities. The specific precisidisynchronization depends upon the requirements of
specific actors.

Implementations must support a time synchronization accuvdleya median error of less thane
second.

There is a Simple Network Time Protocol (SN'RHC4330defined that can provide ersecond
accuracy for Time Clients. It uses the exact same protocol as NTP, but does not include the
measurement data used by the NTP fagburacy statistical estimation algorithm. It has a lower
implementation cost because it omits the measurementsadistical estimation needed to achieve
higher accuracy. This omission of the statistical estimation makes it unsuitable for use when group
with a Time Server. Its use is permitted for Time Clients that are not grouped with a Time Server.

Note: 1. The Time Client Actor can often be implemented by using components provided by operating systems. Some offer
SNTP while others offer the choice of SNTP or NTP clients.
2. SNTP may achieve better than 1 second synchronization when combined with cadefatdasoftware, and custom
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network design. This network design will include restrictions on cabling design, hubs, routers, etc. that are outside th
scope of the CT Profile and not verifiable except on a site by site basis.

The use of Secure NTP is refjuired. The risk of subversion of the time base to conceal penetration
considered very low, and the operational costs of maintaining Secure NTP too high in most
environments.

3.1.4.1.3 Expected Actions

The Time Server and Time Client will maintain synchron@ato UTC. The Time Client maintains a
statistical estimation process utilizing time estimates and network delay estimates from one or mor:
Time Servers. This statistical estimation process yields a time estimate that is used to continually a
the syseém clock.

Note:  The relationship between the local reported time, UTC, and bdttgaied clock is often a source of confusion. Different
hardware and operating systems have different configuration requirements. These should be clearly documented anc
clear in the user interface so that field service and operational staff do not introduce errors.

3.2 Get User Authentication

This section corresponds to Transaction2Tdf the IHE IT Infrastructure Technical Framework.
Transaction IT42 is used by the ClierAuthentication Agent and Kerberos Authentication Server actol

3.2.1 Scope

This transaction is used to authenticate an enterpiicde user identity. A challengesponse method
verifies that the user knows the correct password. Once the user is autherttiegteberos
Authentication Server sends a Ticket Granting Ticket (TGT) to the Client Authentication Agent to
permit optimization of subsequent interactions. The TGT acts as a substitute for repeated login/pas
type activity.

This transactionisequial ent t o what 1is called the fAAut he

3.2.2 Use Case Roles

Adat Ataticatian Kataas
AsErt AdtarticationSaeng

=

Role: Communicates authentication information to the Kerberos Authentication Server, receives a
TGT, ard performs internal TGT management.

Actor: Kerberos Authentication Server. In RFC1510 this is called a Key Distribution Center (KDC).

Actor: Client Authentication Agent.
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Role: Verifies the authentication information, creates a TGT, and sends it to the Client Authenticati
Agent.

3.2.3 Referenced Standard
RFC1510 The Kerberos Network Authentication Service (V5)

3.2.4 Interaction Diagram

The Client Authentication Agent communicates to the Kerberos Authentication Server a Kerberos
Authentication Service Request (KRB_AS REQ). This message identifias¢hethe name of the
ticket-granting service and authentication data. The authentication data is usually a timestamp enci
wi t h t h e -teurskeyr (Bee RFCA51@for the exception cases.)

5 ' o
ratscs
g Al ey S
: HEESA R \
>
aggpacke K-
sralcexovs
HIRAEE

Figure 3.2.4-1. Get User Authentication Messages
3.2.4.1 Get User Authentication (Request/Response)

3.2.4.1.1 Trigger Events

The Kerberos User Authentication transactions normally take place:
1. Upon login or session start for a new user, and

2. Shortly before expiration of a TGT. TGT timeouts aredeldto minimize the need for this
transaction, but they may expire prior to user logout/ session complete.

When the Client Authentication Agent supports the Authentication for User Context Option, the Clie
Authentication Agent shall resolve any Contklnager interface issues before starting the user
authentication. For instance the Client Authentication Agent needs to be sure that it will be accepte
the Context Manager as the one and only user authenticator in the context for this user sedsion. Si
issues may apply with neiHE uses of CCOW.

3.2.4.1.2 Message Semantics

The Client Authentication Agent shall support use of this transaction with the Kerberos user
name/password system defined in RFC 1510. The username and password shall consist of the 94
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printable characters specified in the International Reference Version €646/ BCMA6 (aka U.S.
ASCII).

3.2.4.1.3 Expected Actions

The Client Authentication Agent shall perform TGT management, so that subsequent activities can
use TGTs from a credentials cachee Tlient Authentication Agent shall ensure that a user has acce:
to only to his or her own tickets (both TGT and Service Tickets). This is most often done by clearin
credentials cache upon user logout or session completion.

When the Client Authentitian Agent supports the Authenticator for User Context Option, the agent
shall perform the Change Context Transaction to set the user identity in the context managed by th
Context Manager Actor.

When the user session ends, the Client Authentication Apafitremove the user credentials from its
cache. If it supports the Authenticator for User Context Option, the agent shall perform the Change
Context Transaction to set the user to NULL prior to removing the user credentials.

3.2.5 Extended Authentication Methods

The Kerberos challengesponse system used by this Integration Profile can be used to verify users
means of many authentication mechanisms. The mechanism specified in this profile is the Kerbero
username and password system. Other methods suetagscards and biometrics have also been
documented but not standardized. (See ITHITRppendix D for a discussion of alternate authenticatio
mechanisms.)

3.2.6 Audit Record Considerations

The Client Authentication Agent shall produce the ATNA UserAuthemtitavent for each Get
Authentication [IT+2] transaction with the EventTypeCode equal to Login or Failure as appropriate.
the application knows about logout, this shall produce a UserAuthentication event with the
eventTypeCode of Logout. The UserNarnteneent shall be the Kerberos identity in the form of
username@realm.
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Field Name Opt Value Constraints
Event EventlD M EV(110114, DCM, f@AUser Aut hen
AuditMessage/ EventActionCode M AEO0 (Execut e)
Eventldentification . —
EventDateTime M not speciéized
EventOutcomelndicator M not specialized
EV(110122, DCM, fLogind)
EventTypeCode M N R
EV(110123, DCM, ALogout 0)
Source (1)
Human Requestor (1)
Destination (0)
Audit Source (Client Authentication Agent) (1)
Participant Object (0)
Where:
Source UserID M the process ID as used within the local operating system in t|
) local system logs.
AuditMessage/
ActiveParticipant AlternativeUserID U not specialized
UserName U not specialized
UserlsRequestor M Aitrueo
RolelDCode M EV(110150, DiCMpofApplicat
NetworkAccessPointTypeCode M flo for machine (DNS) name,
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881
Human UserID M Identity of the huma that initiated the transaction.
Requestor (if AlternativeUser|D u not specialized
known) UserName U not specialized
AuditMessage/ ~ N
ActiveParTicip%nt UserlsRequestor M Atrueo
RolelDCode U not specialized
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSite|D 0] not specialized
AuditSourceldentification - .
AuditSourceTypeCode U not specialized
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3.3 Get Service Ticket

This section corresponds to Transaction3Tdf the IHE IT Infrastructure Technical Framework.
Trarsaction ITH3 is used by the Client Authentication Agent and Kerberos Authentication Server
Actors.

3.3.1 Scope

The Client Authentication Agent uses this transaction to obtain the service ticket that will be sent to
Kerberized Server to authenticate this usex Kerberized Server.

3.3.2 Use Case Roles

Aat Ataticatian Kataas
At AdlrerticationSene

=

Role: Client communicates authentication information to the Kerberos Authentication Server, recei
a Service Ticket, and performs internal &cknanagement.

Actor: Kerberos Authentication Server. In RFC1510 this is called a Key Distribution Center (KDC).

Role: Verifies the authentication information, creates a ticket, and sends it to the Client Authentical
Agent Actor.

Actor: Client Authentication Agent.

3.3.3 Referenced Standard
RFC1510  The Kerberos Network Authentication Service (V5)
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3.3.4 Interaction Diagram
o t A e = tion A | e S

HERS KSohRe

3.3.4.1 Kerberos Service Ticket

3.3.4.1.1 Trigger Events

A service ticket is requested prior to communicating with a Kerberized Server. This ticket will be
provideal to that service as part of the Kerberized communication process.

3.3.4.1.2 Message Semantics

The Client Authentication Agent Actor requests credentials for a service by sending the Kerberos
Authentication Server a Kerberos Ticketanting Service Request (KRB_TGE®EQ). This message
includes the userd6s name, an authenticator e
obtained in the Get User Authentication Transaction, and the name of the service for which the use
wants a ticket.

When the Kerberos Authaoation Server receives KRB_TGS_REQ, it decrypts the TGT with its own
secret key, extracting the logon session key. It uses the logon session key to decrypt the authentic.
and evaluates that. If the authenticator passes the test, the Kerberos Auiber8maer extracts the
authorization data from the TGT and invents a session key for the client to share with the Kerberize
Server Actor that supports the service. The Kerberos Authentication Server encrypts one copy of tl
session keylogon dedsiontkéyelt embeds mrmther copy of the session key in a ticket,
along with the authorization dat atermkendheencr y
Kerberos Authentication Server then sends these credentials back to the cliéatbheras Ticket
Granting Service Reply (KRB_TGS_REP).

There are no IHE specific extensions or modifications to the Kerberos messaging.
3.3.4.1.3 Expected Actions

When the Client Authentication Agent receives the reply, it uses the logon session key to decrypt t
session key to use with the service, and stores the key in its credentials cache. Then it extracts the
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for the service and stores that in its cadife client shall maintain the ticket in the credentials cache fi
later use.

510 3.3.4.1.4 Service Registration

TheKerberized Communication services supported in an enterprise shall be registered on the Kerb
Authentication Server according to the RFC1510 protocol specification used. The registration of the
service on the KDC is outside the scope of this profile.

3.3.5 Security Considerations

515 The Get Service Ticket [IT3] Transaction is not required to log an ATNA UserAuthentication event
the case of successful communications. An ATNA UserAuthentication event shall be logged when
communications fails for the purpe of authentication failure.
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3.4 Kerberized Communication

This section corresponds to Transaction4Tdf the IHE IT Infrastructure Technical Framework.
520 Transaction IT4 is used by the Client Authentication Agent and Kerberized Server Actors.

3.4.1 Scope

This setion specifies the details of the association of a Kerberos user identity with a session for a
session oriented protocol, or a transaction for a transaction oriented protocol.

3.4.2 Use Case Roles

At

925

Actor: Client Authentication gent

Role: Provides appropriate ticket as part of the connection or session management for another prc
Actor: Kerberized Server

Role: Accepts and verifies the ticket to perform ugkmtity-related services as part of the connection
530 or session magement for another protocol.

3.4.3 Referenced Standard
RFC1510 The Kerberos Network Authentication Service (V5)

3.4.4 Interaction Diagram

o

S ACHEE —

4

S A FEE

A
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Figure 3.4-1 Kerberized Communications

3.4.4.1 Kerberized Communications

The sequence diagram aboveciées information flow that can be encapsulated in a variety of
different protocol startup sequences. The specific details for this encapsulation are defined as part
definition of Kerberizing a specific kind of communication protocol.

3.4.4.1.1 Trigger Events

This occurs at the beginning of a session or as part of each skessidransaction.

3.4.4.1.2 Message Semantics

The Client Authentication Agent Actor requests service from a Kerberized Server by sending the se
a Kerberos Application Request (KRB_AP_RE®)is message contains an authenticator encrypted
with the session key, the ticket obtained in the Get Service Ticket Transaction, and a flag indicating
whether the client wants mutual authentication. (The setting of this flag is either specified bggtod rul
the Kerberized communications, or is an option of the specific Kerberized protocol.)

The Kerberized Server receives KRB_AP_REQ, decrypts the ticket, and extracts the authorization
and the session key. The server uses the session key to deergptttenticator and then evaluates the
timestamp inside. If the authenticator passes the test, the server looks for a mutual authentication 1
the clientbés request for protocols that ghepp
session key to encrypt the time supplied by the Client Authentication Actor and returns the result in
Kerberos Application Reply (KRB_AP_REP).

The actual encoding and exchange of the KRB_AP_REQ and KRB_AP_REP are defined as part o
definition ofthe specific Kerberized protocol.

3.4.4.1.3 Expected Actions

When the Client Authentication Actor receive
with the session key it shares with the server and compares the time returned by the service with t
timein the clientés original authenticator. | f

and the connection proceeds.

If no mutual authentication is requested, the other IHE actors proceed with their IHE transactions.
transactions aridentified as being requested by the authenticated user. The other actors will utilize
information for other purposes, such as confirming user authorization or logging user actions into a
trails.

3.4.4.2 Kerberized HTTP

Kerberized HTTP shall use SPNEGO TP
(seehttp://www.ietf.org/internetrafts/draftbrezakspnegehttp-04.txi)

Note: At the time of publication there were no Kerberized HTTP normative standards.araeheee relatively well
documented nonormative specifications. In addition, there are commercial and open source implementations of this
specification for web and application servers. It was decided to use the Kerberized HTTP specification treheniteg|
by Microsoft Internet Explorer (MSIE) because many healthcare desktops use MSIE.
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The following Figure shows a typical message sequence for Kerberized HTTP.

At Adrerticatian Sen Sener
SatHImP
Sessan
""""" > [_HPGH roawtrertication .
reum40L Irerﬁczale Neoticte ™
| Gt kKarberos Sy i
rarddidet ——| | detin-g i
Nregeert , !
—> : :
! Tidest
| -«—

575 Figure 3.4-2 Kerberized HTTP

There is also documéation on the transactions, configuration, and troubleshooting these configurati
Rather than reproduce all of that material as part of this Framework, readers are strongly encourag
explore these references.

(Seehttp://support.microsoft.com/default.aspx?scid=kb:ber82698%

580 3.4.4.2.1 Trigger Events

This transaction occurs at the beginning of each HTTP transaction.

Note:  When the workstation is properly configured utilizingckbsoft Internet Explorer these transactions are transparent. A
prompt for username, password, and domain is an indication of an improperly configured component.

585 3.4.4.2.2 Message Semantics

This IHE profile recognizes that the SPNEGI TP method allows the clienide to return Kerberos
credentials or NTLM credentials. This IHE profile thus restricts the transactions to the Kerberized
credentials.

3.4.4.3 Kerberized DICOM

590 The Kerberization of DICOM has been proposed and is under development. There is not a finishec
standardt this time.
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3.4.4.4 Kerberized HL7

The Kerberization of HL7 has been proposed and is under development. There is not a finished ste
at this time.

595 3.4.5 Security Considerations

The Kerberized Communications [F#] Transaction is not required to log an ATNA
UseaAuthentication event in the case of successful communications. An ATNA UserAuthentication
event shall be logged when the communications fails for the purpose of authentication failure.

600
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3.5 Join Context

This section corresponds to Transaction3Tdf the HE IT Infrastructure Technical Framework.
Transaction ITH5 is used by the Patient Context Participant, User Context Participant, Client
Authentication Agent and Context Manager Actors.

3.5.1 Scope

Any of the context participant actors using this TransactiotigfaContext Participant, User Context
Participant, and Client Authentication Agent) may locate and join a context management session
specific to the workstation on which the instigating user is interacting.

A Context Participant Actor shall first locatee instance of the Context Manager Actor via technology
specific methods as definedintHde 7 Cont e xt Ma n éeghaoingymbppifigCiWwots.
Once the context manager reference is returned, the Context Participant Actor issues a join metho
the context manager, which returns a unique participant identifier. User Context Participant and Cli
Authentication Agent shall use this identifier along with a shared secret as inputs to a two stage se
binding process, which results in the exchaoigeublic keys between the two actors.

If an implementation groups two or more context participant actors, this Transaction shall be perfor
only once on a launch of an application in which those actors are grouped. All grouped actors shar:
same comrmn context. If at least one of the grouped actors is a User Context Participant or a Client
Authentication Agent, this transaction shall include the-$téme secure binding process.

The semantics of the methods used in this Transaction are definedlocthments HL7 Context
Management ACCOWO0O Standard: Component Techno
Management ACCOWO0O Standard: Component Techno
can implement either technology. The Context Manager Actdirslgport both technologies in order
to interoperate with joining participants implementing the technology of their choice.

3.5.2 Use Case Roles

Patiert Gatext User Gated diert
Partigpart Aaar Partidpant Adar Auhertication
Aot

Gxted
Naneger Adar
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Actor: Patient Context Participant

Role: Initiates establishment of contexisseon connection with the Context Manager so as to be able
change and follow Patient Subject changes in the common context.

Actor: User Context Participant

Role: Initiates establishment of a secure context session connection with the Context Maiaager so
be able to follow User Subject changes in the common context.

Actor: Client Authentication Agent

Role: Initiates establishment of a secure context session connection with the Context Manager so
be able to perform User Subject changes in timenaon context.

Actor: Context Manager
Role: Responds to the request to join the context session from the context participant.

3.5.3 Referenced Standard

HL7 Context Management ACCOWO0 Standard, Vers
Technology and Subject Independent Architecture
Compament Technology Mapping: ActiveX
Component Technology Mapping: Web

3.5.4 Interaction Diagrams

The Join Context Transaction involves a different set of messages depending on the type of subjec
context participant is interested in, either Patient subjesgy Bubject or both Patient and User subjects

RiatCoe et NAEC
—

Figure 3.5-1 Patient Subject Join Context Interaction Diagram
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dient Authenticatic Context User Conte
Agent Actor Manager Participant
Actor Actor
e s =
S —Ll II
Locate Context Manege i
Locate Context Manage
JoinConmmonContext < S
>
InitializeBinding > < B =
FinalizeBinding ) < InitializeBinding
L < FinalizeBinding

L

Figure 3.5-2 User Subject Join Context Interaction Diagram

3.5.4.1 Join Contexti Locate Method

To join the common context upon launch of an application, it is necessary for the context participar
| ocate the Context Manager that supports con
achieved by the invocation of the Locatethoal in accordance with specifications of Hie7 Context
Management ACCOWO0 Standard

3.5.4.1.1 Trigger Events

The Locate method is triggered by the user launch of an application that contains one of the followi
actors: Patient Context Participant, User Contextidd@ant or Client Authentication Agent.

3.5.4.1.2 Message Semantics

In a Web/HTTP implementation, Locate is defined as a method of the ContextManagementRegistn
interface. The IHE Context Manager Actor provides this interface for the context participants to call
upon, and thus implements the CCOW defined Context Management Registry, which is used to loc
the appropriate instance of the Context Manager.

In an ActiveX implementation, the context participants determine the location of the instance of Col
Manage from the operating system registry.

3.5.4.1.3 Expected Actions

The Locate method invocation is specific to the Web technology mapping. In this case, the Conten
Manager shall return the valid URL of the Context Manager instance or a CCOW defined
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UnableToLocate exaption. RefertothelL 7 Cont ext Management ACCO!
Technology Mapping: Web/HTTEhapter 3 for the details of the response specifications.

3.5.4.2 Join Context 1 JoinCommonContext Method

The JoinCommonContext method is invoked by the one dbtlwving actors: Patient Context
Participant, User Context Participant or Client Authentication Agent.

3.5.4.2.1 Trigger Events

The JoinCommonContext method is triggered by the valid response of the Locate method with a
reference to the context manager.

3.5.4.2.2 Message Semantics

JoinCommonContext is defined as a method on the ContextManager interface. It shall be invoked |
Context Participant Actor to complete the establishment of the secure context session. A Context
Participant Actor shall provide parameters for thisthod as specified in the CCOW Standard.

RefertothddHL 7 Cont ext Management A CCOWO -Infdpendedta r d :
Architecturedocument, Section 17.3.6.3, for a detailed description of the parameters associated wit
method.

3.5.4.2.3 Expected Actions

If the JoinCommonContext method is successful, the Context Manager shall issue the invoking Act
unique context participant identifier which is to be used until the context session is terminated by ei
a Context Participant Actor or the Coxitdlanager Actor.

If the method fails a descriptive CCOW exception will be returned.

After the context session is established, the Context Manager Actor shall periodically verify availab
of a Context Participant Actor by invoking the Ping method enGbntextParticipant interface as
specified in the CCOW Standard. Refertokhe 7 Cont ext Management iAC
Technology and Subjetitdependent Architecturdocument, Section 17.3.7.6, for a detailed descriptio
of the parameters associated vitits method.

Should the Context Manager Actor need to terminate an established context session (for example,
case of restart), it shall inform the context participants of such action by invocation of the
CommonContextTerminated method on the Contexitij@ant interface as specified in the CCOW
Standard. RefertothtédL 7 Cont ext Management ACCOWO- St and
Independent Architecturdocument, Section 17.3.7.5, for a detailed description of the parameters
associated with this method

The success of this method signifies completion of the Join Context Transaction for the actors intet
to participate only in the patient context.
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3.5.4.3 Join Context T InitializeBinding Method

The InitializeBinding method is invoked by the one of the follggvactors intending to participate in a
user context: User Context Participant or Client Authentication Agent.

3.5.4.3.1 Trigger Events

The InitializeBinding method is triggered by the valid response of the JoinContext method.

3.5.4.3.2 Message Semantics

InitializeBinding isdefined as a method on the SecureBinding interface and allows a Context Partici
Actor and Context Manager to verify each oth
to the requesting context participant.

In the invocation of this metid, context participant supplies the application identification and a diges
produced from that identification concatenated with a shared secret. The shared secret is known in
CCOW terms as an applications passcode. The passcode shall be site configurable.

RefertothddHL 7 Cont ext Management A CCOWO -Infdpendedta r d :
Architecturedocument, Section 17.3.12.2, for a description of the parameters associated with this
method, to be issued by the Context Participant Actor.

3.5.4.3.3 Expected Actions

Performing the InitializeBinding method, the Context Manager verifies the identity of a requesting
context participant and responds with the message containing its public key. Reféilt@ thentext
Management ACCOWO St anda-mdkpendént Ardhitectudocgnyent,e&Sactdon S
17.3.12.2, for the specifics of the response formation.

3.5.4.4 Join Context 7 FinalizeBinding Method

The FinalizeBinding method is invoked by the one of the following actors: User Context Participant
Client Authentiction Agent.

3.5.4.4.1 Trigger Events

The FinalizeBinding method is triggered by the valid response of the InitializeBinding method.

3.5.4.4.2 Message Semantics

FinalizeBinding is defined as a method on the SecureBinding interface and allows a Context Partic
Actor to suply the Context Manager with its public key.

In the invocation of this method, the context participant supplies its public key and a digest digitally
signed with its private key.

RefertothtHL 7 Cont ext Management fiCCOWO -Iffépendedtar d :
Architecturedocument, Section 17.3.12.3, for a description of the parameters associated with this
method, to be issued by the Context Participant Actor.
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3.5.4.4.3 Expected Actions

Performing the FinalizeBinding method, the Context Manager verifies ¢inditylof a requesting
context participant and accepts or rejects its public key. Refer iLfh€ontext Management
ACCOWO Standar d: T erdépanddntAghitectumodumént; Bectiencl?.3.12.3, for

740 the specifics of the response formation.

The success of this method signifies completion of the Join Context Transaction for the actors intet
to participate in the user context.
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3.6 Change Context

This section corresponds to Transaction@Tdf the IHE IT Infrastructure Technical Framework.
Transaction IT46 is used by the Context Participant and Context Manager actors.

3.6.1 Scope

This transaction allows for an application supporting the Context Participant Actor to change the va
for one or more context subjects, forcing other Context Particgzaots to synchronize based on the
new context values.

The Change Context Transaction is composed of multiple methods as definedHhy tGentext
Management A CCTnhére aréStwokeydhmnmaderistics to this transaction. The first is tha
the ransaction has multiple phases consisting of instigating the change, surveying the other partici
and finally publishing the decision as to whether the context changed or not. The second character
that the context change involves a specifigjsct. For the Patient Context Participant Actor the subjec
being changed is the patient subject. For the Client Authentication Agent Actor the subject being
changed is the user subject. Applications that implement only the Patient Context Participasha&ltt
not expect the user subject to be set in context.

The semantics of the methods used are define
Standard: Component Technol ogy Mapping: Acti
ComponentTehnol ogy Mapping: Web, i n conjunction
Standard: Subject Data Definitions document. The Context Participant Actor can choose the techn
implementation it wishes to implement. The Context Manager Actor must siggplertiechnology
implementations in order to accommodate whichever implementation a participant ends up choosir

In the case where Patient Context Participant Actors use identifiers from different patient identifier
domains the Context Manager Actor shmlgrouped with the Patient Identifier Crasference
Consumer Actor and the corresponding PIX Query Transaction as defined in-2&l 3P to retrieve

all identifiers the patient is known by. The IHE Context Manager Actor encompasses more than a
CCOW ontext manager function. See ITI -B%: Appendix D for a complete discussion of the groupin
of these two actors.

The CCOW architecture is defined as a set of components that implement defined interfaces and tl
detailed methods as specifiedintterCont ext Management ACCOWO S
Independent Architecturdocument. This structure is different than the traditional IHE network
transaction. As is depicted in the interaction diagram in Section 3.6.4, the IHE Change Context
Transaction is amposed of multiple CCOVWdefined methods.
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775 3.6.2 Use Case Roles

RatiatGrtet dat
Patic ¢ A ; L
Aot A
CacpeCatre
A
@spic_14
Nareoer AT

Actor: Client Authentication Agent
Role: Initiates context change for user subject by supplying new context values.
780 Actor: Patient Context Participant

Role: Initiates context change for patient subject by supplying new context values. After receiving
context survey results it finalizes context change decision. Applications containing this Actor withot
patient lookup function would not use this transaction.

Actor: Context Manager
785 Role: Manages Change Context Transaction lifecycle.

3.6.3 Referenced Standard

HL7 Context Management ACCOWO0 Standard, Vers
Technology and Subject Independent Architecture
Component Technology Mapping: ActiveX
790 Component Techogy Mapping: Web
Subject Data Definitions
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3.6.4 Interaction Diagram

Patient Corntext

Participant Actor “ontext
or dient Authentication I“ ActE "'Eorlg o
Agent
: StartContextChanges :
Setltemvalues

EndContextChanges Request
EndContextChanges Respons

\4

A

PublishChangesDecision

L

Figure 3.6-1 Change Context sequence
3.6.4.1 Context Changei StartContextChanges Method

3.6.4.1.1 Trigger Events

This method is triggered by a specific user gesture. Thegasture that triggers this transaction in for
the Patient Context Participant Actor is one of selecting a patient. The user gesture that triggers thi
transaction for the Client Authentication Agent Actor is authentication of a user.

3.6.4.1.2 Message Semantics

ThePatient Context Participant and/or the Client Authentication Agent Actor will issue a
StartContextChanges method of the ContextManager interface. RefeHb#@ontext Management
ACCOWO Standar d: T emdépanddntAghitecaumodumétSedtion £73.6.5, for

a more detailed description of the parameters associated with this method. IHE specifies no restric
or extensions to the CCOW definition of the StartContextChanges method.

3.6.4.1.3 Expected Actions

The Context Manager Actor returns fhending context coupon. Refer to tHe7 Context Management
ACCOWO Standar d: T erdépanddntAghitectumodumént; Bectierncl?.3.6.5, for
a more detailed description of the response issued by the Context Manager Actor. IHE specifies nc
restrictions or extensions to the CCOW definition of the StartContextChanges method.
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3.6.4.2 Change Contexti SetltemValues Method

3.6.4.2.1 Trigger Events

The SetltemValues method is triggered by the return of a context coupon in response to the
StartContextChanges method

3.6.4.2.2 Message Semantics

3.6.4.2.2.1Patient Context Participant Actor support for CCOW Patient Subject

The Patient Context Participant Actor issues an invocation of the SetltemValues method of the
ContextData interface to the Context Manager Actor. Refer tbltheContek Manage men't
Standard: Technology and Subpdctiependent Architecturdocument, Section 17.3.4.4, for a more
detailed description of the parameters associated with this method, to be issued by the Patient Cor
Participant Actor. The Patient Cext Participant Actor supports synchronization around the CCOW
patient subject. A Patient Context Participant Actor performing a Change Context Transaction shal
the Patient.Id.IdList.1 patient identifier item. All other patient identifier items aseteby the CCOW
standard and shown in Table 3.6:4.Patient Subject Identifier Items, are subject to deprecation in
future releases of the standard.

Table 3.6.4.2-1 Patient Subject Identifier Items

Patient Subject HL7 HL7 Semantic Constraints on Case
Identifier ltem Name HL7 Meaning Data Values Sensitive
Type
Patient.ld. MRNSuffix Patient6g ST HL7 Table 0203Identifier Type = MR | No
record number,
per PID2
Patient.ld.MPI Patientdg ST HL7 Tablke 0203ldentifier Type = PT No
in the AN or PI (as agreed upon by context
Patient | sharing systems) and Assigning
per PID2 Authority represents the MPI system
Patient.Id.NationalldNum | Pat i ent 6 § ST HL7 Table 0203Identifier Type = PT | No
ber identifier number, and Assiging Authority represents
per PID2 agreedupon National Authority
Patient.ld.ldList A list of patient CX May be a repeating set of CX item No
identifiers for a values each of which contains an
patient, per PIEB identifier that denotes the same patie

Adaptedf r om t he HL7 Context Management ACCOWO0O Standard, ver

The Patient.ld.ldList.1 item shall populate component 1, (the patient identifier), and either sub
component 1, (hamespace ID), of component 4, (the assigning authority), of the CX data itésrtoThis
be consistent with the requirements for the patient identifier as defined in the PIX Query transactiol
documented in ITI TRa: 3.9.4.1.2.2.

The Patient Context Participant Actor should use the SetltemValues associated with the ContextDs
interface as defined in Sections 17.3.4.4 and 17.3.4.5 respectively BiL{h€ontext Management
ACCOWO Standar d: T emdépenddntAghitectumodumént bj e ct
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3.6.4.2.2.2Client Authentication Agent Actor support for CCOW User Subject

The Client Authentication gent Actor supports synchronization around the CCOW user subject. A
Client Authentication Agent Actor performing a Change Context Transaction shall set the
User.ld.LogorSuffixidentifier item, where th8uffixis assigned as Kerberos. This would make the
item name to be used by the Client Authentication Agent Actor User.ld.Logon.Kerberos. The va
of User.ld.Kerberos shall be the username@realm.

The Client Authentication Agent Actor shall use the SetltemValues associated with SecureContextl
interface a defined in Section 17.3.13.30oftHd. 7 Cont e x t Management AC
Technology and Subjetitdependent Architecturdocument.

3.6.4.2.3 Expected Actions

The Context Manager Actor returns an acknowledgement of the changed data. IHE specifies no
restrictionsor extensions to the CCOW definition of the SetltemValues method. Referkihthe
Context Management ACCOWO S tindepehdent@rchiteCtamodument, o
Section 17.3.4.4, for a more detailed description of the response issuedpntiext Manager Actor to
the Patient Context Participant Actor. Refertokthe 7 Cont ext Management i
Technology and Subjetitdependent Architecturdocument, Section 17.3.13.3, for a more detailed
description of the response issued by @ontext Manager Actor to the Client Authentication Agent
Actor.

3.6.4.3 Context Change i EndContextChanges

3.6.4.3.1 Trigger Events

The EndContextChanges method is triggered by the completion of the SetltemValues method.

3.6.4.3.2 Message Semantics

The Patient Context ParticipantdaClient Authentication Agent Actors issue an EndContextChanges
method of the ContextManager interface to the Context Manager Actor. RefeHb7@ontext
Management ACCOWO St anda-madkpendére Ardhitectddocgnyent,e&Sacton S
17.3.6.6, for a description of the parameters associated with this method. IHE specifies no restrictic
extensions to the CCOW definition of the EndContextChanges method.

3.6.4.3.3 Expected Actions

The EndContextChanges method triggers the ContextChangesPenthiog s defined in ITI TRa
3.13.4.1. The Context Manager Actor returns the results of the context survey to the instigating Pat
Context Participant or Client Authentication Agent Actor.

If the instigating Patient Context Participant or Client Aatieation Agent Actor receives a unanimous
acceptance in the survey results, then it triggers an accept in the PublishChangesDecision method

If the instigating Patient Context Participant or Client Authentication Agent Actor receives one or m
Conditioral Accept responses in the survey results, then the application containing the Actor must
the user to continue, suspend context participation, or cancel the pending context change transacti
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The userodos decision to clhangeulkeiwnd lacesputlad
suspend context participation will cancel the change transaction and allow the user to temporarily L
the application without affecting the curren
the pending context change transaction. At this point the Patient Context Participant or Client

Aut hentication Agent Actor triggers the Publ

In the event a participant application does not respond to the surexya abnfigurable period of time
the Context Manager Actor will deem the appl
receives one or more busy responses, it shall only present the suspend or cancel choices. This pre
an applicabn from inadvertently becoming out of synch with the context, unbeknownst to the user.

RefertothddHL 7 Cont ext Management A CCOWO -Infdpendedta r d :
Architecturedocument, Section 17.3.6.6, for a more detailed description of¢pemse issued by the
Context Manager Actor and actions required by the Patient Context Participant and or Client
Authentication Agent Actors. IHE specifies no restrictions or extensions to the CCOW definition of 1
EndContextChanges method.

3.6.4.4 Context Change i PublishChangesDecision

3.6.4.4.1 Trigger Events
The PublishChangesDecision method is triggered by the return of EndContextChanges method.

3.6.4.4.2 Message Semantics

The Patient Context Participant and Client Authentication Agent Actors shall issue either an accept
cancel via the PublishChangesDecision method of the ContextManager interface to the Context Me
Actor. Refertoth¢dL 7 Cont ext Management @A CCOWO -Infdpendedta
Architecturedocument, Section 17.3.6.8, for a more detailestigigtion of the parameters associated
with this method. IHE specifies no restrictions or extensions to the CCOW definition of the
PublishChangesDecision method.

3.6.4.4.3 Expected Actions

When the PublishChangesDecision method is received by the Context Mantaet thggers the
ContextChangesAccepted or ContextChangesCancelled method as defined ir2éT BTIRB.4.2 or ITI
TF-2a: 3.13.4.3 respectively. IHE specifies no restrictions or extensions to the CCOW definition of t
PublishChangesDecision method. &b theHL 7 Cont ext Management AC
Technology and Subjetitdependent Architecturdocument, Section 17.3.6.8, for a description of the
response issued by the Context Manager Actor.
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3.7 Leave Context

This section corresponds to TransactionTf the IHE IT Infrastructure Technical Framework.
Transaction IT47 is used by the Patient Context Participant, User Context Participant, Client
Authentication Agent, and Context Manager Actors.

3.7.1 Scope

This transaction allows for an application supportimg Patient Context Participant, User Context
Participant, or Client Authentication Agent Actor to terminate participation in a context managemen
session in which it is participating.

A Context Participant Actor notifies the Context Manager Actor thiaaiging the common context.

The semantics of the methods used are defined in the documhkents Cont ext Manage
Standard: Component Technology Mapping: ActieeML 7 Cont ext Managemen
Component Technology Mapping: Wélhe Conéxt Participant Actor can choose the technology
implementation it wishes to implement. The Context Manager Actor must support both technology
implementations in order to accommodate whichever implementation a joining participant ends up
choosing.

3.7.2 Use Case Roles

. E-Sd@sg =2 dat
Patidpert Ador AoErt Ador
Leane CGxitex
U Gttt
Nrecer AdOr

Actor: Patient Context Participant

Role: Initiates notification to the Context Manager that it will no longer be participating in the conte:
management session.

Actor: User Context Participant

Role: Initiates noffication to the Context Manager that it will no longer be participating in the contex
management session.

Actor: Client Authentication Agent

Role: Initiates notification to the Context Manager that it will no longer be participating in the conte:
mana@ment session.
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Actor: Context Manager
Role: Responds to the request to leave the context session from the context participant.

3.7.3 Referenced Standard

HL7 Context Management ACCOWO Standard, Vers
Technology and Subject Independent Architecture
Compament Technology Mapping: ActiveX
Component Technology Mapping: Web

3.7.4 Interaction Diagram

RiaotoaoetFRangaa
o U Oret P2aaa L Narsoer
o CGarAalaec=io WSS and

—

Figure 3.7-1 Leave Context Sequence

3.7.4.1 Leave Context i LeaveCommonContext Method

3.7.4.1.1 Trigger Events

This transaction is triggered by the usksing an application that contains a Patient Context Participe
Actor, a User Context Participant Actor, or Client Authentication Agent Actor.

3.7.4.1.2 Message Semantics

LeaveContext is defined as a method on the ContextManager interface. It shall be invakedrext
Participant Actor to announce its departure from the secure context session. A Context Participant
shall provide parameters for this method as specified in the CCOW Standard.

RefertothddL 7 Cont ext Management A QaiCWeetnHdpendedta r d :
Architecturedocument, Section 17.3.6.4, for a description of the parameters associated with this
method.
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3.7.4.1.3 Expected Actions

The Context Manager Actor acknowledges the receipt of the notification. ReferHaZhHéontext
Managemeni CCOWO St andar d: T elndépanddntArchitectumodumént) Sertierc
17.3.6.4, for a description of the response issued by the Context Manager Actor.

The context participant is expected to dispose of all context manager interface refepenaexeipt of
the message reply. No further context change transactions will be processed by the Context Mana
this context participant.

3.8 Patient Identity Feed

This section corresponds to Transaction8Tdf the IHE IT Infrastructure Technical Framork.
Transaction IT48 is used by the Patient Identity Source, Patient Identifier @edseence Manager and
Document Registry actors.

3.8.1 Scope

This transaction communicates patient information, including corroborating demographic data, afte
p at i dentityds®stablished, modified or merged or after the key corroborating demographic dat:
been modified.

3.8.2 Use Case Roles

Patient Identity Patient Identifier Document
Crossreference .
Source Registry
M anager

Patient Identity /
Feed

Role: Provides natification to the Patient IdentifieroSsreference Manager and Document Registry
for any patient identification related events including: creation, updates, merges, etc.

Actor: Patient Identity Source

Actor: Patient Identifier Croseeference Manager

Role: Serves a weltlefined set of Patient Identification Domains. Bagednformation provided in
each Patient Identification Domain by a Patient Identification Source Actor, it manages the cross
referencing of patient identifiers across Patient Identification Domains.

Actor: Document Registry

Role: Uses patient identifiengrovided by Patient Identity Source to ensure that XDS Documents
metadata registered is associated with a known patient and updates patient identity in document
metadata by tracking identity change operatieng. (merge).
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3.8.3 Referenced Standards

HL7 Version 2.3.1 Chapter 2 Control, Chapter 8 Patient Administration

HL7 Version 2.3.1 was selected for this transaction for the following reasons:

1 It provides a broader potential base of Patient Identity Source Actors capable of participating
the profilesassociated with this transaction.

1 It allows existing ADT Actors from within IHE Radiology to participate as Patient Identity
Source Actors.

3.8.4 Interaction Diagram

Document Registry
or

Patient Identity Patient Identifier
Source Crossreference
Manager

(]
(]
(]
(]
(]
[]
Admit/ Register or Update Patient: HL7 ADT"*
* - AO1, A04, AD5, A0S -
! 1
Patient Identity Merge: HL7 ADT~A40 _

Figure 3.8-1 Patient Identity Sequence
3.8.4.1 Patient Identity Management i Admit/Register or Update Patient

3.8.4.1.1 Trigger Events
The following events from a Patient Identity Source Actor will trigger one of the Admit/Register or
Update messages:

1 AO01li Admission of an impatient into a facility

1 AO04171 Registration of an outpatient for a visit of the facility

1 AO57 Preadmission of an wpatient (i.e., registration of patient information ahead of actual

admission).

Changes to patient demographics (e.g., change in patient name, patient address, etc.) shall trigger
following Admit/Register or Update message:

1 AO0871 Update Patient Information

The Patient Identifier Croggference Manager shall only perform crosferencing logic on messages
received from Patient Identity Source Actors. For a given Patient Identifier Domain there shall be o
and only one Patiemtlentity Source Actor, but a given Patient Identity Source Actor may serve more
than one Patient Identifier Domain.
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3.8.4.1.2 Message Semantics

The Patient Identity Feed transaction is conducted by the HL7 ADT message, as defined in the
subsequent sections. TheiPat Identity Source Actor shall generate the message whenever a patier
admitted, preadmitted, or registered, or when some piece of patient demographic data changes. Pr:
admission of inpatients shall use the AQ5 trigger event. The segments of thgeriested below are
required, and their detailed descriptions are provided in the following subsections.

Note:  Conventions used in this section as well as additiqualifications to the level of specification and HL7 profiling are
stated inTI TF-2x: Appendix C and C.1.

Required segments are defined below. Other segments are optional

Table 3.8-1 ADT Patient Administration Messages

ADT Patient Administration Message Chapter in HL7
23.1
MSH Message Header 2
EVN Event Type 3
PID Patient Identificabn 3
PV1 Patient Visit 3

Each message shall be acknowledged by the HL7 ACK message sent by the receiver of ADT mes:
its sender. Sed 1 TF-2x:.C.23 A Acknowl edgement Modeso, for
message.

This transaction doewot require Patient Identity Source Actors to include any attributes not already
required by the corresponding HL7 message (as is described in the following sections). This minim
of requirements enables inclusion of the largest range of Patientydgmiirce Actor systems.

This transactiomoesplace additional requirements on the Patient Identifier Giefesence Manager
and Document Registry Actors, requiring them to accept aset of HL7 attributes beyond what is reqt
by HL7. (SedTIl TF-2a:3.8.4.1.3 for a description of these additional requirements).

3.8.4.1.2.1MSH Segment

The MSH segment shall be constructed as defin€dl inF-2x: C.2.2fi Message Contro

Field MSH-9 Message Typehall have at least two components. The first component shall vahaea
of ADT ; the second component shall have one of the valud81fA04, AO5 or AO8 as appropriate.
The third component is optional; however, if present, it shall have the following value for each
corresponding message type:

1 ADT_AO01 for AO1 message tgp

1 ADT_AO01 for AO4 message type
1 ADT_AO01 for AO5 message type
1 ADT_AO01 for AO8 message type
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3.8.4.1.2.2EVN Segment

The Patient Identity Source Actor is not required to send any attributes within the EVN segment be
what is specified in the HL7 standard. See Table4ddrlITI TF-2x: C.24A Co mmon Se g me
Definitionso for the specification of this s

3.8.4.1.2.3PID Segment

The Patient Identity Source Actor is not required to send any attributes within the PID segment bey
what is specified in the HL7 standard.

When senohg ADT messages A01, A04, and A05, the Patient Identity Source actor shall populate
appropriate values in the fields as listed in Table23.8

Table 3.8-2 IHE Profile - PID segment

SEQ LEN DT OPT TBL# ITEM# ELEMENT NAME
1 4 Sl (0] 00104 Set ID- PatientiD
2 20 CX (0] 00105 Patient ID
3 250 CX R 00106 Patient Identifier List
4 20 CX (0] 00107 Alternate Patient ID
5 250 XPN R 00108 Patient Name
6 250 XPN R+ 00109 Mot her 6s Mai den
7 26 TS R+ 00110 Date/Time of Birth
8 1 IS R+ 0001 00111 Administrative Sex
9 250 XPN (0] 00112 Patient Alias
10 250 CE (0] 0005 00113 Race
11 250 XAD R2 00114 Patient Address
12 4 IS (0] 0289 00115 County Code
13 250 XTN R2 00116 Phone Number Home
14 250 XTN R2 00117 Phone Number Business
15 250 CE 0] 0296 00118 Primary Language
16 250 CE (0] 0002 00119 Marital Status
17 250 CE (0] 0006 00120 Religion
18 250 CX (0] 00121 Patient Account Number
19 16 ST R2 00122 SSN Numbei Patient
20 25 DLN R2 00123 Driver's License NumberPatient
21 250 CX 0] 00124 Mother's Identifier
22 250 CE (0] 0189 00125 Ethnic Group
23 250 ST (0] 00126 Birth Place
24 1 ID (0] 0136 00127 Multiple Birth Indicator
25 2 NM (0] 00128 Birth Order
26 250 CE (0] 0171 00129 Citizenship
27 250 CE (0] 0172 00130 Veterans Military Status
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SEQ LEN DT OPT TBL# ITEM# ELEMENT NAME
28 250 CE (0] 0212 00739 Nationality
29 26 TS 0] 00740 Patient Death Date and Time
30 1 ID (0] 0136 00741 Patient Death Indicator

Adapted from the HL7 standard, Version 2.3.1

Notel: This table reflects attributes required to be handled by the Patient Idemtfisreference Manager (receiver). It is likely
that not all attributes marked as R2 or R+ above will be sent in some environments.

Note2: The field length of many attributes in this table exceeds the requirements stated in HL7 2.3.1. The PatienCidemtifie
reference Manager (receiver) is required to support these extended lengths to cope with the information it needs to
complete identifier croseeferencing logic. The Patient Identity Source may or may not send values of the full length lis
in this table..

This message shall use the field FAPatient Identifier List to convey the Patient ID uniquely

identifying the patient within a given Patient Identification Domain.

The Patient Identity Source Actor shall provide the patient identifier irtto®inponent (first
component) of the PI3 field (PI1D-3.1). The Patient Identity Source Actor shall use component PID
3.4 to convey the assigning authority (Patient Identification Domain) of the patient identifier.Either t
first subcomponent (namespaé&® br the second and third subcomponents (universal ID and univers
ID type) shall be populated. If all three subcomponents are populated, the first subcomponent shall
reference the same entity as is referenced by the second and third components.

3.8.4.1.2.4PV1 Segment

The Admit/ Register or Update Patient message is not required to include any attributes within the
segment beyond what is specified in the HL7 standard.

3.8.4.1.3 Expected Actions i Patient Identifier Cross-reference Manager

The Patient Identifier Crosgference Manager shall be capable of accepting attributes in the PID
segment as specified HL7 standard as well as their extended field length as defingable 3.82.
This is to ensure that the Patient Identifier Cnaference Manager can handle aisight set of
corroborating information in order to perform its crosgerencing function.

If the PID-3.4 (assigning authority) component is not included in the message (as desciyédd-in
2a:3.8.4.1.2.3) the Patient Identifier Crasgserence Manageshall fill PID-3.4 prior to storing the ID
information and performing its crossferencing activities. The information filled by the Patient
Identifier Crossreference Manager is based on the configuration associating each of the Patient Ide
Sourceactors with the subcomponents of the correct assigning authority (namespace ID, UID and L
type). (See 3.8.4.1.3.1 below for a list of required Patient Identifier Cefesence Manager
configuration parameters).

A single Patient Identity Source Actoart serve multiple Patient Identification domains. The Patient
Identifier Crossreference Manager Actor shall only recognize (by configuration) a single Patient
Identity Source Actor per domain. (S€El TF-2a:3.8.4.1.3.1 below for a list of required Feai
Identifier Crossreference Manager configuration parameters).

The crosgeferencing process (algorithm, human decisions, etc.) is performed within the Patient
Identifier Crossreference Manager Actor, but its specification is beyond the scope of IHE.
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Once the Patient Identifier Cressference Manager has completed its cre$srencing function, it

shall make the newly crossferenced identifiers available to PIX queries and send out notification to
any Patient Identifier Croggference Consumersathave been configured (as being interested in
receiving such notifications) using the PIX Update Notification transactior {s&&-2a:3.10 for the
details of that transaction).

3.8.4.1.3.1Required Patient Identifier Cross-reference Manager Configuration

The folowing items are expected to be parameters that are configurable on the Patient Identifier Cr
reference Manager Actor. For each Patient Identification Domain included in the Identification Cros
reference Domain managed by a Patient Identifier Gefesence Manager Actor, the following
configuration information is needed:

1 Identifier of the Domain. This identifier shall specify all 3 components of the HL7 assigning
authority (including the namespace 1D and/or both the universal ID and universal ID type
subcomponents) of the Pi®field for the identification of the domain.

1 Patient Identity Source Actor for the domain. This is expected to be the3visiiding
Application and the corresponding MSHSending Facility fields in the HL7 ADT message.
(Alternaive identification schemes might include IP address of the Patient Identity Source Ac
or Node Authentication if the Audit Trail and Node Authentication Integration Profile is used.

3.8.4.1.4 Expected Actions i Document Registry

The Document Registry shall be edfe of accepting attributes in the PID segment as specified in Tal
3.82. The Patient Identity Feed transaction contains more triggers and data than what the XDS
Document Registry needs for its operation. In particular,/AOfdate Patient Informationf received
shall be ignored.

Table 3.8-2 IHE Profile - PID segment
SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
3 250 CX R 00106 Patient Identifier List

Adapted from the HL7 standard, Version 2.3.1

Note: This table reflects only the attributes requirebeidnandled by the Document Registry (receiver). Other attributes of the PID
Segment may be ignored.

If subcomponents 2 and 3 (the universal ID and the universal ID Type of Assigning Authority) of the
Patient Identification Domain of the XDS Affinity Domaim PID-3.4 are not filled in the message (as
described inTI TF-2a:3.8.4.1.2.3) the Document Registry shall fill subcomponents 2 and 3 of the
Patient Identification Domain of the XDS Affinity Domain prior to storing the patient identity in the
registry.The assigning authority information filled by the Document Registry is based on its
configuration of the Patient Identification Domain of the XDS Affinity Domain (Sé&F-2a:

3.8.4.1.4.1 below for a list of required Document Registry configuratianpers).

The Document Registry shall store only the patient identifiers of the patient identification domain
designated by the XDS Affinity Domain for document sharing in the registry. Patient identifiers of o
patient identification domains (assigniagthorities), if present in a received message, shall be ignore
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3.8.4.1.4.1Required Document Registry Configuration

The following items are expected to be parameters that are configurable on the Document Registry
Actor:

1 Identifier of the Patient Identification Dam of the XDS Affinity Domain. This identifier shall
be specified with 3 components of the Hassigningauthority (data type HD): namespacelD,
universal ID and universal ID type. The universal ID shall be an ISO OID (Object Identifier), and
thereforetke uni ver sal | D Type must be Al SO0.

3.8.4.2 Patient Identity Management i Patient Identity Merge (Merge Patient ID)

3.8.4.2.1 Trigger Events

When two patients6 records are found to i den
Patient Identifier Domain arare merged, the Patient Identity Source shall trigger the following
message:

1 A4071 Merge Patient Internal ID

An A40 message indicates that the Patient Identity Source Actor has done a merge within a specifi
Patient Identification Domain. That is, MRy patient ID) has been merged into P3¥Patient ID).

3.8.4.2.2 Message Semantics

The Patient Identity Feed transaction is an HL7 ADT message. The message shall be generated b
system (Patient Identity Source Actor) that performs the update whenever two reaibeds are found
to reference the same person.

Note: Conventions used in this section as well as additiqnalifications to the level of specification and HL7 profiling are stated ir
ITI TF-2x: Appendix C and C.1.

The segments of the HIMerge Patienmessage listed below are required, and the detailed descriptic
of the message is providedIliil TF-2a:3.8.4.2.2.13.8.4.2.2.6. The PV1 segment is optional.

Table 3.8-3 ADT A40 Patient Administration Message

ADT A40 Patient Administration Message Chapter in HL7
v2.3.1
MSH Message Header 2
EVN Event Type 3
PID Patient Identification 3
MRG Merge Information 3
[PV1] Patient Visit 3

Each message shall be acknowledged by the HL7 ACK message sent by the receiver of ADT mes:
its sender. Sed | TF-2x:C.2.3n Ac knowl edgement Modeso for def
message.

A separate merge message shall be sent for each pair of patient records to be merged. For examp
Patients A, B, and C are all to be merged into Patient B, two ADTieksages would be sent. In the
first ADT"A40 message, patient B would be identified in the PID segment and Patient A would be
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identified in the MRG segment. In the second ADT"A40 message, patient B would be identified in t
PID segment, and Patient C wddde identified in the MRG segment.

Modification of any patient demographic information shall be done by sending a separate Update F
Information (A08) message for the current Patient ID. An A40 message is the only method that ma
used to update Ratient 1D.

3.8.4.2.2.1MSH Segment

MSH segment shall be constructed as defindd@lifF-2x: C.2.2i Message Control o

Field MSH9 Message Typsghall have at least two components. The first component shall have a val
of ADT ; the second component shall have valua4f. The third component is optional; however, if
present, it shall have a valueADT_A39.

3.8.4.2.2.2EVN Segment
SeelTl TF-2x: C.2.4for the list of all required and optional fields within the EVN segment.

3.8.4.2.2.3PID Segment
The PID segment shall be constructed as ddfinITl TF-2a:3.8.4.1.2.3.

3.8.4.2.2.4MRG Segment

The PID and PV1 segments contain the dominant patient information, including patient identifier ar
the issuing assigning authority. The MRG sedg
dereferen c e d . HL7 does not require that the 00l d
identifier shall not be referenced in future transactions following the merge.

The Patient Il dentity Source Actor edmnMRGL, vate n d
the identifier value in the component MRIGL and the assigning authority in the component MR
The Patient Identity Source Actor shall populate the same value of the assigning authoritgid, D
the component MR@Q.4.

IHE doesnot require that the Patient Identity Source Actor send any attributes within the MRG segn
beyond what is specified in the HL7 standard.

3.8.4.2.2.5PV1 Segment
PV1 segment shall be constructed as defindd@liiF-2a:3.8.4.1.2.4.

3.8.4.2.3 Expected Actions

The Patient ldntifier Crossreference Manager shall be capable of accepting attributes in the MRG
segment as specified in Table-3.8

Table 3.8-4 IHE Profile - MRG segment

SEQ LEN DT OPT TBL# ITEM# ELEMENT NAME
1 250 CX R 00211 Prior Patient Identifier List
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2 250 CX (0] 00212 Prior Alternate Patient ID

3 250 CX (0] 00213 Prior Patient Account Number
4 250 CX (0] 00214 Prior Patient ID

5 250 CX (0] 01279 Prior Visit Number

6 250 CX (0] 01280 Prior Alternate Visit ID

7 250 XPN R2 01281 Prior Patient Name

Adapted fom the HL7 Standard, Version 2.3.1

In addition, the Patient Identifier Cressference Manager shall perform the Expected Actions as
specified inlTl TF-2a:3.8.4.1.3.

When the Patient Identifier Crossference Manager receives the ADT"A40 message tyte dfatient
Identity Feed transaction, it shall cragderence the patient identifiers provided in the-BlBnd MRG

1 fields of the message by replacing any references it is maintaining internally to the patient ID pro
in the MRG1 field by the paént ID included in the PIEB field. After the identifier references are
replaced, the Patient Identifier Cragderence Manager shall reapply its internal cre$srencing

logic/ policies before providing the updated information via either the PIX Quid?PyX Notification
Transactions.

3.8.4.2.4 Expected Actions i Document Registry

The Document Registry shall be capable of accepting attributes in the MRG segment as specified |
Table 3.84. Other attributes may exist, but the Document Registry shall ignore them.

Table 3.8-4 IHE Profile - MRG segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
1 250 CX R 00211 Prior Patient Identifier List
2 250 CX (0] 00212 Prior Alternate Patient ID
3 250 CX (0] 00213 Prior Patient Account Number
4 250 CX R2 00214 Prior Patient ID
5 250 CX (0] 01279 Prior Visit Number
6 250 CX 0] 01280 Prior Alternate Visit ID
7 250 XPN R2 01281 Prior Patient Name

Adapted from the HL7 Standard, Version 2.3.1

In addition, the Document Registry shall perform the Expected Actions as specifiéd kr2a:
3.8.4.1.4.

When the Document Registry receives the ADT"A40 message type of the Patient Identity Feed
transaction, it shall merge the patient identity specified in MRGecondary patient identity) into the
patient identity specified in PH3 (primary patient identity) in its registry. After the merge, all
Document Submission Sets (including all Documents beneath them) under the secondary patient i
before the merge shall point to the primary patient identity. The secondary patient sleatityo

longer be referenced in the future services provided by the Document Registry.
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3.8.5 Security Considerations

3.8.5.1 Audit Record Considerations i Admit/Register or Update Patient

The Patient Admit/Register transactions (A01, A04, A05) and Update Patiemhétion (A08)
transaction are to be audited as Hf.Pladacte@nt Re
involved in the transaction shall/l create aud
Recordo. The f ol | owarergquitechtt e past of shb audit recdrdfanthesd h a
specific PIX transactions.

3.8.5.1.1 Patient Identity Source Actor audit message:

Field Name Opt Value Constraints
Event EventlD M EV(110110, DCM, f@dPatient Recol
AuditMessage/ . ACo (create) for AO01, AO 4, A0 j
Eventldentification EventActonCode M 5 .
AUO (update) for A0S
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EvV(f#8or,l Al HE Transactionso, i F
Source (Patient Identity Source Actor) (1)
Human Requestor (0..n)
Destination (Patient Identifier Croseference Manager or Document Registry) (1)
Audit Source (Patient Identity Source Actor) (1)
Patient (1)
Where
Source The identity of the Patient éahtity Source Actor facility and sending
Auditessage! UserID M ;%p:izzi?g cftrgrm the HL7 message; concatenated together, separate
ActiveParticipant .
AlternativeUserID M tsf;(ztzﬁ)]cli;ss.lD as used within the local operating system in the loca|
UserName U not speciéized
UserlsRequestor M Aitrueo
RolelDCode M EV(110153, DCM, #fASourceo)
NetworkAccessPointTypeCode M Afilo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Human UserID M Identity of the human that initiated the transaction.
Requestor (if AlternativeUserID U not specialized
known) UserName U not specialized
Javytiieichd UserlsRequestor M itrueod
RolelDCode 0] Access Control role(s) the user holds thiived this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Destination The identity of the Patient Identifier Creesference Manager or
AuditMessage! UserID M Documen.t Registry facility and receiving applicatfoom the HL7
ActiveParticipant message; concatenated together, separated by the | character.
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AlternativeUserID M not specialized
UserName U not specialized
UserlsRequestor M Afal seo
RolelDCode M EV(110152, DCM, fADestinationo)
NetworkAccessPointTypeCode M Alomhohine (DNS) name, fA20 for
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSitelD U not specialized
AudiSoureetdentcation AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M il (person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Alo (patient)
Pamdparc];ct)igjr?)mdemiﬁ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectiDypeCode M EV(2,RFG3 881, fAPatient Number o)
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M the patient ID in HL7 CX format..
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjecDetail M Type=MSH10 (the literal string), Value=the value of MSI0 (from

the message content, base64 encoded)

3.8.5.1.2 Patient Identifier Cross-reference Manager or Document Registry Actor audit

mesSsage.
Field Name Opt Value Constraints
Event EventlD M EV(110110, DCM, f@APatient Recol
AuditMessage/ . ACo (create) for AO01, AO 4, A0 j
Eventldentification EventActionCode M o
AUO (update) for A0S
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EvV(f8ad, Al HE sTor,a nisPaacttiieonnt | den

Source (Patient Identity Source Actor) (1)

Destination (Patient Identifier Croseference Manager or Document Registry) (1)

Audit Source (Patient Identifier Crossference Manager or Document Registry) (1)

Patient(1)

Where:
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Source The identity of the Patient Identity Source Actor facility and sending
) UserlD M application from the HL7 message; concatenated together, separate
AuditMessage/
ActiveParticipant the | character.
AlternativeUserID U not specialized
UserNane U not specialized
UserlsRequestor M Atrueo
RolelDCode M EV(110153, DCM, #fASourceod)
NetworkAccessPointTypeCode M Aflo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Desination The identity of the Patient Identifier Cressference Manager or
) UserlD M Document Registry facility and receiving application from the HL7
AuditMessage/ .
ActiveParticipant message; concatenated together, separated by the | character.
AlternativelserlD M the process ID as used within the local operating system in the local
system logs.
UserName U not specialized
UserlsRequestor M ifal seo
RolelDCode M EV(110152, DCM, fADestinationo)
NetworkAccessPointTypeCode M Alo for machi mefODNSP mame esiE2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSite|D U not specialized
AuditSourceldentification - —
AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M Ailo (person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Ail1o (patient)
ParticipantObjectldentifi — - - .
cation) ParticipantObjectDataLifeCycle 0] not specialized
ParticipantObjectIDTypeCode M EV(2,RFG38 81, fAPatient Number o)
ParticipantObjectSensitivity 0] not specialized
ParticipantObjectID M the patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail M Type=MSH10 ¢he literal string), Value=the value of MSHD (from
the message content, base64 encoded)

3.8.5.2 Audit Record Considerations i Patient Identity Merge (Merge Patient ID)

The Patient Il dentity Merge transact i o rdefijedin 0)
Table 3.20.6L. The source of the transaction shall create audit data in conformance with DICOM (&
95) APatient Recordo. The following tables s

the Patient Identity Merge trans@an. Logically, a merge operation consists of a delete on one patier
record, and an update of another patient record. Separate audit records shall be written for the del
operation and the update operation.
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3.8.5.2.1 Patient Identity Source Actor audit message:

Field Name Opt Value Constraints
Event EventlD M EV(110110, DCM, f@dPatient Recol
AuditMessage/ ) ADo (delete) for the Delete of
Eventldentification EventActionCode M o
AUO (update) for the Update of
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EvV(f#8o, Al HE Transactionso, fH

Source (Patient Identity Source Actor) (1)

Human Requestor (0..n)

Destination (Patient Identifier Crossference Manager or Document ktiy) (1)

Audit Source (Patient Identity Source Actor) (1)

Patient(1)
Where
Source The identity of the Patient Identity Source Actor facility and sending
AuditMessage/ UserID M application from the HL7 message; concatenated togetbearated by
ActiveParticipant the | character.
AlternativeUserID M tsl;ig?]clgzss -ID as used within the local operating system in the local
UserName U not specialized
UserlsRequestor M Aitrueo
RolelDCode M EV(110153, DCM, fASourceod)
NetworkAccessPointTygCode M filo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Human UserlD M Identity of the human that initiated the trangarct
Requestor (if AlternativeUserID U not specialized
known) UserName U not specialized
Aﬁt‘f\?e":,"aﬁi%%er{t UserlsRequestor M fitrueod
RolelDCode U Access Control role(s) the user holds that allows this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Destination The identity of the Patient Identifier Cressference Manager or
Auditvessage/ UserlD M Documen.t Registry facility and receiving application from the HL7
ActiveParticipant message; concatenated together, separated by the | character.
AlternativeUserID U not specialized
UserName 0] not specialized
UserlsRequestor M Aifal seod
RolelDCode M EV(110152, DCM, AiDestinationo)
NetworkAccessPointTypeCode M Al10 for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP addressspecified in RFC 3881.

Rev. 7.0 Final Tex2010-08-10

52

Copyright © 2A0 IHE International Inc.



1235

IHE IT Infrastructure Technical Framework, Volume 2a (ITFZ&): Transactions Part A

Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSitelD not specialized
AuditSourceldentification - —
AuditSourceTypeCode U not specialized
Patient PaticipantObjectTypeCode M il (person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Alo (patient)
ParticipantObjectldentifi . - - .
cation) ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectiIDTypeCode M EV(2,RFG3 881, fiPatient Number o)
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M the patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail M Type=MSH10 (the literal string), Value=the value of MSId (from

the message content,de®4 encoded)

3.8.5.2.2 Patient Identifier Cross-reference Manager or Document Registry Actor audit

message:
Field Name Opt Value Constraints
Event EventID M EV(110110, DCM, fdPatient Recot
AuditMessage/ . AiDo ( d ethedelae)audft maord
Eventldentification EventActionCode M L
AUO0O (update) for the Update al
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EvVv(f8ada, Al HE Transactionso, fH

Source (Patient Identity Source Agiét)

Destination (Patient Identifier Crossference Manager or Document Registry) (1)

Audit Source (Patient Identifier Crossference Manager or Document Registry) (1)

Patient(1)
Where:
Source The identity ofthe Patient Identity Source Actor facility and sending
Auditessage! UserID M ;%p:izﬁt;(r)gcftfrm the HL7 message; concatenated together, separate
ActiveParticipant .
AlternativeUserID M not specialized
UserName U not specialized
UserlsRequestor M Aitrueo
RolelDCode M EV(110153, DCM, #fASourceo)
NetworkAccessPointTypeCode M A10 for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Destination The identity of tle Patient Identifier Croaeference Manager or
Auditvessage/ UserlD M Document Registry facility and receiving application from the HL7

ActiveParticipant

message; concatenated together, separated by the | character.

Rev. 7.0 Final Tex2010-08-10

53

Copyright © 2A0 IHE International Inc.



1240

IHE IT Infrastructure Technical Framework, Volume 2a (ITFZ&): Transactions Part A

the process ID as used within the local operating systeheilocal

AlternativeUserID M system logs.
UserName U not specialized
UserlsRequestor M Aifal seo
RolelDCode M EV(110152, DCM, #fADestinationo)
NetworkAccessPointTypeCode M Alo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP dmess, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSitelD not specialized
AudiSourcetdentcation AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M Ailo (person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Alo (patient)
Pamdparc]ggﬁdldenmi ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode M EV(2,RFG3 881, fAPatient Number o)
ParticipantObjectSensitivity U not speciaked
ParticipantObjectlD M the patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail M Type=MSH10 (the literal string), Value=the value of MSI9 (from

the message ctent, base64 encoded)
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3.9 PIX Query

This section corresponds to Transaction9Tdf the IHE IT Infrastructure Technical Framework.
Transaction ITH9 is used by the Patient Identifier Crasference Consumer and Patient Identifier
Crossreference Managerctors.

3.9.1 Scope

This transaction involves a request by the Patient Identifier €eéssence Consumer Actor for a list of
patient identifiers that correspond to a patient identifier known by the consumer. The request is rec
by the Patient Identifier Cesreference Manager. The Patient Identifier Ciegsrence Manager
immediately processes the request and returns a response in the form of a list of corresponding pa
identifiers, if any.

3.9.2 Use Case Roles

Fatiat IceHifier] Patiat IckeHifier]
Coesfaa e

Cosssfaa e
CGryaunar Narecer

Actor: Patient Identifier Crosgeference Consumer

Role: Queries the Patient Identifier Craseference Manager for a list of corresponding patient
identifiers, if any

Actor: Patient Identifier Crosseference Manager
Role: Manages the crogeferencing of patiententifiers across Patient Identification Domains. Upon
request it returns a list of corresponding patient identifiers, if any.

3.9.3 Referenced Standard

HL7 2.5, Chapter 2 Control, Chapter 8 Patient Administration, ChapteriSQuery
HL7 version 2.5 was selts for this transaction for the following reasons:

It was considered the most stable version that contained the functionality required by transaefions |
and ITF10.
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1265 3.9.4 Interaction Diagram

1270

1275

1280

Ratiat icatiia . i
Coasfaawe
coBaunar
Navreogx

idatiias H7 RSP —

Figure 3.9-1 Get Corresponding Identifiers Sequence
3.9.4.1 Get Corresponding ldentifiers

3.9.4.1.1 Trigger Events

A Patient Identifier Cross e f er ence Consumer 6s need to get
domain for which it needs patient related information will trigger the request fospon@ing patient
identifiers message based on the following HL7 trigger event:

1 Q23i Get Corresponding ldentifiers

3.9.4.1.2 Message Semantics

The Request for Corresponding Patient Identifiers transaction is conducted by the HL7 QBP"Q23
message. The Patient IderdifiCrossreference Consumer Actor shall generate the query message
whenever it needs to obtain a corresponding patient identifier(s) from other Patient Identification
Domain(s). The segments of the message listed below are required, and their detaijgtbdesare
provided in the following subsections.

Note: Conventions used in this section as well as additiqualifications to the level of specification and HL7 profiling are stated in
ITI TF-2x: Appendix C and C.1.

Table 3.9-1 QBP Query By Parameter

QBP Query By Parameter Chapter in HL7
2.5
MSH Message Header
QPD Query Parameter Definition
RCP Response Control Parameter
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The receiver shall respond to the query by sending the RSP"K23 response message. This satisfie
requirements of oginal mode acknowledgment; no intermediate ACK message is to be sent.

3.9.4.1.2.1MSH Segment

The MSH segment shall be constructed as defin€édl ifiF-2x: C.2.2i Message Contr ol

Field MSH9 Message Typsghall haveall threecomponentpopulated with a valuélhefirst component
shall have a value of QBP; the second component shall have the value of Q23. The third compone
shall have a value of QBP_Q?21.

3.9.4.1.2.2QPD Segment

The Patient Identifier Croggference Consumer Actor is required to send attributes within the QPD
segment as described in Table-3.9

Table 3.9-2 IHE Profile - QPD segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
1 250 CE R 0471 01375 Message Query Name
2 32 ST R+ 00696 Query Tag
3 250** CX R Person Identifier
4 250 CX (0] What Domains Returned

Adapted from the HL7 Standard, version 2.5

** Note: This value assumes completion of an HL7 erratum to correct an error identified in the standard.

This message shall use the field QBBerson Identifieto convey a single Patient ID uniquely
identifying the patient within a given Patient Identification Domain.

The Patient Identifier Crosgference Consumer Actor shall provide the patient identifier in the 1D
component (first component) of the QROield (QPD3.1).

The Patient Identifier CrosgferenceConsumer Actor shall provide component QBB, Assigning
Authority, by including either the first subcomponent (namespace ID) or the second and third
subcomponents (universal ID and universal ID type) If all three subcomponents are populated, the
subcomponent shall reference the same entity as is referenced by the second and third component

If the requesting system wishes to select the domains from which they wish to receive Patient IDs,
does so by populatin@PD-4-What Domains Returnagiith asmany repetitions as domains for which it
wants to receive Patient IDs. Each repetition of @Pghall contain an instance of data type CX in
which only the fourth component (Assigning Authority) is populated; the remaining components sh:e
be empty. Theasponding system shall return the Patient ID value for each requested domain if a ve
is known.

If QPD-4 is empty, the Patient Identifier Crasference Manager Actor shall return Patient IDs for all
domains for which it possesses a corresponding Raegsubject to local publication restrictions).

The Consumer shal/l s p e c¢liMegsagé QudrizNamé. X Quer yo f
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3.9.4.1.2.3RCP Segment

Although HL7 requires that the RCP Segment be sent in all QBP messages, IHE does not require 1
the Patient Identifie€rossreference Consumer Actor send any attributes within the RCP segment, &
specified in the HL7 standard.

3.9.4.1.2.3.1 Populating RCP-1-Query Priority

Field RCR1-Query Priorityshall always contaih, signifying that the response to the query is to be
returned m Immediate mode.

3.9.4.1.3 Expected Actions

The Patient Identifier Crosgference Manager shall be capable of accepting attributes in the QPD
segment as specified in Table-29

The Patient Identifier Croggference Manager Actor must be capable of receivingahtl
combinations of subcomponents that make up the Assigning Authority component (i.e., all valid
combinations of QPE3.4).

The Patient Identifier Croggference Manager Actor shall be capable of accepting multiple concurre
PIX Query requests (Get @esponding Identifiers messages) and responding correctly using the Re
Corresponding Identifiers message.

3.9.4.2 Return Corresponding Identifiers

3.9.4.2.1 Trigger Events

The Patient Identifier Crosse f er ence Manager 6s responsewillto -
trigger the following message:

1 K231 Corresponding patient identifiers

3.9.4.2.2 Message Semantics

The Return Corresponding Identifiers transaction is conducted by the HL7 RSP*K23 message. The

Patient Identifier Crosgeference Manager Actor shall generate théssage in direct response to the

QBP"Q23 query message previously received. This message satisfies the Application Level, Origir

Mode Acknowledgement for the HL7 QBP~Q23 message. The segments of the message listed wit

enclosing square brackets IretTable below are required. Detailed descriptions of all segments listec

the table below are provided in the following subsections. Other segments of the message are opti
Note: Conventions used in this section as well as additiqnalificationsto the level of specification and HL7 profiling are stated in

ITI TF-2x: Appendix C and C.1.

Table 3.9-3 RSP Segment Pattern Response

RSP Segment Pattern Response Chapter in HL7
2.5
MSH Message Header
MSA Message Acknowledgement
[ERR] Error segment
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RSP Segment Pattern Response Chapter in HL7
25
QAK Query Acknowledgement
QPD Query Parameter Definition
[PID] Patient Identification 3

3.9.4.2.2.1MSH Segment

The MSH segment shall be constructed as defin€dlifF-2x:C.2.2 A Message Contr

Field MSH9-Message Typshall haveall threecomponent@opulated with a valuél'he first
component shall have a value of RSP; the second component shall have the value of K23. The thir
component shall have a value of RSP_K23.

3.9.4.2.2.2MSA Segment

The Patient Identifier Crosgference Manager Actor is not requiredsémd any attributes within the
MSA segment beyond what is specified in the HL7 standardiT$&é&-2x: C.2.3for the list of all
required and optional fields within the MSA segment.

3.9.4.2.2.3QAK Segment

The Patient Identifier Croggference Manager Actor shadirel attributes within the QAK segment as
defined in Table 3:9. For the details on filling in QAR (Query Response Status) refeftbTF-2a:
3.9.4.2.2.6.

Table 3.9-4 IHE Profile - QAK segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
1 32 ST R 00696 Queay Tag
2 2 ID R+ 0208 00708 Query Response Status

Adapted from the HL7 standard, version 2.5

3.9.4.2.2.4QPD Segment

The Patient Identifier Croggference Manager Actor shall echo the QPD Segment value that was se
in the QBP"Q23 message.

3.9.4.2.2.5PID Segment

The Patientdentifier Crosgeference Manager Actor shall return only those attributes within the PID
segment that are required by the HL7 stand&idD-3-Patient IdentifierLisandPID-5-Patient Name

The PID segment is returned only when the Patient IdentifieisCedsrence Manager Actor recognizes
the specified Patient Identification Domain and Patient ID and an identifier exists for the specified
patient in at least one other domain. 8delF-2a:3 . 9. 4. 2. 2. 6, f Prafereneent |
Manager ActorQery Response Behavior,o for a detail
Crossreference Manager Actor responds to the query request under various circumstances.
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The Patient Identifier Crogeference Manager Actshall use the field PIE3 Patiem Identifier List to
convey the Patient ID uniquely identifying the patient within each Patient Identification Domain for
which a Patient ID exists for the specified patient. Each resulting ID returned-48 $HBll include a
fully qualified Assigning Aubority component. In other words, the Assigning Authority component
returned shall include ALL subcomponents (namespace ID, Universal ID, and Universal ID type).

To eliminate the issue of conflicting name values between Patient Identifier Domains, ¢iné Pati
Identifier Crossreference Manager Actor shall return in an empty (not present) value in the first
repetition of field PIB5-Patient Name, and shall return a second repetition of Bidd5-Patient Name

in which the only populated component is Comgarn/ (Name Type Code). Component 7 of repetitior
2 shall contain a value of S (Coded Psendme to assure anonymity). All other components of
repetition 2 shall be empty (not present).

3.9.4.2.2.6Patient Identifier Cross-reference Manager Actor Query Response Behavior

It is wholly the responsibility of the Patient Identifier Crosference Manager Actor to perform the
matching of patient identifiers based on the patient traits it receives. The information provided by tt
Patient Identifier Crosgeference Managekctor to Patient Identifier Crosgference Consumer Actors
is a list of crosseferenced identifiers in two or more of the domains managed by therefesmncing
Actor. The list of crosseferences is not made available until the set of policies aagses for
managing the crog®ference function have been completed. The policies of administering identities
adopted by the cooperating domains are completely internal to the Patient Identifiere@rassce
Manager Actor and are outside of the scopthis framework. Possible matches should not be
communicated until the healthcare institution policies and processes embodied in the Patient Identi
Crossreference Manager Actor reach a positive matching decision.

The Patient Identifier Cros®fererte Manager Actor shall respond to the query request as described
the following 6 cases:

Case 1 The Patient Identifier Croggeference Manager Actor recognizes the specified Patient
Identification Domain and Patient ID sent by the Patient Identifies&eference Consumer in QPH)
and corresponding identifiers exist for the specified patient in at least one of the domains requeste
QPD-4 (one identifier per domain). (See Case 6 below for the required behavior if there are multiple
identifiers recgnized within a given Identifier Domain by the Patient Identifier Gresrence

Manager Actor.)

AA (application accept) is returned in MSA
OK (data found, no errors) is returned in QRK

A single PID segment is returned in which one repetitioRIDF3 Patient Identifier Lists populated

for each of the domains, if any, that the Patient Identifier Ghefssence Manager Actor did recognize
in which a single identifier exists for the requested patient, not including the gtarigatient
identifierthat is returned in QPD3.

Case 2 The Patient Identifier Croggference Manager Actor recognizes the Patient Identification
Domain and Patient ID sent in QF) but no identifier exists for that patient in any of the domains sel
in QPD4.

AA (applicdion accept) is returned in MSA
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NF (no data found, no errors) is returned in Q&K
No PID segment is returned.

Case 3 The Patient Identifier Crosgeference Manager Actor recognizes the specified Patient
Identification Domain sent in the fourth cormmmt of QPDB3, but does not recognize the Patient ID ser
in the first component of QRB.

AE (application error) is returned in MSAand in QAK2.
An ERR segment is returned in which the componenERR2-Error Locationare valued as follows.

COMP # COMPONENT NAME VALUE
1 Segment ID QPD

2 Sequence 1

3 Field Position 3

4 Field Repetition 1

5 Component Number 1

6 SubComponent Number (empty)

As specified by HL7ERR2.6-SubComponent Numbes not valued because we are referring to the
entire fouth component of field QP{3.

ERR3-HL7 Error Codeis populated with the error condition ca2i@4 (unknown key identifier).
Together with the values in ERR this signifies that the Patient Identifier Crosference Manager
Actor did not recognize the lkee in the first component of QRB

Case 4 The Patient Identifier Croggeference Manager Actor does not recognize the Patient
Identification Domain of the identifier sent in QFD

AE (application error) is returned in MSAand in QAK?2.
An ERR segmearns returned in which the componentsE@®®R2-Error Locationare valued as follows.

COMP # COMPONENT NAME VALUE
1 Segment ID QPD

2 Sequence 1

3 Field Position 3

4 Field Repetition 1

5 Component Number 4

6 SubComponent Number (empty)

As specifiedoy HL7, ERR2.6-SubComponent Numbes not valued because we are referring to the
entire fourth component of field QPR

ERR3-HL7 Error Codeis populated withhe error condition cod204 (unknown key identifier).
Together with the values in ERR thissignifies that the Patient Identifier Crasference Manager
Actor did not recognize the value in the fourth component of QPD
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Case 5 The Patient Identifier Croggference Manager Actor does not recognize one or more of the
Patient Identification Domins for which an identifier has been requested.

AE (application error) is returned in MSAand in QAK2.

For each domain that was not recognized, an ERR segment is returned in which the comp&fiRts c
2-Error Locationare valued as follows.

COMP # COMPONENT NAME VALUE
1 Segment ID QPD

2 Sequence 1

3 Field Position 4

4 Field Repetition (see below)
5 Component Number (empty)

6 SubComponent Number (empty)

As specified by HL7ERR2.5-Component NumbemdERR2.6-SubComponent Numbere not
valued because we are referring to the entire field @PD

ERR3-HL7 Error Codeis populated withite error condition cod204 (unknown key identifier).
Together with the values in ERR this signifies that the Patient Identifier Croeference Manager
Actor did not recognize the domain for the occurrenc®®Bb-4-What Domains Returneghose
ordinal number is returned as an integeERR-2.4.

Case 6 The Patient Identifier Croggference Manager Actor recognizes the specified Patient
Identification Domairand Patient ID sent by the Patient Identifier Cnaefsrence Consumer in QPH)
and corresponding identifiers exist for the specified patient in at least one of the domains requestec
QPD4, and there are multiple identifiers within at least one oféqaested domains.

AA (application accept) is returned in MSIA
OK (data found, no errors) is returned in QRK

A single PID segment is returned in which one repetitioRIDE3-Patient Identifier Lisis populated

for each of the identifiers, not inclundy the queriedor patient identifier that is returned in QFD If

the Patient Identifier Crogeference Manager Actor chooses to return multiple identifiers associated
with the same domain, it shall return these identifiers grouped in successiviorepetithin theP1D-
3-Patient Identifier List

3.9.4.2.3 Expected Actions

The Patient Identifier Crosgference Consumer will use the list of patient identifier aliases provided
the Patient Identifier Crogeference Manger to perform the functions for whiaeguested the list.

In the case where the returned list of identifiers contains multiple identifiers for a single domain, the
Patient Identifier Croseeference Consumer shall either use ALL of the multiple identifiers from the
given domain or it shall igpre ALL of the multiple identifiers from the given domain.

This allows Patient Identifier Crossference Consumer Actors capable of handling multiple identities
for a single patient within a single domain (i.e., those that can correctly aggregatentmaiion
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associated with the different identifiers) to do so. For those Patient Identifierr€fessnce Consumer
Actors not capable of handling this situation, ignoring the entire list of different identifiers prevents t
consumer from presenting incpiate data.

3.9.5 Security Considerations

3.9.5.1 Audit Record Considerations

The PIX Query Transaction is a Query Information event as defingahile 3.20.61L. The Actors
involved in the transaction shall creat e withud
the following exceptions:

3.9.5.1.1 Patient Identifier Cross-reference Consumer audit message:

Field Name Opt Value Constraints
Event EventID M EV(110112, DCM, fAQueryo)
AuditMessage/ EventActionCode M AEO0O (Execut e)
Eventldentification . —
EventDateTime M nat specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(f#9or,l Al HE Transactionso, i F
Source (Patient Identifier Crossference Consumer) (1)
Human Requestor (0..n)
Destination (Patient Identifier Crossference Managg(1)
Audit Source (Patient Identity Crossference Consumer) (1)
Patient (0..n)
Query Parameters(1)
Where:
Source The identity of the Patient Identifer Creeference Consumer Actor
) UserlD M facility and sending apjglation from the HL7 message; concatenated
AuditMessage/
ActiveParticipant together, separated by the | character.
AlternativeUserID M the process ID as used within the local operating system in the local
system logs.
UserName U not specialized
UserlsRequestor M Atruedod
RolelDCode M EV(110153, DCM, fASourceod)
NetworkAccessPointTypeCode M A10 for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Human UserID M Identity of the human that initiated the transaction.
Requestor (if | AlternativeUserlD U not specialized
known) UserName U not specialized
AuditM / = N
ActiveParticipant UserlsRequestor M fitrueod
RolelDCode U Access Control role(s) the user holds that allows this transaction.
NetworkAccessPointpgCode NA
NetworkAccessPointID NA
Destination The identity of the Patient Identifier Creesference Manager facility
Auditv , UserlD M and receiving application from the HL7 message; concatenated
ActiveParicipant together, separated by thehpeacter.
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AlternativeUserID U not specialized
UserName U not specialized
UserlsRequestor M Afal seo
RolelDCode M EV(110152, DCM, fADestinationo)
NetworkAccessPointTypeCode M Alo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSitelD U not specialized
AudiSoureetdentcation AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M ilo (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Aflo (Patient)
Pamdpagggf)mdemiﬁ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode M EV(2,RFG3 881, fAPatient Number o)
ParticipantObjectSesitivity U not specialized
ParticipantObjectlD M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Query ParticipantObjectTypeCode M 20 (system object)
Parameters ParticipantObjectTypeCodeRole M 240 (query)
Pam(c‘i\:gmgsjsesgﬁfénm ParticipantObjectDataLifeCycle U not specialized
cation) ParticipantObjectiDTypeCode M EV(i#9a, Al HE Transactionso, AP
ParticipantObjectSensitivity U not specialized
ParticipantObjectlD U not specialized
ParticipantObjectName U not specialized
ParticipantObjectQuery M gg:e%(lme%lggzggéry message (including MSH and QPD segments),
M| ppeiSiin (e et o) Valvestne velueof S (v
3.9.5.1.2 Patient Identifier Cross-reference Manager audit message:
Field Name Opt Value Constraints
Event EventID M EV(110112 DCM, fAQueryo)
AuditMessage/ EventActionCode M AEO0 (Execut e)
Eventdentficaon EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(f#9ad, Al HE Transactionso, fH

Source (Patient Identifier Crossference Manager) (1)

Destinaion (Patient Identifier Croseeference Consumer) (1)

Audit Source (Patient Identifier Crossference Manager) (1)

Patient (0..n)

Query Parameters(1)

Where:
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Source The identity of the Patient Identifer Crassgerence Consumer Actor
) UserlD M facility and sending application from the HL7 message; concatenate|
AuditMessage/
ActiveParticipant together, separated by the | character.
AlternativeUserID U not specialized
UserName U not specialized
UserlsRequestor M Aitrueo
RolelDCode M EV(110153,DCMfi Sour ce0)
NetworkAccessPointTypeCode M Aflo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Destination The identity of the Patient dotifier Crossreference Manager facility
) UserlD M and receiving application from the HL7 message; concatenated
AuditMessage/
ActiveParticipant together, separated by the | character.
AlternativeUserID M the process ID as used within the local operating system in the local
system logs.
UserNane U not specialized
UserlsRequestor M ifal seo
RolelDCode M EV(110152, DCM, fADestinationo)
NetworkAccessPointTypeCode M Afilo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSite|D U not specialized
AuditSourceldentification - .
AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M Alo (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Ailo (Patient)
ParticipantObjectldentifi . - _ L
cation) ParticipantObjectDataLifeCycle 0] not specialized
ParticipantObjectIDTypeCode M EV(2,RFG3 881, fAPatient Numberd)
ParticipantObjectSensitivity 0] not specialized
ParticipantObjectlD M Thepatient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetall U not specialized
Query ParticipantObjectTypeCode M i@ (system object)
Parameters ParticipantObjectTypeCodeRole | M i240 (query)
(AudittMessage/ ParticipantObjectDataLifeCycle U Not specialized
ParticipantObjectldentifi
cation) ParticipantObjectIDTypeCode M EV(f9ada,] Al HE Transactionso, i P
ParticipantObjectSensitivity 0] Not specialized
Participant®jectID U not specialized
ParticipantObjectName U Not specialized
- . The complete query message (including MSH and QPD segments),
ParticipantObjectQuery M base64 encoded.
ParticipantObjectDetail M Type=MSH10 (the literal string), Value=the value of MSId (from

the message content, base64 encoded)
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3.10PIX Update Notification

This section corresponds to Transaction1Ulof the IHE IT Infrastructure Technical Framework.
Transaction ITH10 is used by the Patient Identifier Crasterence Consumer and ieat Identifier
Crossreference Manager actors.

3.10.1 Scope

This transaction involves the Patient Identifier Crieference Manager Actor providing notification of
updates to patient identifier cressference associations to Patient Identifier CressrenceConsumers
that have registered (by configuration on the Cre$ésrence Manager) their interest in receiving such
notifications. This transaction uses HL7086s g
this patientcentric information.

3.10.2 Use Case Roles

Coasssfaa e Coesssfaa e
CGoana Navecer
FI)_(L’I_HE
Nificstiaon

Actor: Patient Identifier Croseeference Manager

Role: It serves a weltlefined set of Patient Identification Domains. The Patient Identifier Cross
reference Manager manages the cre$ésrencing of patient idifiers across Patient Identification
Domains by providing a |ist of patient | D a
Patient Identifier Crosgeference Consumers.

Actor: Patient Identifier Crosseference Consumer

Role: Receivesotifications from the Patient Identifier Cressference Manager of changes to patient
ID aliases. Typically the Patient Identifier Cragference Consumer Actor uses this information to
maintain information links about patients in a different patierddiain.

3.10.3 Referenced Standard

HL7 Version 2.5, Chapter2Control, Chapter 8 Patient Administration
HL7 version 2.5 was selected for this transaction for the following reason:

It was considered the most stable version that contained the functionaliiyedeloy Transaction IT9
and ITH10.
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3.10.4 Interaction Diagram

Faiaticbra @ ez SS SEI=
aaw« N4
Cosanar

Figure 3.10-1 Update Person Information Sequence
3.10.4.1Update Person Information

3.10.4.1.1 Trigger Events

The Patient Identifier Croggference Manager shall notify a Patiergritifier Crossreference
Consumer when there is a change in a set of ¢efesenced patient identifiers for any of the patient
identifiers belonging to Patient Identifier Domains of interest to the consumer. The configuration of
domains of interesbta Patient Crosmeference Consumer is maintained by the Patient @edssence
Manager Actor.

Several notifications may have to be issued to communicate a single update to a setrefermae
patient identifiers as required to reflect all the clesmngn the resulting sets of cras$erence patient
Identifiers belonging to Patient Identifier Domains of interest to the Patient Identifier@fessncing
Consumer.

The following HL7 trigger event will be used to update to the list of patient idenstifi
1 A3171 Update Person Information

3.10.4.1.2 Message Semantics

The PIX Update Notification transaction is conducted by the ADT"A31 message. The Patient Iden
Crossreference Manager Actor initiates this transaction whenever identifier list informationatedpd
for a patient.

It is wholly the responsibility of the Patient Identifier Crasference Manager Actor to perform the
matching of patient identifiers based on the patient traits it receives. The information provided by tr
Patient Identifier Croseeference Manager Actor to Patient Identifier Crosference Consumer Actors
shall only contain a list of croseferenced identifiergor the domains of interest as configured with the
Patient Identifier Crosgeference Manager actor in two or more ofdoenains managed by the cross
referencing Actor. Multiple notifications may need to be sent. For example:
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Consumer CON_A is configured to receive update notifications for domains DOM_A and DOM_ALC
Notifications are sent as follows:

1 A PIX A0l feed is sentbr a patient for DOM_A. The update notification shall contain the
patient identifier and assigning authority for DOM_A.

1 A PIX AO1 feed is processed for DOM_AD. The Patient Identifier Grefrence Manager
cross references this patient with DOM_A. Tlpelate notification shall contain the patient
identifier and assigning authority for DOM_A and DOM_AD.

1 A PIX AO8 feed is processed for DOM_AD changing the patient address. The Patient
Identifier Crossreference Manager cross references determines thistpati® longer the
same patient as DOM_A. Two update notifications shall be sent. One containing the pati
identifier and assigning authority for DOM_A. The other one containing the patient identi
and assigning authority for DOM_AD.

The list of cros-references is not made available until the set of policies and processes for managin
crossreference function have been completed. The policies of administering identities adopted by t
cooperating domains are completely internal to the Patientifiée Crossreference Manager Actor and
are outside of the scope of this standard. Possible matches should not be communicated until the
healthcare institution policies and processes embodied in the Patient Identifiereéfeossce Manager
Actor reacha positive matching decision.

The Patient Identifier Crosgference Manager Actor Configuration is expected to have configuration
indicating which Identity Consumers are interested in receiving the PI1X Update Notification
Transactions. This configuratianformation shall include identification of the identity consumer
systems interested in receiving notifications and, for each of those systems, a list of the patient ide
domains of interest. The Patient Identifier Crosfgerence Manager Actor shduhccount for consumers
interested in all domains.

The segments of the message listed in the Table below are required. Other segments are optional.
Table 3.10-1 ADT Patient Administration Message

ADT Patient Administration Message Chapter in HL7
25
MSH Message Header 2
EVN Event Type 3
PID Patient Identification 3
PV1 Patient Visit 3

Each message shall be acknowledged by the HL7 ACK message sent by the receiver of ADT mes:
its sender. Sed 1 TF-2x:.C.23 A Acknowl edge me ntionMuddliscassionfofdhe t
ACK message.

3.10.4.1.2.1 MSH Segment
The MSH segment shall be constructed as defin€dl inF-2x: C.2.2 AMessage Contr
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Field MSH9 Message Typghall haveall threecomponentgopulated with a valuélhe first component
shall have a vale of ADT; the second component shall have the value of A31. The third component
shall have a value of ADT_AO05.

3.10.4.1.2.2 EVN Segment
SeelTl TF-2x: C.2.4for the list of all required and optional fields within the EVN segment.

3.10.4.1.2.3 PID Segment

The Patient Identifier @ssreference Manager Actor shall provide only those attributes within the Pl
segment that are required by the HL7 stand&idD-3-Patient Identifier LiseandPID-5-Patient Name

The Patient Identifier Cros®ference Manager Actshall use the fiel@ID-3 Patient Identifier Listo
convey the Patient IDs uniquely identifying the patient within each Patient Identification Domain for
which a Patient ID exists for the specified patient. Each resulting ID returned-8 $HBll include a

fully qualified Assigning Authority component. In other words, the Assigning Authority component
returned shall include ALL subcomponents (namespace ID, Universal ID, and Universal ID type).

To eliminate the issue of multiple name values between Patient Identifier Dothaifatient Identifier
Crossreference Manager Actor shall return a single space character iR fiz/g-Patient Name

A single PID segment is sent in which one repetitioRI8f-3-Patient Identifier Lisis populated for

each of the identifiers in the tiiecation. If the Patient Identifier Croggference Manager Actor
chooses to send multiple identifiers associated with the same domain, it shall return these identifiel
grouped in successive repetitions within HB-3-Patient Identifier List

3.10.4.1.2.4 PV1 Segment

As is specified by the HL7 Standard, Version 2.5, the PV1 Segment is required. The requiredZfield
2-patient classhall contairN (not applicable) to indicate the transmission of patient information
outside the context of a visit or encounter. @fiedds shall be left blank.

Table 3.10-2 IHE Profile i PV1 segment

SEQ LEN DT OPT TBL# ITEM# ELEMENT NAME
2 1 IS R 0004 00132 Patient Class

Adapted from the HL7 Standard, version 2.5

3.10.4.1.3 Expected Actions

The Patient Identifier Croggference Consumer, wh it receives the ADT"A31 message, shall update
its internal identifier information for the affected patient(s) in all domains in which it is interested
whenever it receives updated identifier information that results in a change to theete@osscingof a
patient.

In the case where the returned list of identifiers contains multiple identifiers for a single domain, the
Patient Identifier Crosseference Consumer shall either use ALL of the multiple identifiers from the
given domain or it shall ignore ALof the multiple identifiers from the given domain.
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This allows Patient Identifier Croseference Consumer Actors capable of handling multiple identities
for a single patient within a single domain (i.e., those that can correctly aggregate the informatio
associated with the different identifiers) to do so. For those Patient Identifierr€fessnce Consumer

1605 Actors not capable of handling this situation, ignoring the entire list of different identifiers prevents t
consumer from presenting incompletgal

3.10.5 Security Considerations

3.10.5.1 Audit Record Considerations

The PI X Update Notification Tr ans aable3.20.8. Thes 0
1610 Actors involved in the transaction shall create audit data in conformance with DICOM (Supp 95)
APatient Recordo, with the foll owing excepti

3.10.5.1.1 Patient Identifier Cross-reference Manager audit message:

Field Name Opt Value Constraints

Event EventiD M EV(110110, DCM, fnPatient Recol
AuditMessage/ EventActionCode M ARO (Read)
Eventldentification " T
EventDateTime M not specialized
EventOutcomelndicator M not specialized

EventTypeCode M EV(f#10d, Al HE Transactionso,
Source (Patient Identifier Crossference Manager) (1)

Human Requestor (0..n)

Destination (Patiat Identifier Crosgeference Consumer) (1)

Audit Source (Patient Identifier Crossference Manager) (1)

Patient IDs(1..n) (represents the components ofBID

Where:
Source The identity of the Patient Identif€rossreference Manager Actor
AuditMessage/ UserlD M facility and sending application from the HL7 message; concatenate|
ActiveParticipant together, separated by the | character.
AlternativeUseriD M tsk;gt;;rrzclgzss -ID as used within the local operating system in the local
UserName U Not specialized
UserlsRequestor M Atruedod
RolelDCode M EV(110153, DCM, fASourceod)
NetworkAccessPointTypeCode M A160 for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Human UserID M Identity of the human that initiated the transaction.
Requestor (if AlternativeUser|D U Not specialized
known) UserName U Not specialized
A’;ﬁ’fggﬁz;ﬁ[ UserlsRequestor M fitruebd
RolelDCode U Access Control role(s) the usepltis that allows this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA

Rev. 7.0 Final Tex2010-08-10 70 Copyright © 2A0 IHE International Inc.



1615

IHE IT Infrastructure Technical Framework, Volume 2a (ITFZ&): Transactions Part A

Destination The identity of the Patient Identifier Cressference Consumer facility
Auditessagel UserlD M zjnd receiving application fromerHL7 message; concatenated
ActiveParticipant gether, separated by the | character.
AlternativeUserID U Not specialized
UserName U Not specialized
UserlsRequestor M Afal seo
RolelDCode M EV(110152, DCM, fAiDestinationo)
NetworkAccessPointTypeCode M Alo for( DME)himeme, fH206 for | P ;g
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSitelD U Not specialized
AudiSoureetdentcation AuditSoureTypeCode U Not specialized
Patient IDs ParticipantObjectTypeCode M 10 (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Afilo (Patient)
Pamdparc];ct)igjr?)mdemiﬁ ParticipantObjectDataLifeCycle U Not specialized
ParticipantObjectlIDTyp8ode M EV(2,RFG3 881, fPatient Numbero)
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M the patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetdi M Type=MSH10 (the literal string), Value=the value of MSI0 (from

the message content, base64 encoded)

3.10.5.1.2 Patient Identifier Cross-reference Consumer audit message:

Field Name Opt Value Constraints

Event EventlD M EV(110110, DCM, #fAPatient Record|

AuditMessage/ EventActionCode M AUO (update)
Eventldentification

EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(fl104d, il HE Transactionso, f

Source (Patient Identifier Crossference Manager) (1)

Destination (Patient Identifier Croseference Consumer) (1)

Audit Source (Patient Identifier Crossference Consumer) (1)

Patient IDs(1..n) (represents the components ofBID

Where
Source The identity of the Patient Identifer Creseference Manager Actor
Auditvessage/ UserID M Igcility and sending application from the HL7 message; concatenate
ActiveParticipant gether, separated by the | character.

AlternativeUserID U not specialized
UserName ] not specialized
UserlsRegestor M Aitrueod
RolelDCode M EV(110153, DCM, fASourceod)
NetworkAccessPointTypeCode M Al1l0 for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
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Destination The identity of the Patient Identifier Cressference Consumer facility
i UserID M and receiving application from the HL7 message; concatenated
AuditMessage/ h d by th h t
ActiveParticipant together, separated by the | character.
AlternativeUser|D M the process ID as used within the localragiag system in the local
system logs.
UserName U not specialized
UserlsRequestor M Aifal seo
RolelDCode M EV(110152, DCM, AiDestinationo)
NetworkAccessPointTypeCode M Afilo for machine (DNS) name, 2
NetworkAccessPointlD M The machie name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSitelD not specialized
AuditSourceldentification - —
AuditSourceTypeCode U not specialized
Patient IDs ParticipantObjectTypeCode M 10 (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Afilo (Patient)
ParticipantObjectldentifi — - - —
cation) ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectiIDTypeCode M EV(2,RFG3 881, fPatient Number o)
ParticipantObjectSensitity U not specialized
ParticipantObjectlD M the patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail M Type=MSH10 (the literal string), Value=the value of MSI9 (from

the message content, base64 encoded)
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3.11Retrieve Specific Information for Display

This section corresponds to Transaction1Ilof the IHE IT Infrastructure Technical Framework.
Transaction IT411 is used by the Information Source and Display actors.

3.11.1 Scope

This transaction involves the query of information for presentation purposes. This may occur when
user attempts to lookup information associated with certain patient that is stored on a different syst
Note that the retrieved information is alvgaglated to a welldentified patient (Patient ID), but its
content, although of a specific type (lab summary, or radiology summary, list of allergies), is genere
dynamic (i.e., retrieving the same type of specific information at a different pointang likely to

result in different content); for example, a list of allergies may have been updated between two req

To support a wide range of display capabilities, the information provided is formatted infonvedd
XHTML. Such formatting shalbe done using XHTML Basic and W3C HTML Compatibility
Guidelines provided in the Appendix C of the W3C XHTML 1.0 Recommendation.

3.11.2 Use Case Roles

Cyday INonationSouae

-

Actor: Display

Role: A system that requests specific information for dispémd displays it.

Actor: Information Source

Role: A system that provides specific information in response to the request from the Display Actor
presentatiofready format.

3.11.3 Referenced Standards

IETF RFC1738, Uniform Resource Locators (URL), Deceniloé¢,
http://www.faqgs.org/rfcs/rfc1738.html

IETF RFC2616 HyperText Transfer Protocol HTTP/1.1

Extensible Markup Language (XML) 1.0 (Second Edition). W3C Recommendation 6 October 2000.
http://www.w3.0rg/TR/REEmI.

Web Services Description Language (WSDL) 1.1. W3C Note 15 March 2001.
http://www.w3.0org/TR/wsdl
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XHTMLE 1.0 The Extensible HyperText Markup L
HTML 4 in XML 1.0. W3C Recommendation 26 January 2000, revised 1 August 2002.
http://www.w3.org/TR/xhtml1

XHT ML E B as Recamm&w8ation 19 December 200tp://www.w3.org/TR/xhtrrbasic.

http://www.w3.0org/TR/xhtmibasidnteraction Diagram
ydey ronatico

R~ VviihSoadicionaton@Gonman

|:|< g et Fey Soadicifonaton@G nman '

i
Figure 3.11-1 Request For Specific Information i Summary sequence
3.11.3.1Request For Specific Information - Summary

3.11.3.1.1 Trigger Events

The following event will trigger a Request for Specific Information:

1 User of the Display Actor needs to review a summary list of infoomareports that are part of
a patientodés clinical history (i .e., summa
etc.) with the intent of selecting a specific item off the list for subsequent retrieval as a persis
object via the Retrieve @ument for Display Transaction

3.11.3.1.2 Message Semantics

The Retrieve Specific Information for Display transaction is performed by the invocation of a web
service. The Display Actor shall generate a web service request whenever a user needs to review:
infformai on stored as part of a patientés clinic

To specify the type of information that needs to be returned, a web service request shall include th
following parameters (keys) to filter the subset of information [@dxe 3.11.41). All parameter
names and values (see Table 3.42).4re cassensitive.
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Table 3.11.4-1 Web Service Request Keys

Parameter REQ Description Notes
Name

requestType R requestType specifies what type of See Table 3.11-2 for the list of possible
information shall be retrieved. This values.
parameter shall always be valued.

patientID R This attribute identifies the subject of | PatientID value shabe formatted as HL7 CX
the results being queried for. Its value | data type (including assigning authority)
shall include identification of assigning| according to the requirements specified for the
authority. Patient Identity Feed transaction (sdé TF-

2a:3.8.4.1.2.3)

lowerDateTime (0] Used to constrain the earliest date/tim¢ This value shall be encoded in the XML
of creation of information. primitive dateTime format.

upperDateTime (0] Used to constrain the latest date/time { This value shall be encoded in the XML
creation of information. primitive dateTime format.

mostRecentResults| R The numeriovalue that indicates the Value of 0 indicates that all available results

number of most recent results to be
included into the responses., 1

indicates to provide the latest result.

shall be returned.

Table 3.11.4-2 Web Service Request Types

requestType value

Description

SUMMARY

Summary of all reports known to the Information Source

SUMMARY-RADIOLOGY

Summary of radiology reports

SUMMARY-CARDIOLOGY

Summary of cardiology reports

SUMMARY-LABORATORY

Summary of laboratory reports

SUMMARY-SURGERY

Summay of surgery reports

SUMMARY-EMERGENCY

Summary of emergency reports

SUMMARY -DISCHARGE

Summary of discharge reports

SUMMARY-ICU

Summary of intensive care reports

SUMMARY-RX

Summary of Prescriptions

Note: parameter values that contain reserved cleaisaceed to be encoded using %<hex><hex> notation. Reserved characters

include slash (/, encode as %2f) and ampersand (&, encode as %26).

Formal definition of the web service in WSDL is providedTihTF-2x: Appendix A.

The only binding required for bothe Display Actor and Information Source Actor is the binding to th

HTTP-GET. In this binding the sample message will be formatted as follows:

http://<location>/IHERetrieveSummarylnfo?requestType=SUMMARY &patien88898410""%26w

ww.mlhlife.com%26DNS&low erDate Time=20081-01T00:00:00&upperDate Time=20R-
01T23:59:59&mostRecentResults=1

The <location> part of the URL is configurable by the implementation, and must contain the host n:
an optional port address, and may be followed by an optional pathpakh if present may not contain
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a 07?706 character. The remainder of the URL,
1690 request parameters are specified by the WSDL and may not be changed.

More specifically, using the definitions from RFC 1738& &location> part of the URL must match the
production for location from the figure below:

location = hostport [ "/" hpath ]
1695 | hostport  =host[":" port]
host = hostname | hostnumber
hostname =*[ domainlabel "." ] toplabel
domainla bel = alphadigit|alphadigit *[ alphadigit | " - "] alphadigit
toplabel = alpha | alpha *[ alphadigit | " - "] alphadigit
1700 | alphadigit = alpha | digit
hostnumber = digits "." digits "." digits "." digits
port = digits
hpath = hsegment *[ "/" hsegment ]
1705 | hsegment  =*[uchar|""|""|"@"|"&"|"="]
lowalpha ="a"|"b" | "c"|"d" | "e" | "f"]| "g" | "h" |
TR e e | ot | |
LS VW]
1710 | hialpha ="A"|"B"|"C"|"D"|"E" | "F"|"G" | "H" | "I"|
30| UL | MY N [MO" | P | Q" | "R |
SUUTT UM VWX YT "z"
alpha = lowalpha | hialpha
1715 | digit ="0" " 1" | 2" "3 "4t "5 ] e | T |
ug | g
safe ="$"|" S I R
extra =)
1720 | hex = digit | " A"["B"|"C"|"D"|"E" | "F" |
"a"|"b" | "c" | "d" | "e" | "f"
escape ="%" hex hex
unreserved = alpha | digit | safe | extra
1725 | uchar = unreserved | escape

The following location values are legal according ts #pecification:

<location> value Resulting URL

Myhost http:// myhost/ | HERetrievesS
myhost:8080 http:// myhost: 8080/ 1 HERetT
myhost/MyAspPageThatLooksLikeltCouldBeAFolder.a{ http://myhost/MyAspPageThatLooksLikeltCouldBeAFolder
px spx/ | HERetri eveSummaryl nfo
myhost:8080/MyAspPageThatLooksLikeltCouldBeAFo| http://myhost:8080/MyAspPageThatLooksLikeltCouldBeAF
der.aspx |l der . aspx/ | HERetri eveSumma
myhost/MyJspPage.jsp http:// myhost/ MyJspPage. s
myhost:8080/MyJspPageThatLooksLikeltCouldBeAFolq ht t p: / / myhost / MyJspPage. js
er.jsp
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The following location values are not legal:

<location> value Resulting URL
My+Computer 6+6 is not a |l egal charact
myhost:99999 99999 is not a valid port.
myhost/myPath.jsp?request= 6?6 is not wvalid in a path

In addition, the Display Actor shall support the following field of the HTTP request:
Table 3.11.4-3 HTTP Request and Response Fields

HTTP RE Description Values

Field Q
Accept- (@) This field restricts the set of natural languages that are | Any valid value according to
Language preferred as a response to the request. RFC2616

The Information Source actor shall support the following field of the HTTP response.
Table 3.11.4-4 HTTP Response Fields

HTTP RE Description Values
Field Q
Expires R This field gives the date/time after which| Shall be 0. This is now deprecated usage, but it is the
the response is considered stale widely supported means of specifying no cacheing.
Cache R This field indicates that this response Shall be necache
Cortrol should not be cached.

If necessary, the Display Actor may perform the request to the web service utilizing HTTPS protocc

Information Source Actors may return HTTP redirect responses (respavith values of 301, 302, 303
or 307) in response to a request. Display Actors can expect to receive an error response, or th
requested, or a request to look elsewhere for the data. A Display Actor must follow redirects, b
a loop is deteetd, it may report an error.

3.11.3.1.3 Expected Actions

Upon reception of the Request for Specific Information, the Information Source Actor shall parse th
request and if there are no errors, return the Response with Specific Information as spdg€ifi€B-in
2a:3.11.4.2, and HTTP response code 2@K.

To specify the type of information that needs to be processed, an Information Source Actor shall st
the following parameters (keys) to filter the subset of information (See Table-8)11.4
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Table 3.11.4-5 Web Service Request Keys

Parameter REQ Description Notes
Name
requestType R requestType specifies what type of See Table 3.11-2 for the list of possible
information shall be retrieved. This values.
parameter shall always be valued.
patientID R This attibute identifies the subject of PatientID value shall be formatted as HL7 CX

the results being queried for. Its value | data type (including assigning authority)
shall include identification of assigning| according to the requirements specifiedtfte

authority. Patient Identity Feed transaction ($€eTF-
2a:3.8.4.1.2.3)
lowerDateTime R Used to constrain the earliest date/tim¢ This value shall be encoded in the XML
of creation of information. primitive dateTime format.
upperDateTime R Used to constraithe latest date/time of| This value shall be encoded in the XML
creation of information. primitive dateTime format.
mostRecentResults| R The numeric value that indicates the Value of 0 indicates that all available results
number of most recent results to be shall be returned.

included into the responses., 1
indicates ¢ provide the latest result.

If the requestType specified is not supported, the Information Source Actor shall return HTTP resp«
code 404 (not found) with the suggested regdmasei r e quest Type not suppoc
Source Actor is not able to format the document in any content types listed in the 'Accept’ field, it S|
return HTTP response code 406lot Acceptable.

If the Patient ID specified by the Display Actomist known to the Information Source Actor, it shall
return HTTP responseode 404 (not found) with the suggestedregsdnr as e A Pat i ent
the Display Actor provides the Patient ID from a different domain than the one the Information Soul
Actor belongs to, and the Information Source Actor is grouped with the Patient ID Consumer Actor,
may attempt to obtain a mapping of the provided Patient ID into its domain before responding.

Note: Other HTTP response codes may be returned by thention Source Actor, indicating conditions outside of the scope of

this profile, for example, 40l Authentication Failed might be returned if Information Source Actor is grouped with the
Kerberized Server Actor.

Note: Itis recommended that the Informati®ource Actor complement the returned error code with a human readable
description of the error condition.
If an error condition cannot be automatically recovered, at a minimum, the error should be displaye
the user by the Display Actor.

If lowerDateTime and/or upperDateTime parameters are specified, they shall define the lower and/c
upper inclusive boundary of the temporal range in which returned information should have been cr
The value of the mostRecentResults parameter shall be interprgtadsuch specified date/time

range.
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3.11.3.2Response with Specific Information - Summary

3.11.3.2.1 Trigger Events

This message is sent by the Information Source Actor in response to the Request For Specific
Information web service request.

3.11.3.2.2 Message Semantics

Information ®urce Actor shall support at least one of the values of the requestType parameter spe
in Table 3.11.4.

The Information Source shall set an expiration of zero to ensure no caching. The message shall be
formatted using XHTML Basic and W3C HTML Comilality Guidelines provided in the Appendix C
of the W3C XHTML 1.0 Recommendation.

The Display Actor may request the Information Source Actor to provide any specific information
including a summary of reports of different types pertaining to a particalemnp. The exact content of
the summary is determined by the Information Source Actor and may be regulated by the institutiot
policy. For example, it may contain the hyperlink to a persistent object so that it can be retrieved by
using the Retrieve Documefor Display Transaction. In the case of retrieving a summary of docume
(requestType of SUMMARYkx]), it is strongly recommended to include a link to the relevant
documents, for each item of the summary. If present, the link will have to be forastiedeb service
request in accordance to the requirement$liTF-2a:3.12. It may also contain a hyperlink
representing the invocation of the Request for Specific Information for display, as specified in this
Section.

3.11.3.2.3 Expected Actions

The Display Acto shall render the received response for the user. It shall not assume that the conte
the document may be meaningfully parsed beyond determination of XHTML tags necessary for ac
presentation of provided information.

When the summary responseslude links to documents or other specific information, Information
Source Actors are strongly encouraged to format them according to the requirements BtafEe-in
2a:3.11 and 3.12, to facilitate retrieval of information from other information sources

3.11.3.3Request For Specific Information - List

3.11.3.3.1 Trigger Events

The following event will trigger a Request for Specific Information:

1 User of the Display Actor needs to review a particular subset of information that is part of a
patient 6s c | iamreporgdadiology®xar report, (ist of reedigatiohs, etc.) that is
stored on the Information Source system.
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3.11.3.3.2 Message Semantics

The Retrieve Specific Information for Display transaction is performed by the invocation of a web
service. The Display Actor shh@enerate a web service request whenever a user needs to review the
information stored as part of a patientdos cl

To specify the type of information to be returned, a web service request shall includewiedo
parameters (keys) to filter the subset of information (See Table LAl parameter names and
values (see Table 3.117} are cassensitive.

Table 3.11.4-6 Web Service Request Keys

Parameter REQ Description Notes
Name
requestType R requestype specifies what type of See Table 3.11-% for the list of possible values.

information shall be retrieved. This
parameter shall always be valued.

patientID R This attribute identifies the subject of | PatientID value shall be formatted as HL7 CX datg
the results being queried for. Its value| type (including assigning authority) according to th
shall incude identification of assigning| requirements specified for the Patient Identity Fee
authority. transaction (sed’l TF-2a:3.8.4.1.2.3)

Table 3.11.4-7 Web Service Request Types

requestType value Description
LIST-ALLERGIES List of allergies and adverse reactions for a patient known to the Information So
LIST-MEDS List of medications currently taken by or administered to a patient

Formal definiton of the web service in WSDL is provided in thé TF-2x: Appendix A.

The only binding required for both Display Actor and Information Source Actor is the binding to the
HTTP-GET. In this binding the sample message will be formatted as follows:

http://docation>/IHERetrieveListinfo?requestType=LIST
MEDS&patientiD=99998410""%26www.mlhlife.com%26DNS

The <location> part of the URL is configurable by the implementation, and must contain the host n:
an optional port address, and may be followed by awmmgtpath. The path if present may not contain
a 6?06 character. T h e |HERet@evehistlgfoand thé following requést. |
parameters are specified by the WSDL and may not be changed. See the discussion about locatic
ITI TF-2a 3.11.4.1.2 Message Semantics above.

In addition, the Display Actor shall support the following field of the HTTP request:
Table 3.11.4-8 HTTP Request and Response Fields

HTTP Field RE Description Values

Q
Accept (0] This field restricts the set ofatural languages that are preferrg Any valid value according to
Language as a response to the request. RFC2616
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The Information Source actor shall support the following field of the HTTP response.
Table 3.11.4-9 HTTP Request Fields

HTTP RE Description Values
Field Q
Expires R This field gives the date/time after which| Shall be 0. This is now deprecated usage, but it is the
the response is considered stale widely supported means of specifying no cacheing.
Cache R This field indicates that this response Shall be necache
Control should not be cached.

If necessary, the Display Actor may perform the request to the web service utilizing HTTPS protocc

Information Source Actors may return HTTP redirect responses (responses with values of 301, 302
or 307) in esponse to a request. Display Actors can expect to receive an error response, or the
requested, or a request to look elsewhere for the data. A Display Actor must follow redirects, b
a loop is detected, it may report an error.

3.11.3.3.3 Expected Actions

Upon reception of the Request for Specific Information, the Information Source Actor shall parse th
request and if there are no errors, shall return the Response with Specific Information as spéEified
TF-2a:3.11.4.2, and HTTP response code 2QK.

If the requestType specified is not supported, the Information Source Actor shall return HTTP resp«
code 404 (not found) with the suggestedregsdnr ase fArequest Type not ¢
Source Actor is not able to format the documardny content types listed in the 'Accept’ field, it shall
return HTTP response code 406lot Acceptable.

If the Patient ID specified by the Display Actor is not known to the Information Source Actor, it shall
return HTTP responseode 404 (not found) witthe suggestedreaspnhr as e fAPat i ent
the Display Actor provides the Patient ID from a different domain than the one the Information Soul
Actor belongs to, and the Information Source Actor is grouped with the Patient ID Consumeit Actor,
may attempt to obtain a mapping of the provided Patient ID into its domain before responding.

Note: Other HTTP response codes may be returned by the Information Source Actor, indicating conditions outside of the scop!

this profile, for example, 401 Authentication Failed might be returned if Information Source Actor is grouped with the
Kerberized Server Actor.

Note: Itis recommended that the Information Source Actor complement returned error code with a human readable descrip
the error condion.

If an error condition cannot be automatically recovered, at a minimum, the error should be displaye
the user by the Display Actor.

3.11.3.4Response with Specific Information - List

3.11.3.4.1 Trigger Events

This message is sent by the Information Source Actoisporese to the Request For Specific
Information web service request.
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3.11.3.4.2 Message Semantics

Information Source Actor shall support at least one of the values of the requestType parameter spe
in Table 3.11.4.

The Information Source shall set an expinatid zero to ensure no caching. The message shall be
formatted using XHTML Basic and W3C HTML Compatibility Guidelines provided in the Appendix ¢
of the W3C XHTML 1.0 Recommendation.

The Display Actor may request the Information Source Actor to provide @f information items
(pertaining to a particular patient) that the Information Source has presently recorded. The exact cc
of the list is determined by the Information Source Actor.

The Display Actor shall not use the lowerDateTime, upperDatedmeostRecentResults parameters
in a query. The Information Source shall ignore them if they are specified.

3.11.3.4.3 Expected Actions

The Display Actor shall render the received response for the user. It shall not assume that the cont
the document may be maagfully parsed beyond determination of XHTML tags necessary for accur:
presentation of provided information.
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3.12Retrieve Document for Display

This section corresponds to Transaction1Zlof the IHE IT Infrastructure Technical Framework.
Transaction ITH12 is used by the Information Source and Display actors.

3.12.1 Scope

This transaction involves the retrieval of a document (persistent object) for presentation purposes.
uniquely identifiable persistent object means that retrieving the same document iastddéerent
point in time will provide the same semantics for its presented content. The information content of t
document is immutable even if the presentation of such content is provided with the use of differen
formats, stylesheets, etc.

3.12.2 Use Case Roles

Cyday INonationSouae

Ranee@xaun
o Oyday

Role: A system that requests a document/object for display, and displays it.

Actor: Display

Actor: Information Source

Role: A system that provides specific information in response to the request from the Disfuayia
presentatiofready format.

3.12.3 Referenced Standards

IETF RFC2616 HyperText Transfer Protocol HTTP/1.1

Extensible Markup Language (XML) 1.0 (Second Edition). W3C Recommendation 6 October 2000.
http://www.w3.0rg/TR/REGCxml.

Web Services Description Language (WSDL) 1.1. W3C Note 15 March 2001.
http://www.w3.0org/TR/wsdlI
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3.12.4 Interaction Diagram

ydey Nonatco
S
: RO estio FRagsatox > '
CehaydiRasdation

Figure 3.12-1 Request for Persistent Document Sequence
3.12.4.1 Request for Persistent Document

3.12.4.1.1 Trigger Events

The request for a document is triggered when a user of the Display Actor needs to review a particu
document that is stored by the Information Source Actor.

3.12.4.1.2 Message Semantics

The Retrieve Documeifior Display transaction is performed by the invocation of a web service. The
Display Actor shall generate the web service request whenever a user needs to review the docume
stored as part of a patientés clinical hi st o

The web service request shall include the following parameters (keys) to identify the document to k
returned and its format See Table 3.12.4ll parameter names and values are -Gasesitive.

Table 3.12.4-1 Query Keys

Parameter Name REQ Description Values
requestType R This parameter is required to have § DOCUMENT
value of DOCUMENT.
documentUID R Il denti fi es docum Thisvalue shall be a properly defined Object
to both actors. identifier (OID) as specified ifir| TF-2x:
Appendix B.
preferredContentType| R This parameter is required to Display may specify one of the following
identify the preferred format the formats:
document is to be provided in (as imagefipe
MIME content type). g JP g
application/xhl7-cdalevelone+xml (see note)
applicdion/pdf (see note)

Note: see IANA registry for details about Hddalevelone and PDF, such as version. Applications creating PDF may use this
MIME type for other versions of PDF up to 1.3. Receivers shall support document encoded in this versieviaunsl pr
versions.

Note: see HL7 CDA framework release 1.0 for details about applicatidriiedalevelone+xml.
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Formal definition of the web service in WSDL is providedTihTF-2x: Appendix A.

The only binding required for both the Display Actor anfimation Source Actor is the binding to the
HTTP-GET. In this binding the sample message will be formatted as follows:

http://<location>/IHERetrieveDocument?requestType=DOCUMENT&documentUID=1.2.3&preferre
ContentType=application%2fpdf

The <location> parf the URL is configurable by the implementation, and must contain the host nar
an optional port address, and may be followed by an optional path. The path if present may not co
a 0?70 character. T h e |IHERet@eveDat@wantara the folloveng teédriest
parameters are specified by the WSDL and may not be changed. See the discussion about locatic
ITI TF-2a:3.11.4.1.2 Message Semantics above.

In addition, the Display Actor shall support the following fields of the HT Tfiest:
Table 3.12.4-3 HTTP Request and Response Fields

HTTP REQ Description Values
Field
Accept (@) This field may be used to specify certain At least one of the following values:
media types which are acceptable for the image/jpeg
response

application/xhl7-cdalevelone+xml
application/pdf

*/*

Other values may be included as well

Accept (@) This field is similar to Accept, but restricts Any valid value according to RFC261
Language the set of natural languages that are preferr,
as a response to the request.

Expires R This field gives the date/time after which thg Any valid value according to RFC2616, or 0
response is considered stale

The Information Source actor shall support the following field of the HTTP response.
Table 3.12.4-4 HTTP Response Fields

HTTP REQ Description Values
Field
Expires R This field gives the date/time after which thg Any valid value according to RFC2616, or 0
response is considered stale

The Display Actor may provide list of content types it supports in the HTTP Accept fidie. HTTP
Accept Field is absent, it means that any content type is acceptable by the Display Actor.

The preferredContentType parameter shall specify the content type desired by the Display Actor. T
value of the preferredContentType parameter of theastgshall be one of the values from the Table
3.12.41 and shall not contradict values specified in the HTTP Accept field.

The Information Source shall provide info in preferredContentType if capable, otherwise it shall onl
use a type specified in the éapt Field as appropriate given the information to be returned.

If necessary, the Display Actor may perform the request to the web service utilizing HTTPS protocc
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Information Source Actors may return HTTP redirect responses (responses with valuesS623603
or 307) in response to a request. Display Actors can expect to receive an error response, or th
requested, or a request to look elsewhere for the data. A Display Actor must follow redirects, b
a loop is detected, it may report anoerr

3.12.4.1.3 Expected Actions

Upon reception of the Request for Specific Information, the Information Source Actor shall parse th
request and shall return the retrieved document as specifiedlif-2a:3.12.4.2, and HTTP response
code 200 OK.

If the requestTye specified is a not a legal value according to this profile, the Information Source Ac
shall return HTTP responsm®de 403 (forbidden) with the suggested regsdnr as e fir equ e
supportedo.

If the Information Source Actor is not able to forrtteé document in any content types listed in the
'‘Accept’ field, it shall return HTTP response code #D&t Acceptable.

If the specified documentUID is not known to the Information Source Actor, it shall return HTTP
responseode 404 (not found) with theuggested reasgmnh r ase A Document Ul D

If the documentUID, preferredContentType or requestType parameters are missing, the Informatiol
Source Actor shall return HTTP response code-488d Request.

If the documentUID or preferredContentTypegraeters are malformed, the Information Source Actor
shall return HTTP response code 4@ad Request.

If the specified preferredContentType is not consistent with the setting of the HTTP Accept field, th
Information Source Actor shall return HTTP respe code 400 Bad Request.
Note: Other HTTP response codes may be returned by the Information Source Actor, indicating conditions outside of the scop

this profile, for example, 40l Authentication Failed might be returned if Information Source Astgrouped with the
Kerberized Server Actor.

Note: Itis recommended that the Information Source Actor complement returned error code with a human readable descrip
the error condition.

If an error condition cannot be automatically recovered, ahamim, the error should be displayed to
the user by the Display Actor.

3.12.4.2 Delivery of Persistent Document

3.12.4.2.1 Trigger Events

The Delivery of Persistent Document message is the transmission of the requested document in sy
format from the Information Sourdector to the Display Actor. This transmission will happen if such
document, identified by the documentUID parameter in the request, has been successfully located
Information Source Actor.
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3.12.4.2.2 Message Semantics

In response to the request from the Disg\ayor, the Information Source Actor shall format the
document according to the preferredContentType specified, and return it in the HTTP respolide. Se
TF-2a: 3.12.4.1.2 for a discussion of the rules related to preferredContentType.

The Information Sorce Actor shall maintain global uniqueness of object identifiers.

The Information Source Actor shall set an expiration date compatible with the policies associated w
the possible removal of instances of persistent documents (no more than a week).

3.12.4.2.3 Expected Actions

The Display Actor shall render the received document for the user.
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3.13Follow Context

This section corresponds to Transaction1Blof the IHE IT Infrastructure Technical Framework.
Transaction IT113 is used by the Patient Context Participaisgr Context Participant and Context
Manager Actors.

3.13.1 Scope

This transaction allows the Context Manager Actor to force other context participant actors to
synchronize based on the new context values.

This transaction is composed of multiple methods asel@by theHL7 Context Management

A CCOWo Stltdhasanaltiplé phases consisting of surveying the participants, indication to ther
final decision as to whether the context changed or not, and retrieval of the new context values by
context partipants.

Each of the context participant actors follows a specific subject. The Patient Context Participant Ac
follows the patient subject and does not expect the user subject to be set in context. The User Con
Participant follows the user subject.

The semantics of the methods used are define
Standard: Component Technol ogy Mapping: Acti
Component Technology Mapping: Web, in conjunction with the HL7 CoiMexthn a g e me nt
Standard: Subject Data Definitions document. A Context Participant Actor can implement either
technology. The Context Manager Actor shall support both technologies in order to interoperate wil
joining participants implementing the techogy of their choice.

3.13.2 Use Case Roles

Patient Gontext Uber Context
Partidpart Ador Partidpant Actor
FdlowGontext

A
Gontext
Nanager Adar
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Actor: Patient Context Participant

Role: Responds to context survey. Synchronizes display to new value(s) in the patient subject of a
context it follows.

Actor: User Context Particgmt

Role: Responds to context survey. Synchronizes display to new value(s) in the patient subject of a
context it follows.

Actor: Context Manager
Role: Conducts context survey, notifies the context participants of acceptance or cancellation of a
changeand provides context values.

3.13.3 Referenced Standard
HL7 Context Management ACCOWO0O Standard, Vers
Technology and Subject Independent Architecture
Component Technology Mapping: ActiveX
Component Technology Mapping: Web
Subject Data Definitions

3.13.4 Interaction Diagram

Patient Context
Participant Actor
Context or
Manager User Context Participar
Actor
i |
. 1
ContextChangesPendin >
ContextChangesAccepted >
ContextChangesCancelled
GetltemValues
<
L | —

Figure 3.13-1 Follow Context 1 ContextChangesPending Method Sequence
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3.13.4.1Follow Context i ContextChangesPending Method

The ContextChangesPending method is invoked by the Context Manager Actor to survey context
participant actors with regard to acceptability of changes proposed by a Patient Context Participani
Client Authentication Agent Actors.

3.13.4.1.1 Trigger Events

The ContextChangesPending method is triggered when the Context Manager receives invocation
EndContextChanges method.

3.13.4.1.2 Message Semantics

ContextChangesPending is defined as a method on the ContextParticipant interface and allows the
Context Manager to survey a context participant as to whether or not it is ready to follow the chang
the context.

Il n the i nvocation of this met hod, the Cont ex

RefertothddHL 7 Cont ext Management A CCOWO -Infdpendedta r d :
ArchitecturedocumentSection 17.3.7.2, for a description of thegraeters associated with this
method.

3.13.4.1.3 Expected Actions

Performing the ContextChangesPending method, the Patient Context Participant or User Context
Participant Actor makes a decision whether or not it can accept change of context (for example du
operaton being in progress). To reach this decision, it may invoke the GetltemValues method to ins
proposed new values in the context.

As a response, a Context Participant Actor will respond with an indication to Accept or Conditionall
Accept the proposechange. Refertothd L 7 Cont ext Management ACCO
and Subjectndependent Architecturdocument, Section 17.3.7.2, for the specifics of the response
formation.

3.13.4.2Follow Context i ContextChangesAccepted Method

The ContextChangesAccepteettnod is invoked by the Context Manager Actor to confirm to the
context participants that instigator of change accepted proposed changes.

3.13.4.2.1 Trigger Events

The ContextChangesAccepted method is triggered when the Context Manager receives invocation
PubishChangesDecision method indicating that the changes have been accepted.

3.13.4.2.2 Message Semantics

ContextChangesAccepted is defined as a method on the ContextParticipant interface and allows tf
Context Manager to inform a context participant that the contdue(s) have been changed.

In the invocation of this method, the Context Manager provides the new context coupon.
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RefertothddL 7 Cont ext Management A CCOWO -Infdpendedta r d :
Architecture Section 17.3.7.3 for a description oétharameters associated with this method.

3.13.4.2.3 Expected Actions

Performing the ContextChangesAccepted method, the Patient Context Participant or User Context
Participant Actor accepts new context and can subsequently retrieve new values using the
GetltemValuesnethod.

It responds with confirmation of success or an exception. Refer tdLfh€ontext Management
ACCOWO Standar d: T erdépanddntAghitectumodumént; Bectiencl?.3.7.3, for
the specifics of the response formation.

3.13.4.3Follow Context T ContextChangesCancelled Method

The ContextChangesCancelled method is invoked by the Context Manager Actor to inform the con
participants that instigator of change cancelled proposed changes.

3.13.4.3.1 Trigger Events

The ContextChangesCancelled method is triggevhen the Context Manager receives invocation of
the PublishChangesDecision method indicating that the changes have been cancelled.

3.13.4.3.2 Message Semantics

ContextChangesCancelled is defined as a method on the ContextParticipant interface and allows t
Context Manager inform a context participant that the pending context change has been cancelled.

I n the invocation of this method, the Cont ex
RefertothddL 7 Cont ext Management A CCOWectinS8dpendedta r d :
Architecture Section 17.3.7.4 for a description of the parameters associated with this method.

3.13.4.3.3 Expected Actions

Performing the ContextChangesCancelled method, the Patient Context Participant or User Contex
Participant Actor keeps its aent context and destroys information about a pending context change |
has been cancelled.

It responds with confirmation of success or an exception. Refer tdL{h€ontext Management
ACCOWO Standar d: T emdépaenddntAghitecumocdumeht) Pegtiencl?.3.7.4, for
the specifics of the response formation.

3.13.4.4Follow Context T GetltemValues Method

The GetltemValues method is invoked by a Context Participant Actor to retrieve value(s) from the
context it follows.
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3.13.4.4.1 Trigger Events

The GetltemValas method is triggered by a Context Participant Actor after it receives the context
coupon as a result of the ContextChangesPending, ContextChangesAccepted or GetContextCoup:
methods.

3.13.4.4.2 Message Semantics

GetltemValues is defined as a method on the Contdatbr SecureContextData interface. If the conte:
is not secured when a participant actor has joined the context (i.e., Patient Context Participant that
follows patient context), then this method should be invoked on the ContextData interfaceigetherw
shall be invoked on the SecureContextData interface.

By invocation of this method without specification of the list of item names, a context participant
retrieves values of all items presently set in context. It can also first invoke the Getites heethod

on the same interface (as specified in CCOW Standard) and use the list of items for selective retrie
item values from the context via GetltemValues methibe. Patient Context Participant needs to searc
through the resulting list of Patield.ldList.<n> values until a recognized Patient Domain is found. Tt
Patient Context Participant may choose to be grouped with a PIX Patient Identifieréfeosace
Consumer to handle the cases where no known Patient Domain is found in the riHuifting

RefertothtdHL 7 Cont ext Management £ CCOWO -Infdpendedta r d :
Architecture documengSection 17.3.4.5, for the Patient Context Participant Actor, and Section
17.3.13.2, for the User Context Participant, for a descripfigai@meters associated with this method.

3.13.4.4.3 Expected Actions

Context Manager shall return the values of requested items or an exception. Refelid Guntext
Management ACCOWO St anda-mdkpendént Ardhitectureadgcymesientidn S
17.3.4.5, for the Patient Context Participant Actor, and Section 17.3.13.2, for the User Context
Participant, for a description of the response issued by the Context Manager Actor.
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3.14 Register Document Set

This transaction has been retired in favolTdf42 Register Document St

3.15 Provide and Register Document Set

2115 This transaction has been retired in favolTéf41 Provide and Register Document-Set

3.16 Query Registry

This transaction has been retired in favor of18IRegistry Stored Query.

2120

3.17Retrieve Documents

2125 This transaction has been retired in favor of4BIRdrieve Document Set
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3.18 Registry Stored Query

This section corresponds to Transaction 18 of the IHE Technical Framework. Transaction 18 is use
the Document Registry and Document Consumgrs.c

3.18.1 Scope

The Registry Stored Query transaction supports a variety of types of queries. Examples include the
following:

Query by patient (Id) for a time interval, by document type(s), by practice setting(s), by author pers
Query by Document Soce

Query for XDS Folders updated during a time interval

Query for all documents in a Folder or Submission Set

Query by time of submission

The list of XDS registry entries attributes that can be the target of a query are defiletFr3: 4.1.7
through 41.9. This transaction will document the basic syntax and semantics of XDS Document
Registry queries.

All queries return:
1 Metadata for one or more registry objects, or
1 Object references for one or more registry objects (registry UUIDS).

3.18.2 Use Case Roles

Documen Documert
Consume Reyigry

Regidry Stored
Quey

Actor: Document Consumer

Role: Requests a query by identifier (UUID), and passes parameters to the query. A parameter
controlling the format of the returned data is passed, it selects either object references or full objec

Actor: Docunent Registry
Role: Services the query using its stored definitions of the queries defined for XDS.

3.18.3 Referenced Standards

Implementors of this transaction shall comply with all requirements describedTiR-2x: Appendix
V: Web Services for IHE Tresactions
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ebRIM OASIS/ebXML Registry Information Model v3.0
ebRS OASIS/ebXML Registry Services Specifications v3.0

3.18.4 Interaction Diagram

Document Document
Consumer Reggry

| |
[ [

Reddry SaedQuey

4 Redgry SaedQuey
Acknonedgnent

; ]
t t

3.18.4.1 Registry Stored Query
This is a query request to the Document Registry from a Dodu@@mrsumer. The query request
contains:

1 A reference to a prdefined query stored on the Document Registry actor.

1 Parameters to the query. The query parameters are matched up with the query variables de
in the query definition on the Document Regjisdictor.

3.18.4.1.1 Trigger Events

This message is initiated when the Document Consumer wants to query/retrieve document metadze

3.18.4.1.2 Message Semantics

The semantics of Stored Query are defined in sectiors68d Query Suppoof ebRS version.0.

This transaction corresponds to section 6l8v@king a Stored Quemnd 6.3.3Response to a Stored
Query InvocationThis profile does not specify how the queries come to be stored in the Registry ac
nor how they are to be translated for othéadase architectures.

3.18.4.1.2.1 Version 3.0 ebXML Registry Standard

This transaction uses ebXML Registry version 3.0. The Invoke Stored Query message and the Inve
Stored Query Acknowledgement message shall be in version 3.0 format and be consist@rsion
3.0 ebRIM and ebRS standards.

Version 3.0 ebXML Registry XML Schemas shall be used to validate the messages of this transact
The major differences between version 2.1 and 3.0 of the Schema are:

1 Different XML namespaces
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1 LeafRegistryObjectLiselement becomes RegistryObjectList

1 ObjectType attribute changes format, changing from a text name to a UUID. For example,
RegistryPackage becomes urn:oasis:names:tc:ebxml
regrep:ObjectType:RegistryObject:RegistryPackage

1 Status attribute value format chasgrom Approved to urn:oasis:names:tc:ebxml
regrep:StatusType:Approved

1 Order of elements change®Name, Description, Slot, Classification, Externalldentifier ordering
becomes Slot, Name, Description, Classification, Externalldentifier.

1 Id attribute is rquired for Classification, Externalldentifier, and Association
The registryObiject attribute is required on the Externalldentifier element.

1 Association Types must be namespace qualified. For detail§ISEE-3: 4.1.6.3Associationtype
formatting.

=

It is the responsibility of the Document Registry actor to translate between version 2.1 and version
formats when returning v2.1 objects in v3.0 query responses.

3.18.4.1.2.2 Sample Query Request
The sample query is included under fheTF-2a:3.18.4.1.3 Egected Actions.

3.18.4.1.2.3 Query Request Parameters i Coding Style

The ebXML Registry stored query facility (Invoke Stored Query transaction) accepts the following
parameters:

T retunTypee 6 Leaf Cl assé6 or O00ObjectRef d

1 Query IDT a UUID from the Stored QugiDs section (Tl TF-2a:3.18.4.1.2.4) below

1 Query Parameteiisas defined in the Query Parameters sectibhT(F-2a:3.18.4.1.2.3.7) below

3.18.4.1.2.3.1 Parameter returnType

Registry Stored Query supports the following values for the parameter rgbernTy
1 ObjectRefi a list of object UUIDs (references)
1 LeafClasg list of XML elements representing the leaf class of the object returned

The 6LeafClassd returnType i s meant for retu
(such as a list of ExhsicObject (XDSDocumentEntry) elements with full contents: slots, external
identifiers, classifications etc.). This type of query result isc@itained, everything known about the
object(s) is returned. The specific query documented in this secsorilzis which object types will be
included. ObjectRef elements are also returned. These represent objects not included in the return
object list that are referenced by objects in the returned object list. These ObjectRefs are optional t
registry sandard version 3.0.

The 'ObjectRef' returnType returns references to the registry objects that match the query. This tyy
query is recommended when the returned object list could be large. An initial query returning
ObjectRefs for all objects of interdsilowed by secondary queries requesting full metadata (query tyj
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LeafClass) is an efficient way to query for large bodies of metadata. This strategy is particularly ea:
use when querying for a single object type (XDSDocumentEntry or XDSSubmissara&atamples)
since only a single object type is involved.

An ObjectRef looks like:
<Object Ref i d=0ur n: uldirb3d4a3e8 a2fl f- &3#etf98427 o/ >

3.18.4.1.2.3.2 Parameter Query ID

This parameter holds the UUID assigned to the query to be invoked. WH@ssigned by this profile
(seelTl TF-2a:3.18.4.1.2.4) to each of the queries defined INNF-2a:3.18.4.1.2.3.7.

3.18.4.1.2.3.3 Date/Time Coding

All Date/time values are to be inclusive, interpreted as:

$XDSDocumentEntryCreationTimeFrom <= XDSDoamEntry.creationTime <
$XDSDocumentEntryCreationTimeTo

for example. The 6Frombé time or the O06Tod tin

3.18.4.1.2.3.4 Coding of Code/Code-Scheme

When specifying a coded value parameter, an abbreviated form of the HL7 V2.5 CE format shall be
used. Only the first (identifier) and third (coding scheme) elements shall be specified. Both are reqt
The second element shall be empty. The HL7 V2.5 length limits shall not apply. The ebRIM limit or
Slot Value size does apply. An example of thisrfar is:

code™codingscheme

This style parameter always accepts multiple values so example codings in context look like:
<Value>('codel1™codingchemel’)</Value>

or
<Value>('codel1™codingchemel’,'code2™ codirsgheme?2')</Value>

within the parameter 6t.

3.18.4.1.2.3.5 Coding of Single/Multiple Values

Single values are coded as

1 123 - without quotes for numbers

T urn:oasis:-nagmespt &t &b u sminsipge:quoepfor stnngsd 6

T €Chi |l e @i asmdledquote is insertéa a string by specifying two single quotes
Within the LIKE predicate

T Underscore (6 _06) matches an arbitrary char
T Percent (6%6) matches an arbitrary string
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Format for multiple values is

T (value, value, value, ¢é) OR
1 (value) if only one value is to be sjieed.

where each value is coded as described above for single values.

When coding multiple values there is a potential conflict between needing to code a long list of valt
and the length restriction imposed by Schema on the size of the value ofalues\element. Slot
values shall never exceed the Scha@ntorced limit. Therefore, the use of multiple Value elements
within the Slot shall be acceptable. Splits may occur only between values, where each Value eleme
surrounded by parentheses. Thiéboleing example shows multiple values, split across multiple Value
elements:

<Slot name="$uuid">
<ValueList>

<Value>('urn:uuid:a96d7366617488a891cee3f37d1f218','urn:uuid: 5655a6806al11dd
bd0b:0800200c9a66")</Value>

<Value>('un:uuid:ae315e820564829a5b4cf9531941f96')</Value>
</ValueList>
</Slot>
This example shall be treated as equivalent to:
<Slot name="$uuid">
<ValueList>

<Value>('urn:uuid:a96d7366617-488a891cee3f37d1f218','urn:uuid: 5655a6806a-11dd
bd0b-0800200c9a66','urn:uuid:ae315e81564829a5b4cf9531941f96")</Value>

</ValueList>
</Slot>
Character comparisons shall be performed in accordance with the rules in 4.2.

And/or semantics for the coding of parameters shall be availaly@omarameters for multialued
metadata elements (such as $XDSDocumentEntryEventCodelList). -Vsllukid parameters shall be
coded in two ways with different interpretations.

A parameter specified as a Slot with multiple values shall be interpietidjanction (OR semantics).

For example:
<rim:Slot name="$XDSDocumentEntryEventCodeList">
<rim:ValueList>
<rim:Value>('a")</rim:Value>
<rim:Value>('b")</rim:Value>
</rim:ValueList>
</rim:Slot>

shall match an XDSDocumentEntry objectiwén eventCodelList attribute containing either 'a’ or 'b'.

The following coding of the parameter shall yield the same results:
<rim:Slot name="$XDSDocumentEntryEventCodeList">
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<rim:ValueList>
<rim:Value>('a','b")</rim:Value>
</rim:ValueList>
</rim:Slot>

A parameter specified as multiple Slots shall be interpreted as conjunction (AND semantics). For

example:
<rim:Slot name="$XDSDocumentEntryEventCodeList">
<rim:ValueList>
<rim:Value>(‘a')</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$XDSDocumentEntryEventCodeList">
<rim:ValueList>
<rim:Value>('b")</rim:Value>
</rim:ValueList>
</rim:Slot>

shall match an XDSDocumentEntry object with an eventCodeList attribute containing both 'a’ and 't

Furthermoe, the following specification of the $XDSDocumentEntryEventCodeList parameter:
<rim:Slot name="$XDSDocumentEntryEventCodeList">
<rim:ValueList>
<rim:Value>('a','b")</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$XDSDocumentEntryEven tCodeList">
<rim:ValueList>
<rim:Value>('c')</rim:Value>
</rim:ValueList>
</rim:Slot>

shall be interpreted as matching a document having eventCode (a OR b) AND c.

3.18.4.1.2.3.6 Valid Document Status Values
The Registry Object status valueselRIM v 3.0 format, used by XDS are:

urn:oasis:names:tc:ebxml - regrep:StatusType:Submitted
urn:oasis:names:tc:ebxml - regrep:StatusType:Approved
urn:oasis:names:tc:ebxmi - regrep:StatusType:Deprecated

If the Document Registry receives in a Registry Stored Ywansaction a value for the
$XDSDocumentEntryStatus parameter that it does not understand then the Document Registry sh:
ignore the value and process the Registry Stored Query transaction as if the not understood value
not specified. This meanisdt if the only value present is one that is not understood an error will be
generated because the $XDSDocumentEntryStatus parameter is required.

3.18.4.1.2.3.6.1 Valid AdhocQueryResponse Status Values

The status attribute of AdhocQueryResponse shall coatee of the following values:

urn:oasis:names:tc:ebxml - regrep:ResponseStatusType:Success
urn:ihe:iti:2007 :ResponseStatusType:PartialSuccess
urn:oasis:names:tc:ebxml - regrep:ResponseStatusType:Failure

SeelTl TF-3:4.1.13 Error Reporting for the interpretem of these values.
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3.18.4.1.2.3.7 Parameters for Required Queries

The sections below document the queries defined in the Query Registry transacti®].[Mese
sections document a collection of Stored Queries. Document Registry actors implenméting t
transaction shall support all queries in this collection and all parameters defined for each query.
Document Consumer actors implementing this transaction shall implement one or more of these qt
as needed to support the use cases it implements.

Note that dollar sign ($) prefix on query parameters is required by ebRS 3.0.

In the query parameter tables below, each row represents a query parameter. Optional parameters
are not included in the query invocation have no affect on the query. Quetuiesregistry objects that
match all the supplied parameters. When multiple values are included for a parameter, objects are
returned that match any included value (within the context of the larger query).

3.18.4.1.2.3.7.1 FindDocuments

Find documents{DSDocumentEntry objects) in the registry for a given patientlD with a matching
6statusdé attribute. The other parameters <can
returned.

Returns: XDSDocumentEntry objects matching the query parameters

Parameter Name Attribute Opt Mult
$XDSDocumentEntryPatientld XDSDocumentEntry. patientld R --
$XDSDocumentEntryClassColle XDSDocumentEntry. classCode | O M
$XDSDocumentEntryTypeCode XDSDocumentEntry.typeCode 0] M

. . XDSDocumentEntry. (0] M

$XDSDocumentEntryPracticeSettingCdde practiceSettingCode

Lower value of (0] --
$XDSDocumentEntryCreationTimeFrom XDSDocumentEntry.

creationTime

Upper value of (0] --
$XDSDocumentEntryCreationTimeTo XDSDocumentEntry.

creationTime

Lower value of (0] --
$XDSDocumentEntryServiceStartTimeFrom XDSDocumentEntry.

serviceStartTime

Upper value of (0] --
$XDSDocumentEntryServiceStartTimeTo XDSDocumentEntry.

serviceStartTime

Lower value of (0] --
$XDSDocumentEntryServiceStopTimeFrom XDSDocumentEntry.

serviceStopTime

Upper value of (0] --
$XDSDocumentEntryServ&StopTimeTo XDSDocumentEntry.

serviceStopTime
$XDSDocumentEntryHealthcareFacilityTypeCdde XDSDocumentEntry. (0] M

Rev. 7.0 Final Tex2010-08-10 100 Copyright © 2A0 IHE International Inc.



2355

2360

2365

IHE IT Infrastructure Technical Framework, Volume 2a (ITFZ&): Transactions Part A

Parameter Name Attribute Opt Mult
healthcareFacilityTypeCode
XDSDocumentEntry. (0] M
$XDSDocumentEntryEventCodel st eventCodelist
e XDSDocumentEntry. (0] M
$XDSDocumentEntryConfidialityCodé confidentialityCoda
$XDSDocumentEntryAuthorPersbn XDSDocumentEntry. author (0] M
$XDSDocumentEntryFormatCotle XDSDocumentEntry. formatCode| O M
$XDSDocumentEntryStatus XDSDocumentEntry. status R M

Shall be coded aceding to specification ifiTl TF-2a:3.18.4.1.2.3.4 Coding of Code/Ce8eheme
3Supports AND/OR semantics as specifiedlihTF-2a:3.18.4.1.2.3.5.

“The value for this parameter is a pattern compatible with the SQL keyword LIKE which allows the
of the following wildcard characters: % to match any (or no) characters and _ to match a single
character. The match shall be applied to the text contained in the Value elements of the authorPer:
Slot on the author Classification (value strings of the authrsdh sulattribute)

3.18.4.1.2.3.7.2 FindSubmissionSets

Find submission sets (XDSSubmissionSet objects) in the registry for a given patientID with matchir
60statusd attribute. The other parametere can
objects returned.

Returns: XDSSubmissionSet objects matching the query parameters

Parameter Name Attribute Opt Mult
$XDSSubmissionSetPatientld XDSSubmissionSet. patientld R
$XDSSubmissionSetSourceld XDSSubmissionSet. sourceld (@] M
$XDSSubmissionS&ubmissionTimeFrom XDSS_ub_mlss_,lonSet. o

submissionTime Lower value
$XDSSubmissionSetSubmissionTimeTo XDSS_ub_mlss_,lonSet. o
submissionTime Upper value
$XDSSubmissionSetAuthorPerson XDSSubmissionSet. authorPersoif O
. XDSSubmissionSet. O M
$XDSSubmissionSetContentType contentTypeCode
$XDSSubmissionSetStatus XDSSubmissionSet. status R M

The value for this parameter is a pattern compatible with the SQL keyword LIKE which allows the
of the following wildcard characters: % to match any (or nojattars and _ to match a single
character. The match shall be applied to the text contained in the Value elements of the authorPer
Slot on the author Classification (value strings of the authorPersesttsildute).

’Shall be coded according to speztion inlTI TF-2a:3.18.4.1.2.3.4 Coding of Code/Ce8eheme
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3.18.4.1.2.3.7.3 FindFolders

Find folders (XDSFolder objects) in the regi
The other parameters can be used to restrict the collemtiDSFolder objects returned.

Returns: XDSFolder objects matching the query parameters

Parameter Name Attribute Opt Mult
$XDSFolderPatientld XDSFolder.patientld R
$XDSFolderLastUpdateTimeFrom XDSFolder. lastUpdateTime ©

lower value
$XDSFolderLatUpdateTimeTo XDSFolder. lastUpdateTime ©

upper bound
$XDSFolderCodeLidt XDSFolder. codeList 0 M
$XDSFolderStatus XDSFolder.status R M

'Shall be coded according to specificationTihTF-2a:3.18.4.1.2.3.4 Coding of Code/Ce8eheme
3SupportsAND/OR semantics as specifiedIifl TF-2a:3.18.4.1.2.3.5.

3.18.4.1.2.3.7.4 GetAll

Get all registry content for a patient given the indicated status, format codes, and confidentiality co

Returns:

1 XDSSubmissionSet, XDSDocumentEntry, and XDSFoldeeabjwith patientld attribute matching
$patientld parameter

9 Association objects with sourceObject or targetObject attribute matching one of the above objec

Parameter Name Attribute Opt Mult

XDSFolder. patientld, R

$patientld XDSSubmissionSet. patientld,
XDSDocumentEntry. patientld

$XDSDocumentEntryStatus XDSDocumentEntry. status R M

$XDSSubmissionSetStatus XDSSubmissionSet. status R M

$XDSFolderStatus XDSFolder. status R M

$XDSDocumentEntryFormatCotle XDSDocumentEntry. formatCode| O M
XDSDocumentEntry. (0] M

$XDSDocumerEntryConfidentialityCode confidentialityCodé

'Supports AND/OR semantics as specifiedlihTF-2a:3.18.4.1.2.3.5.
“Shall be coded according to specificatiodihTF-2a:3.18.4.1.2.3.4 Coding of Code/Ce8eheme

3.18.4.1.2.3.7.5 GetDocuments

Retrieve a collection of XDSDocumentEntry objects. XDSDocumentEntry objects are selected eith
their entryUUID or uniqueld attribute.

Returns: XDSDocumentEntry objects requested

Parameter Name Attribute Opt Mult

$XDSDocumentEntryEntryUID3 XDSDocumentEntry. entryUUID | O' M
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Parameter Name Attribute Opt Mult
$XDSDocumentEntryUniquefd XDSDocumentEntry. uniqueld ot M
$homeCommunityld None o?

'Either $XDSDocumentEntryEntryUUID or $XDSDocumentEntryUniqueld shall be specified. This
transaction shall return an error dth parameters are specified.

>The homeCommunityld value is specified as the home attribute on the AdhocQuery element of th
guery request, as in: <AdhocQuery id=0€é0 hon
shall specify the homeCommunityld ualif they received a value for this attribute as part of the
previous Registry Stored Query response entry which contained the specified EntryUUID or Uniqu
SeelTl TF-2a:3.18.4.1.2.3.8 for more detalils.
Note: A query for a single XDSDocumentEntryigureld can return multiple results. S8¢ TF-3: 4.1.4 under the topic of
Document metadata duplication for explanation.

%f the Stored Query specifies a returnType of LeafClass then the Document Registry actor shall ve
that all requested DocumentBntibjects to be returned will contain the same Patient ID. If this
validation fails an XDSResultNotSinglePatient error shall be returned and no metadata shall be ret:

3.18.4.1.2.3.7.6 GetFolders

Retrieve a collection of XDSFolder objects. XDSFoldejeots are selected either by their entryUUID
or uniqueld attribute.

Returns: XDSFolder objects requested.

Parameter Name Attribute Opt Mult
$XDSFolderEntryuulnB XDSFolder. entryUUID ot M
$XDSFolderUniqueld XDSFolder. uniqueld o' M
$homeCommunityld None 0?

'Either $XDSFolderEntryUUID or $XDSFolderUniqueld shall be specified. This transaction shall re
an error if both parameters are specified.

>The homeCommunityld value is specified as the home attribute on the AdhocQuery element of th
queryequest, as in: <AdhocQuery id=0é0 home=0u
shall specify the homeCommunityld value if they received a value for this attribute as part of the

previous Registry Stored Query response entry which contained théespEaitryUUID or UniquelD.
SeelTl TF-2a:3.18.4.1.2.3.8 for more details.

%f the Stored Query specifies a returnType of LeafClass then the Document Registry actor shall ve
that all requested DocumentEntry objects to be returned will contain thePsdimet ID. If this
validation fails an XDSResultNotSinglePatient error shall be returned and no metadata shall be rets

3.18.4.1.2.3.7.7 GetAssociations

Retrieve Association objects whose sourceObject or targetObject attribute match $uuid.
Returns: Association objects
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Parameter Name Attribute Opt Mult
$uuid None R M
$homeCommunityld None ot

The homeCommunityld value is specified as the home attribute on the AdhocQuery element of th
query request,asikAdhocQuery i d=0é0 home=6upnDoawmeht 1. :
Consumer actors shall specify the homeCommunityld value if they received a value for this attribut
part of the previous Registry Stored Query response entry which contained the specified EntryUUIl
UniquelD. SedTI TF-2a:3.18.4.1.23.8 for more details.

3.18.4.1.2.3.7.8 GetDocumentsAndAssociations

Retrieve a collection of XDSDocumentEntry objects and the Association objects surrounding them.
XDSDocumentEntry objects are selected either by their entryUUID or uniqueld attributes thas
GetDocuments query and GetAssociations query combined into a single query.

Returns:
1 XDSDocumentEntry objects
9 Association objects whose sourceObject or targetObject attribute matches one of the above obj

Parameter Name Attribute Opt Mult
$XDSDaocumentEntryEntryUuUID XDSDocumentEntry. entryUUID | O! M
$XDSDocumentEntryUniquefd XDSDocumentEntry. uniqueld o M
$homeCommunityld None 0?

'Either $XDSDocumentEntryEntryUUID or $XDSDocumentEntryUniqueld shall be specified. This
transaction shall retn an error if both parameters are specified.

*The homeCommunityld value is specified as the home attribute on the AdhocQuery element of th
guery request, as in: <AdhocQuery id=0€é0 hon
shall specify the hmeCommunityld value if they received a value for this attribute as part of the
previous Registry Stored Query response entry which contained the specified EntryUUID or Uniqu
SeelTl TF-2a:3.18.4.1.2.3.8 for more detalils.

%f the Stored Query specifiesreturnType of LeafClass then the Document Registry actor shall verify
that all requested DocumentEntry objects to be returned will contain the same Patient ID. If this
validation fails an XDSResultNotSinglePatient error shall be returned and no metsalbbe returned.

3.18.4.1.2.3.7.9 GetSubmissionSets

Retrieve the XDSSubmissionSet objects used to submit a collection of XDSDocumentEntry and
XDSFolder objects. The XDSDocumentEntry and XDSFolder objects of interest are identified by th
UUIDs in the$uuid parameter.

Selection: XDSSubmissionSet objects are selected because Association objects exist that have:
1 Type HasMember
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9 targetObject attribute containing one of the UUIDs provided in the $uuid parameter
1 sourceObject attribute referencing an XDSSubioisSet object

Returns:

1 XDSSubmissionSet objects described above

9 Association objects described in the Selection section above

Parameter Name Attribute Opt Mult
XDSDocumentEntry. entryUUID R M
$uuid® and
XDSFolder. entryUUID
$homeCommunityld None ot

The homeCommunityld value is specified as the home attribute on the AdhocQuery element of th
query request,asikAdhocQuery i d=0é0 home=0ur nDoowmeht 1. :
Consumer actors shall specify the homeCommunityld value if they received a value &tribute as
part of the previous Registry Stored Query response entry which contained the specified EntryUUII
UniquelD. SedTI| TF-2a:3.18.4.1.2.3.8 for more detalils.

°If the Stored Query specifies a returnType of LeafClass then the DocungsiriRactor shall verify
that all requested Submission Set objects to be returned will contain the same Patient ID. If this
validation fails an XDSResultNotSinglePatient error shall be returned and no metadata shall be ret

3.18.4.1.2.3.7.10 GetSubmissionSetAndContents

Retrieve an XDSSubmissionSet object along with its contents. XDSSubmissionSet objects are sele
either by their entryUUID or uniqueld attribute. The XDSDocumentEntry objects returned shall mat
1 One of the confidentiality codes kst if that parameter is included and

1 One of the format codes listed if that parameter is included

Returns:
1 XDSSubmissionSet object specified in the query

1 Association objects with type HasMember whose sourceObject attribute references the above
XDSSubmisionSet object

1 XDSDocumentEntry and XDSFolder objects referenced by the targetObject attribute of one of tl
above Associations

1 Association object with type HasMember whose sourceObject attribute references an XDSFold
object targeted by the precedingeraind whose targetObject attribute references an
XDSDocumentEntry object also targeted by the preceding rule.

Parameter Name Attribute Opt Mult
$XDSSubmissionSetEntryUUD XDSSubmissionSet. entryUUID | O!
$XDSSubmissionSetUniqueld XDSSubmissionSet.niqueld ot
$XDSDocumentEntryFormatCotle XDSDocumentEntry. formatCode| O M

) . XDSDocumentEntry. (0] M
$XDSDocumentEntryConfidentialityCotle confidentialityCod@
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Parameter Name Attribute Opt Mult

$homeCommunityld None o?

'Either $XDSSubmissionSetEntryUUID or $XDSSubmissionSetUniquedt sa specified. This
transaction shall return an error if both parameters are specified.

’Supports AND/OR semantics as specifiedlihTF-2a:3.18.4.1.2.3.5.

*The homeCommunityld value is specified as the home attribute on the AdhocQuery element of th
guery request, as in: <AdhocQuery id=0é0 hon
shall specify the homeCommunityld value if they received a value for this attribute as part of the
previous Registry Stored Query response entry which contdieexpecified EntryUUID or UniquelD.
SeelTl TF-2a:3.18.4.1.2.3.8 for more details.

“Shall be coded according to specificatioTihTF-2a:3.18.4.1.2.3.4 Coding of Code/Ce8eheme

°If the Stored Query specifies a returnType of LeafClass then the Dot&egistry actor shall verify
that all requested Submission Set, Folder, and DocumentEntry objects to be returned will contain tl
same Patient ID. If this validation fails an XDSResultNotSinglePatient error shall be returned and n
metadata shall be renhed.

3.18.4.1.2.3.7.11 GetFolderAndContents

Retrieve an XDSFolder object and its contents. XDSFolder objects are selected either by their
entryUUID or uniqueld attribute. The XDSDocumentEntry objects returned shall match one of the
confidentiality codesisted if that parameter is included.

Returns:

1 XDSFolder object specified in the query

1 Association objects of type HasMember that have a sourceObject attribute referencing the
XDSFolder object specified in the query

1 XDSDocumentEntry objects referenced hg targetObject attribute of one of the Association
objects specified above

Parameter Name Attribute Opt Mult
$XDSFolderEntryuuID XDSFolder. entryUUID o'
$XDSFolderUniqueld XDSFolder. uniqueld o'
$XDSDocumentEntryFormatColle XDSDocumentEntryformatCode (0] M
$XDSDocumentEntryConfidentialityCotle ?;iggﬁgg?;é%ggy © M
$homeCommunityld None o?

'Either $XDSFolderEntryUUID or $XDSFolderUniqueld shall be specified. This transaction shall re
an error if both parameterssaspecified.

’Supports AND/OR semantics as specifiedlihTF-2a:3.18.4.1.2.3.5.

*The homeCommunityld value is specified as the home attribute on the AdhocQuery element of th
guery request,asikAdhocQuery i d=0€é0 home=0ur nDoomeht 1. :
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Consumer actors shall specify the homeCommunityld value if they received a value for this attribut
part of the previous Registry Stored Query response entry which contained the specified EntryUUII
UniquelD. SedTl TF-2a:3.18.4.1.2.3.8 for more thls.

“Shall be coded according to specificatioTihTF-2a:3.18.4.1.2.3.4 Coding of Code/Ce8eheme

°If the Stored Query specifies a returnType of LeafClass then the Document Registry actor shall ve
that all requested Folder, and DocumentEnbjgcts to be returned will contain the same Patient ID. If
this validation fails an XDSResultNotSinglePatient error shall be returned and no metadata shall be
returned.

3.18.4.1.2.3.7.12 GetFoldersForDocument

Retrieve XDSFolder objects that contain the XI»8umentEntry object provided with the query.
XDSDocumentEntry objects are selected either by their entryUUID or uniqueld attribute.

Returns: XDSFolder objects that contain specified XDSDocumentEntry object. More specifically, fo
each Association object type HasMember that has a targetObject attribute referencing the target
XDSDocumentEntry object, return the object referenced by its sourceObject if it is of type XDSFold

Parameter Name Attribute Opt Mult
$XDSDocumentEntryEntryUUID XDSDocumentEntryentryUUID o'
$XDSDocumentEntryUniqueld XDSDocumentEntry. uniqueld o'
$homeCommunityld None o?

'Either $XDSDocumentEntryEntryUUID or $XDSDocumentEntryUniqueld shall be specified. This
transaction shall return an error if both parameterspaeifeed.

>The homeCommunityld value is specified as the home attribute on the AdhocQuery element of th
guery request, as in: <AdhocQuery id=0€é0 hon
shall specify the homeCommunityld value if they receiae@lue for this attribute as part of the
previous Registry Stored Query response entry which contained the specified EntryUUID or Uniqu
SeelTl TF-2a:3.18.4.1.2.3.8 for more detalils.

Note: A query for a single XDSDocumentEntry.uniqueld can returtipleiresults. Se€l'l TF-3: 4.1.4 under the topic of
Document metadata duplication for explanation.

3.18.4.1.2.3.7.13 GetRelatedDocuments

Retrieve XDSDocumentEntry objects that are related to the specified document via Association ob
Also return theAssociation objects. The specified document is designated by UUID or uniqueld. Th
query shall return

1 Association objects where:

1 The sourceObiject attribute OR the targetObject attribute references the specified
document AND

1 Both sourceObject attributend targetObject attribute reference documents AND

1 The associationType attribute matches a value included in the $AssociationTypes
parameter
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1 XDSDocumentEntry objects referenced by the targetObject attribute OR the sourceObiject attrik
of an Associatiombject matched above.

Note: A side effect of the query is that the specified document is returned in the results if at least one Associatitetis ret

Note: A side effect of this query is that if the document specified by the $XDSDocumentEntryUUID or
$XDSDocumentEntryUniqueld parameters has no associations linking it to other documents, then no documents and
associations are returned.

SeelTl TF-3: 4.1.6 Document Relationships and Associations for background.
Returns: Association objects and relat¥®SDocumentEntry objects
Given : An XDSDocumentEntry object and a collection of association types.

Parameter Name Attribute Opt Mult
$XDSDocumentEntryEntryUUID XDSDocumentEntry. entryUUID o
$XDSDocumentEntryUniqueld XDSDocumentEntry. uniqueld o'
$AssociationTypes Not a named attribute R M
$homeCommunityld None o?

'Either $XDSDocumentEntryEntryUUID or $XDSDocumentEntryUniqueld shall be specified. This
transaction shall return an error if both parameters are specified.

>The homeCommunityld alue is specified as the home attribute on the AdhocQuery element of the
guery request, as in: <AdhocQuery id=0€é0 hon
shall specify the homeCommunityld value if they received a value for this attribute a$ thar

previous Registry Stored Query response entry which contained the specified EntryUUID or Uniqu
SeelTl TF-2a:3.18.4.1.2.3.8 for more details.

Note: A query for a single XDSDocumentEntry.uniqueld can return multiple resultsTISEe-3: 4.14 under the topic of
Document metadata duplication for explanation.

3.18.4.1.2.3.8 Use of homeCommunityld

The Registry Stored Query makes use of the homeCommunityld which is a globally unique identifie
a community and is used to obtain the Web Sesvitelpoint of services that provide access to data in
that community. homeCommunityld is structured as an OID limited to 64 characters and specified
URI syntax, for example the homeCommunityld of 1.2.3 would be formattedhasd:1.2.3

Its use is afollows:

1 Itis returned within the response to Registry Stored Query transactions to indicate the
association of a response element with a community. It is specified as the ebRIM 'home' attt
within the ExtrinsicObject, RegistryPackage and ObjectiRehents. Document Consumers
process the value as an opaque unique identifier.

1 Itis an optional parameter to Registry Stored Query requests, not requiring a patient id
parameter, and Retrieve Document Set requests to indicate which community to direct the
request.

For stored queries which do not require the patient id as a parameter , meaning query by EntryuUu
UniquelD:
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If the Document Consumer received the EntryUUID or uniquelD in a previous Registry Store
Query response which contained a homeComiylgip then the Document Consumer shall
specify the homeCommunityld parameter.

The homeCommunityld value is specified as the home attribute on the AdhocQuery elemen
the query request, as in:
<AdhocQuery id=0é0 home=ourn:oid:1.2.30 &€

Each query requst can have at most one homeCommunityld value. If the Document Consun
specifies multiple entryUUID or uniquelD values they must all be associated with the same
homeCommunityld value. Multiple individual query requests can be used to retrieve data
asso@ted with different homeCommunitylds.

3.18.4.1.2.4 Stored Query IDs

The standard XDS queries are assigned the following Query IDs. These IDs are used in the
AdhocQueryRequest to reference queries stored on the Document registry actor. Query IDs dPe in
format (RFC4122). An error shall be returned when an unsupported stored query ID is received.

1

il
2575

il
2580
2585

Note: This query mechanism can be extended by adding a query by allocating a Query ID, defining query parameters, and

implementing the query in the Document Réy.

Query Name Query ID

FindDocuments urn:uuid:14d4debf - 8f97 - 4251-9a74-
a90016b0afod

FindSubmissionSets urn:uuid:f26abbcb -ac’74 - 4422 - 8a30 -
edb644bbcla9

FindFolders urn:uuid:958f3006 - baad - 4929 - a4de -
ff1114824431

GetAll urn:uuid:10b545ea - 725c - 446d - 9b95 -
8aeb444eddf3

GetDocuments urn:uuid:5c4f972b - d56b - 40ac - a5fc -
c8ca%bh40b9d4

GetFolders urn:uuid:5737b14c - 8ala- 4539 - b659 -
e03a34abeled

GetAssociations urn:uuid:a7ae438b -4bc2 - 4642 - 93e9 -
be891f7bb155

GetDocumentsAndAssociations urn:uuid:bab9529a -4al10- 40b3 - a01f -
f68a615d247a

GetSubmissionSets urn:uuid:51224314 -5390-4169- 9b91 -
b1980040715a

GetSubmissionSetAndContents urn:uuid:e8e3cb2c - e39c - 46b9 - 99¢e4 -
c12f57260b83

GetFolderAndContents urn:uuid:b909a503 -523d- 4517 - 8acf -
8e5834dfc4c7

GetFoldersForDocument urn:uuid:10  cae35a - c7f9 - 4cf5 - bble-
fc3278ffb578

GetRelatedDocuments urn:uuid:d90e5407 - b356 - 4d91 - a89f -
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Query Name Query ID

873917b4b0e6

3.18.4.1.2.5 Intentionally Left Blank

3.18.4.1.2.6 Managing Large Query Responses

EbXML version 3.0 supports query results pagination (ebRS versiah&mer 6.2)The interactions
between the stored query capability and the query results pagination capability within the standard
never been reconciled and are not recommended for use together. It is recommended instead that
pagination be implaented within the Document Consumer actor.

This can be accomplished by specifying retur
of references (UUIDs) instead of full objects (large XML structures). This is practical for queries
returningthousands of objects. To construct a page for display, a small number of objects can be
retrieved through a second query. This is repeated for each page. As an example, the following se:
of queries could be used to list a large number of documents:

T FndDocuments query with returnType=00bj ect
(UUIDs)

T Get Documents query with returnType=oLeaf ClI
UUIDs which returns the details to construct one page ofdistin

OR

Get Document sAndAssocations query with return
returned UUIDs which returns the details to construct one page of listing. By retrieving the Associa
objects, the existence of document replacememsfivtamation, and ammedment can be included into
the display.

3.18.4.1.2.7 Web Services Transport

The query request and response will be transmitted using Web Services, according to the requirern
specified inlTI TF-2x: Appendix V. The specific valuesrfthe WSDL describing the Stored Query
Service are described in this section.

The Document Registery actor shall accept a Registry Stored Query Request formatted as a SIMP
SOAP message and respond with a Registry Stored Query Response formatted dEaSENiP
message. The Document Consumer actor shall generate the Registry Stored Query Request forme
a SIMPLE SOAP message and accept a Registry Stored Query Response formatted as a SIMPLE
message.

IHE -WSP201) The attribute /wsdl.definitions/@nane s hal | be ADocument R
The following WSDL naming conventions shall apply:

wsdl:definitions/@name=" DocumentRegistry

query message ->" Registry StoredQuery _Message"

query response ->" Registry StoredQuery _Response _Message"

portType ->" DocumentRegistry _PortType"

Rev. 7.0 Final Tex2010-08-10 110 Copyright © 2A0 IHE International Inc.



2625

2630

2635

2640

2645

2650

2655

2660

2665

2670

2675

IHE IT Infrastructure Technical Framework, Volume 2a (ITFZ&): Transactions Part A

operation ->" Registry StoredQuery
SOAP 1.2 binding ->" DocumentRegistry _Binding_Soap12"
SOAP 1.2 port ->" DocumentRegistry _Port_Soapl2"

IHE-WSP202) The target Namespace of -bPOB&OWSDL s

These are the requirements for the Registry Stored Query transaction presented in the order in whi
they would appear in the WSDL definition:

1 The following types shall be imported (xsd:import) in the /definitions/types section:

1 namespace=" urn:oasismes:tc:ebxmtegrep:xsd:query:3.0",
schemalocation="query.xsd"

1 The /definitions/message/part/@element attribute of the Registry Stored Query Request
message s hal dquenpAehocQedryRegeedt as

1 The /definitions/message/part/ @element attributbh®Registry Stored Query Response
message shall be defined as fAquery: Adho

1 The /definitions/portType/operation/input/@wsaw:Action attribute for the Registry Stored
Query Request mes s argiee:iti20®0Z:RegistrpStoredQeyd i n e d

1 The /definitions/portType/operation/output/ @wsaw:Action attribute for the Registry Store
Query Response message shall be defined as
fiurn:ihe:iti:2007:RegistryStoredQueryRespanse

1 The /definitions/binding/operation/soapl2:operation/@soapAction atrghduld be
d e f i nwrdihe#i:2007iRegistryStoredQuéry

The following WSDL fragment shows an example of Registry Stored Query transaction definition:

<?xml version="1.0" encoding="utf - 8"?>
<definitions >
<types >
<xsd:schema elementFormDef ault ="qualified " targetNamespace ="urn:ihe:iti:xds - b:2007 ">
<xsd:import
namespace =" urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0
schemalocation ="schemal\ query.xsd "/>

</ xsd:schema >

</ types >
<message name=" RegistryStoredQuery_Message ">
<documentation = >Registry Stored Query </ documentation >

<part name="body" element ="query:AdhocQueryRequest "/>

</ message >

<message name=" RegistryStoredQueryResponse_Message ">
<documentation >Registry Stored Query Response </ documentation >
<part name="body" element ="query:AdhocQueryResponse "/>

</ message >

<portType name="DocumentRegistry _PortType ">
<operation name=" DocumentRegistry_  RegistryStoredQuery ">
<input message =" ihe:RegistryStoredQuery_Message "
wsaw:Action =" urn:ihe:iti:2007:Registr yStoredQuery "/>
<output message =" ihe:RegistryStoredQueryResponse_Message
wsaw:Action =" urn:ihe:iti:2007:RegistryStoredQueryResponse ">
</ operation >

</ BortType >
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</ definitions >

A full WSDL for the Document Repository and Document Regiattors is found Tl TF-2x:
Appendix W.

3.18.4.1.2.7.1 Sample SOAP Messages

The samples in the following two sections show a typical SOAP request and its relative SOAP resg
The sample messages also show theAtl@ressing headers <a:Action/>, <abbagelD/>,

<a: Repl y To/ sAddressindihealers aWd populated according ttHBdTI TF-2x:

Appendix V: Web Services for IHE Transactioii$ie body of the SOAP message is omitted for brevit
in a real scenario the empty element will be populaii#id the appropriate metadata.

Samples presented in this section are also available online on the IHE FTP $iteT&e2x: Appendix
W.

3.18.4.1.2.7.1.1 Sample Registry Stored Query SOAP Request

<s:Envelope  xmins:s =" http://www.w3.0rg/2003/05/soap -envelo pe"
xmins:a =" http://www.w3.0rg/2005/08/addressing ">
<s:Header >
<a:Action s:mustUnderstand =" 1"> urn:ihe:iti:2007:RegistryStoredQuery </ a:Action >
<a:MessagelD >urn:uuid:defl19ad -dc13-49cl - a3c7 - e3742531f9b3 </ a:MessagelD >
<a:ReplyTo s:mustUnderstand="1" >>
<a:Address >http://www.w3.0rg/2005/08/addressing/anonymous </ a:Address >
</ a:ReplyTo >
<a:To >http://localhost/service/[HEXDSRegistry.svc </ aTo >
</ s:Header >
<s:Body >
<query:AdhocQueryRequest
xmlins:query="urn:oasis:names:tc:ebxml - regrep:xsd:query:3 .0"
xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0"
xmins:rs="urn:oasis:names:tc:ebxml - regrep:xsd:rs:3.0">
<query:ResponseOption returnComposedObjects="true" returnType="LeafClass"/>
<rim:AdhocQuery id=" urn:uuid:14d4debf - 8f97 - 4251 - 9a74 - a90016b0afod ">

<rim:Slot name="$XDSDocumentEntryPatientld">
<rim:ValueList>

<rim:Value> 6st3498702""&amp;1.3.6.1.4.1.21367.2005.3.7&amp;|SO O6</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$XDSDocumentEntryStatus">
<ri m:ValueList>
<rim:Value>('urn:oasis:names:tc:ebxml
regrep:ResponseStatusType:Approved')</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$XDSDocumentEntryCreationTimeFrom">
<rim:ValueList>
<rim:Value>200412252300</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$XDSDocumentEntryCreationTimeTo">
<rim:ValueList>
<rim:Value>200501010800</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$XDSDocumentEntryHealthcareFacilityTypeCode">
<rim:ValueList>
<rim:Value>(6Emergency Departmentd)</rim:Va
</rim:ValueList>
</rim:Slot>
</rim:AdhocQuery>
</query:AdhocQueryRequest>
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</ s:Body >

</ s:Envelope >

3.18.4.1.2.7.1.2 Sample Registry Stored Query SOAP Response

<s:Envelope  xmins: s=" http://www.w3.0rg/2003/05/soap - envelope "
xmins:a =" http://www.w3.0rg/2005/08/addressing ">
<s:Header >
<a:Action  s:mustUnderstand =" 1"> urn:ihe:iti:2007:RegistryStoredQueryResponse </ a:Action >
<a:RelatesTo >urn:uuid:defl19ad - dc13-49cl - a3c7 - e3742531f9b3 </ a:RelatesTo >
</ s:Header >
<s:Body >
<query:AdhocQueryResponse xmins:query =" urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0 ">
</ s:Body >

</ s:Envelope >

3.18.4.1.3 Expected Actions

The Document Registry actor shall

1.
2.

Accept a parameterized query in an Adhoa@Request message

Verify the required parameters are included in the request. Additionally, special rules
documented in the above section OParan

Errors shall be returned for the following conditions:
1 Unknown qery ID (error code XDSUnknownStoredQuery)
1 Required parameter missing (error code XDSStoredQueryParamNumber)

SeelTl TF-3: 4.1.13 Error Reporting for additional error codes and general informatior
on formating error responses.

Retrieve the internal implemegtion template of the query based on the Query ID
supplied in the query request. Substitute appropriate parameters as indi¢atad-in
2a:3.18.4.1.2.3.7 Parameters for Required Queries and execute the query.

1 The Document Registry shall accept thenle€ommunityld value if it is specified in
a Registry Stored Query request.

1 If a patient identifier specified as a parameter to the query is unknown to the
Document Registry it shall return a sucessful response with no elements.

Return XML formatted metadain an AdhocQueryResponse message.

1 The Document Registry may specify the homeCommunitylD attribute on any
appropriate el ements The homeCommu
attribute specified in the ebRIM standard. For more information on
homeCommunityld se€ll TF-2a:3.18.4.1.2.3.8 . The elements that may include the
home attribute are:

T I'f returntype=oLeafClasso the Extri
shall contain the home attribute.

T I'f returnType=00bj e c tska#h dontaintthe bom®© b j e c
attribute

This transaction may return both errors and results in an AdhocQueryResponse message. To d
the returned AdhocQueryResponse message would contain both a RegistryObjectList element
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RegistryErrorList element. Sé¢€l TF-3: 4.1.13 for additional details on formatting of error
responses.

3.18.4.1.3.1 Sample Query Request

This example query specifies:

The FindDocuments query (id attribute of AdhocQuery element)
patientID st3498702/"&1.3.6.1.4.1.21367.2005.3.7&ISO
Return Approved documents only

Time range (creation time) 200412252300 to 200501010800

1 Healthcare Facility Type Code of Emergency Department

= =4 4 A

Note that ebRS 3.0 specifies the use of Slot to specify name/value(s) pairs as parameters to a Stol
Query.

Note: qiery parameter names are highlighted for readability.

<query:AdhocQueryRequest

xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmlins:query="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0"
xmlins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0"
xmins:rs="urn:oasis:names:tc:ebxml - regrep:xsd:rs:3.0">
<query:ResponseOption returnComposedObjects="true" returnType="LeafClass"/>
<rim:AdhocQuery id="urn:uuid:14d4debf - 8f97 - 4251 - 9a74 - a90016b0af0d">
<rim:Slot name="$ XDSDocumentEntryPatientld ">

<rim:ValueList>
<rim:Value>06st3498702"""&amp;1.3.6.1.4.1.21367.2005.3. 7&amp; |
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$ XDSDocumentEntryStatus ">
<rim:ValueList>

<rim:Value>(' urn:oasis:names:tc:ebxml - regrep:StatusType:App roved ‘)</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$ XDSDocumentEntryCreationTimeFrom ">

<rim:ValueList>
<rim:Value>200412252300</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$ XDSDocumentEntryCreationTimeTo ">
<rim:ValueList>
<rim:Value>200501010800</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="$ XDSDocumentEntryHealthcareFacilityTypeCode ">
<rim:ValueList>
<rim:Value>(06Emergency Departmentd)</rim:Value>
</rim:ValueList>
</rim:Slo  t>
</rim:AdhocQuery>
</query:AdhocQueryRequest>

The following example shows a get documents query for XDSDocumentEntry objects for a specifie
of entryUUIDs (urn:uuid:aff992228e34812bc71-c410b2860e18, urn:uuid:aff99228e34812bc71-
c410b2860elurn:uuid:aff9922218e34812bc71-c410b2860e20) and corresponding
homeCommunityld value (urn:oid:1.2.3):
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<query: AdhocQuer yRequest ¢é >

2830 <query:ResponseOption returnComposedObjects="true"
returnType="LeafClass"/>
<rim:AdhocQuery id=" urn:uuid:5c4f972 b- d56b - 40ac - ab5fc - c8ca9b40b9d4 "

home=0ourn:oid:1.2. 30

<rim:Slot name="$ ~ XDSDocumentEntryEntryUUID-
2835 <rim:ValueList>
<rim:Value>

( urn:uuid:aff9922218e34812bc71-c410b2860e18,
A u ouid:aff9922218e34812bc7c 4 1 0b 286 0e 190,

fiurn:uuid:aff9922218e34812bc71-c410b2860e2D)
2840 </rim:Value>
</rim:ValueList>
</rim:Slot>
</rim:AdhocQuery>

</query:AdhocQueryRequest>
2845 query QueryReq

3.18.4.1.3.2 Intentionally Left Blank

3.18.4.1.3.3 Sample Query Response

This sample query response corresponds to the above query. Note that the query response messa

coded in version 3.0 ebRIM and ebRS. This sample response and the ebXML Registry version 3.0
2850 schema files@ available online. The Implementation Guide found at

http://wiki.ihe.net/index.php?title=ITI_Implementation_Guide contains such supplemental material.

<?xml version="1.0" encoding="UTF -8"?>
<AdhocQueryResponse
2855 xmins:xsi="http://www.w3.0rg/2001/XMLSc hema- instance”
xsi:schemal.ocation="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0
file:/Users/bill/lRegSchema/V3.0/query.xsd"
xmins="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0"
xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0"
2860 status="urn  :oasis:names:tc:ebxml - regrep:ResponseStatusType:Success">

<rim:RegistryObjectList>
<rim:ExtrinsicObject

xmlns:g="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0"
xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0"
2865 id="urn:uuid:08a15a6f - 5bda- 42de - 895 - 89474f83abdf"

isOpaque="false"
mimeType="text/xml"

objectType="urn:uuid:7edca82f - 054d - 47f2 - a032 - 9b2a5b5186¢1"
status="urn:oasis:names:tc:ebxml - regrep:StatusType:Approved">
2870 <rim:Slot name="URI">
<rim:ValueList>
<rim:Value>http://localhost:8080/XDS/Repository/08al5a6f - Bbda- 42de - 8f95 -

89474f83abdf.xml</rim:Value>
</rim:ValueList>
2875 </rim:Slot>
<rim:Slot name="authorlInstitution">
<rim:ValueList>
<rim:Value> Some Hospital""\\\1\] 2.3.4.5.6.7.8.9.1789 .45 </rim:Value>
</rim:ValueList>
2880 </rim:Slot>
<rim:Slot name="creationTime">
<rim:ValueList>
<rim:Value>200412261119</rim:Value>
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</rim:ValueList>
</rim:Slot>
<rim:Slot name="hash">
<rim:ValueList>
<rim:Value>4cf4  f82d78b5e2aac35c31bca8cb79fe6bd6adle</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="languageCode">
<rim:ValueList>
<rim:Value>en - us</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="serviceStartTime">
<rim: ValueList>
<rim:Value>200412230800</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="serviceStopTime">
<rim:ValueList>
<rim:Value>200412230801</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="size">
<rim :ValueList>
<rim:Value>54449</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="sourcePatientld">
<rim:ValueList>
<rim:Value>jd12323"*wsh</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Slot name="sourcePatientInfo">
<rim:ValueList>
<rim:Value>PID - 3|pid1**domain</rim:Value>
<rim:Value>PID - 5|Doe”John™</rim:Value>
<rim:Value>PID - 7|19560527</rim:Value>
<rim:Value>PID - 8|M</rim:Value>
<rim:Value>PID - 11|100 Main St*™Metropolis*I*"44130"USA</r im:Value>
</rim:ValueList>
</rim:Slot>
<rim:Name>
<rim:LocalizedString charset="UTF - 8" value="Sample document 1" xml:lang="en - us"/>
</rim:Name>
<rim:Description/>
<rim:Classification

classificationScheme="urn:uuid:41a5887f - 8865 - 4c09 - adf7 - €362475b143a"
classifiedObject="urn:uuid:08al15a6f - 5bda- 42de - 8f95 - 89474f83abdf"

id="urn:uuid:ac872fc0 - 1c6e - 439f - 84d1 - f76770a0ccdf"

nodeRepresentation="Education"

objectType="Urn:oasis:names:tc:ebxml - regrep:ObjectType:Regis tryObject:Classification">

<rim:Slot name="codingScheme">
<rim:ValueList>
<rim:Value>Connect - a- thon classCodes</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Name>
<rim:LocalizedString charset="UTF - 8" value="Education" xml:| ang="en - us"/>
</rim:Name>
<rim:Description/>
</rim:Classification>
<rim:Classification

classificationScheme="urn:uuid:f4f85eac - e6ceb - 4883 - b524 - f2705394840f"
classifiedObject="urn:uuid:08a15a6f - 5bda- 42de - 8f95 - 89474f83abdf"

id= "urn:uuid:f1a8c8e4 - 3593- 4777 - b7e0- 8b0773378705"

nodeRepresentation="C"

objectType="Urn:oasis:names:tc:ebxml - regrep:ObjectType:RegistryObject:Classification">

<rim:Slot name="codingScheme">
<rim:ValueList>
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<rim:Value>Connect - a- tho n confidentialityCodes</rim:Value>
</rim:ValueList>

2955 </rim:Slot>
<rim:Name>
<rim:LocalizedString charset="UTF - 8" value="Celebrity" xml:lang="en - us"/>
</rim:Name>
<rim:Description/>
2960 </rim:Classification>
<rim:Classification
classificationScheme="urn:uuid:a09d5840 - 386¢ - 46f2 - b5ad - 9c3699a4309d"
classifiedObject="urn:uuid:08a15a6f - 5bda- 42de - 8f95 - 89474f83abdf"
id="urn:uuid:b6e49c73 - 96¢8 - 4058 - 8¢c95 - 914d83bd262a"
2965 nodeRepresentation="CDAR2/IHE 1.0"
objectTy pe="Urn:oasis:names:tc:ebxml - regrep:ObjectType:RegistryObject:Classification">

<rim:Slot name="codingScheme">
<rim:ValueList>
<rim:Value>Connect - a- thon formatCodes</rim:Value>
2970 </rim:ValueList>
</rim:Slot>
<rim:Name>
<rim:Lo calizedString charset="UTF - 8" value="CDAR2/IHE 1.0" xml:lang="en - us"/>
</rim:Name>
2975 <rim:Description/>
</rim:Classification>
<rim:Classification

classificationScheme="urn:uuid:f33fb8ac - 18af - 42cc - aeOe - edObObdbh91e1"
classifiedObject= "urn:uuid:08al15a6f - 5bda- 42de - 8f95 - 89474f83abdf"
2980 id="urn:uuid:61e2b376 - d74a- 4984 - ac21 - dcd0b8890fad"
nodeRepresentation="Emergency Department"
objectType="Urn:oasis:names:tc:ebxml - regrep:ObjectType:RegistryObject:Classification">
<rim:S lot name="codingScheme">
<rim:ValueList>
2985 <rim:Value>Connect - a- thon healthcareFacilityTypeCodes</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Name>
<rim:LocalizedString charset="UTF - 8" value="Assisted Living" xml:lang="en - us'"/>
2990 </rim:Name>

<rim:Description/>
</rim:Classification>
<rim:Classification
classificationScheme="urn:uuid:cccf5598 - 8b07 - 4b77 - a05e - ae952c785ead"

2995 classifiedObject="urn:uuid:08a15a6f - 5bda- 42de - 8f95 - 89474f83abdf"
id="urn:uuid:fb76 77c5 - c42f - 485d- 9010 - dce0f3cd4ad5”
nodeRepresentation="Cardiology"
objectType="Urn:oasis:names:tc:ebxml - regrep:ObjectType:RegistryObject:Classification">

<rim:Slot name="codingScheme">

3000 <rim:ValueList>

<rim:Value>Connect - a-thon pra cticeSettingCodes</rim:Value>
</rim:ValueList>
</rim:Slot>
<rim:Name>
3005 <rim:LocalizedString charset="UTF - 8" value="Cardiology" xml:lang="en - us'"/>
</rim:Name>
<rim:Description/>
</rim:Classification>
<rim:Classification

3010 classificationScheme="urn:uuid:f0306f51 - 975f - 434e - ablc - c59651d33983"
classifiedObject="urn:uuid:08a15a6f - 5bda- 42de - 8f95 - 89474f83abdf"
id="urn:uuid:0a8a8ed9 - 8be5- 4a63 - 9b68 - a511ladee8ed5”
nodeRepresentation="34098 -4"
objectType="Urn:oa sis:names:tc:ebxml - regrep:ObjectType:RegistryObject:Classification">

3015 <rim:Slot name="codingScheme">

<rim:ValueList>
<rim:Value>LOINC</rim:Value>
</rim:ValueList>
</rim:Slot>

3020 <rim:Name>

<rim:LocalizedString
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charset=" UTF 8"
value="Conference Evaluation Note" xml:lang="en - us"/>
</rim:Name>
3025 <rim:Description/>
</rim:Classification>
<rim:Externalldentifier

id="urn:uuid:db9f4438 - ffff - 435f - 9d34 - d76190728637"
registryObject="urn:uuid:08al15a6f - 5bda- 42de - 8f95 - 89474f83abdf"
3030 identificationScheme="urn:uuid:58a6f841 - 87b3- 4a3e - 92fd - a8ffeffo8427"

objectType="Externalldentifier"
value="st3498702"\"&amp;1.3.6.1.4.1.21367.2005.3.7&amp;|SO">
<rim:Name>
<rim:LocalizedString
3035 charset="UTF -8"
value="XDSDocumentEntry.patientld"
xml:lang="en - us"/>

</rim:Name>
<rim:Description/>
3040 </rim:Externalldentifier>
<rim:Externalldentifier
id="urn:uuid:c3fcbf0e - 9765 - 4f5b - abaa - b37ac8ff05a5"
registryO  bject="urn:uuid:08al5a6f - 5bda- 42de - 8f95 - 89474f83abdf"
identificationScheme="urn:uuid:2e82c1f6 - a085- 4c72 - 9da3 - 8640a32e42ab"
3045 objectType="Externalldentifier"

value="1.3.6.1.4.1.21367.2005.3.99.1.1010">
<rim:Name>

<rim:LocalizedStrin g
charset="UTF - 8"
3050 value="XDSDocumentEntry.uniqueld"
xml:lang="en - us"/>
</rim:Name>

<rim:Description/>
</rim:Externalldentifier>

3055 </rim:ExtrinsicObject>
<rim:ObjectRef xmIns:q="urn:oasis:names:tc:ebxml - regrep:xsd:query: 3.0"
xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0" id="urn:uuid:41a5887f - 8865 - 4c09 - adf7 -
e362475b143a"/>
<rim:ObjectRef xmIns:q="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0"
3060 xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0" id="urn:uuid: f4f85eac - e6cb - 4883 - b524 -
f2705394840f"/>
<rim:ObjectRef xmIns:g="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0"
xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0" id="urn:uuid:a09d5840 - 386¢ - 46f2 - b5ad -
9c3699a4309d"/>
3065 <rim:ObjectRef xmIns:q="urn:oasi s:names:tc:ebxml - regrep:xsd:query:3.0"
xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0" id="urn:uuid:f33fb8ac - 18af - 42cc - aele -
edObObdb9lel"/>
<rim:ObjectRef xmIns:q="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0"
xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0" id="urn:uuid:cccf5598 - 8b07 - 4b77 - a05e -
3070  ae952c785ead"/>
<rim:ObjectRef xmIns:g="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0"
xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0" id="urn:uuid:f0306f51 - 975f - 434e- ablc -
€59651d33983"/>
<rim:ObjectRef xmIns:g="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0"
3075 xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0" id="urn:uuid:58a6f841 - 87b3- 4a3e- 92fd -
asffeffo8427"/>
<rim:ObjectRef xmIns:q="urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0"
xmins:rim="urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0" id="urn:uuid:2e82c1f6 -a085-4c72-9da3-
8640a32e42ab"/>
3080 </rim:RegistryObjectList>

</AdhocQueryResponse>

The foll owing query response is the same as
homeCommunityld attribute specified, in bold for readability. Subsequent requests specifying
entryUUID ofurn:uuid:08a15a6f - 5b4a- 42de - 8f95 - 89474f83abdf  or uniquelD of

3085 1.3.6.1.4.1.21367.2005.3.99.1.1010 shall include the homeCommunityld value of urn:oid3.i2.
the query.
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<?xml version="1.0" encoding="UTF - 8"?>
<AdhocQueryResponse ... status="Success">

3090 <rim:RegistryObjectList>

<rim: ExtrinsicObject ¢é i d-="-bbdar42derBfe5: -8B ABIadE f

isOpaque="false" mimeType="text/xml" object Type="urn:uuid:7edca82f - 054d- 47f2 - a032 -
9b2a5b5186¢1" status="urn:oasis:names:tc:ebxml - regrep:StatusType:Approved"
home=ourn:oid:21.2.30

3095
é

<rim:Externalldentifier id="urn:uuid:c3fcbfOe - 9765 - 4f5b - abaa-
b37ac8ff05a5" registryObject="urn:uuid:08al 5a6f - 5b4da- 42de - 8f95 - 89474f83abdf"
3100 identificationScheme="urn:uuid:2e82c1f6 - a085 - 4¢72 - 9da3 - 8640a32e42ab"
objectType="Externalldentifier" value="1.3.6.1.4.1.21367.2005.3.99.1.1010">
<rim:Name>
<rim:LocalizedString charset="UTF - 8"
value="XDSDocumentEntry.uniqueld" xml:lang="en -us'"/>
3105 </rim:Name>
<rim:Description/>
</rim:Externalldentifier>
</rim:ExtrinsicObject>
</rim:RegistryObjectList>
3110 </AdhocQueryResponse>

3.18.4.1.3.4 Intentionally Left Blank

3.18.4.1.3.5 Basic Patient Privacy Enforcement Option

If the Basic Patient Privacy Enforcement Option is implemented:

3115 1. All Document Consumer Actors may provide a list of confidentialityCode in XDS Registry
Stored Query Transaoti and the XDS Registry will return only document that have at least o
matching confidentialityCode. In this way documents without at least one of the requested ci
will not be returned.

2. The Document Consumer actor shall be able to be configuredhsifPatient Privacy Policies,
3120 Patient Privacy Policy Identifiers (OIDs) and associated information necessary to understan
enforce the XDS Affinity Domain Policy. The details of this are product specific and not
specified by IHE.

3. The Document Consumsehall not allow access to documents for which the Document
Consumer does not understand at least one of the confidentialityCode returned. This assure
3125 a Document Consumer will not improperly handle documents with confidentialityCode that n
be morerestrictive than the Document Consumer is configured to support.

4. The Document Consumer actor shall abide by the XDS Affinity Domain Policies representec
the confidentialityCode in the metadata associated with the document. The Document Cons
actor lkely will have user access controls or business rule capabilities to determine the detal

3130 how confidentiality codes apply to query results. The details of this are product specific and
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specified by IHE. These rules shall reduce the query resuwtdydhose that are appropriate to
the current situation for that actor and user.

5. Note: The Registry is already required to return only documents that match the requested
confidentialityCode (filter) indicated in the Registry Stored Query.

6. Note: Produd implementing the Registry Actor may be able to further filter Registry Stored
Query results through looking at all the Patient Privacy Acknowledgement Documents regist
for the patient that have the availabilityStatus of Approved and for which haegpiced.

3.18.4.1.3.6 Basic Patient Privacy Proof Option

If the Basic Patient Privacy Consents Proof Option is implemented:

1. The Document Consumer actor shal/l be capa
Acknowledgement Documents in the XDS iaffty Domain. This query should be done by
document class so as to catch both formats of document (Consent). The Document Consun
actor shall be capable of recognizing the eventCodeList from the resulting XDS Metadata. T
is no required handling of Rant Privacy Consent Acknowledgement Document XDS Metadat
There is no requirement for the Document Consumer to retrieve the Patient Privacy
Acknowledgement Document content.

3.18.5 Security Considerations

Relevant XDS Affinity Domain Security backgroursddiscussed in th€DS Security Considerations
Section(see ITI TF1: 10.7).

3.18.5.1 Audit Record Considerations

The Registry Stored Query Transaction is a Query Information event as defireuler3.20.61. The
Actors involved shall record audit evergccording to the following:

3.18.5.1.1 Document Consumer audit message:

Field Name Opt Value Constraints
Event EventID M EV(110112, DCM, fAQueryo)
AuditMessage/ EventActionCode M AEO0 (Execut e)
Eventldentification - T
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV( i1 84d, il HE Transactionso, f

Source (Document Consumer) (1)

Human Requestor (0..n)

Destination (Document Registry) (1)

Audit Source (Document Consumer) (1)

Patient (0..1)

Query Parameters(1)

Where:
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Source UserID M The content of the <wsa:ReplyTo/> element.
Aﬁgsétyaerziﬁ)g:r:t AlternativeUserID M tsr;(;trél;zclgzss .ID as used within the local operating system in the local
UserName U not speciaked
UserlsRequestor M Aitrueo
RolelDCode M EV(110153, DCM, ASourceo)
NetworkAccessPointTypeCode M Afilo for machine (DNS) name, 2
NetworkAccessPointlD M The machine name or IP address, as specified in RFC 3881.
Human UserID M Identity of the human that initiated the transaction.
Requestor AlternativeUserID U not specialized
(if known) UserName U not specialized
Aﬁ;‘fgyaerziﬁg:rft UserlsRequestor M fitrueod
RolelDCode U Access Control role(s) the user holds thaivadl this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Destination UserID M SOAP endpoint URI.
AuditMessage/ AlternativeUserID U not specialized
Aetiveparticipant UserName ] not specialized
UserlsRequestor M Aifal seo
RolelDCode M EV(110152, DCM, fAiDestinationo)
NetworkAccessPointTypeCode M filo for machine (DNS) name, A2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSitelD not specialized
AudiSourceidentication AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M Afilo (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M fi 1 oatiehtP
Pamdp?ir;ggjr?)mdemi ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectiIDTypeCode M EV(2,RFG3 881, fPatient Number o)
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail 0] not specialized
Query ParticipantObjectTypeCode M 20 (system object)
Parameters ParticipantObjectTypeCodeRole M f20 (query)
Parﬁ’éﬂg{\("ﬁzsﬁé " ParticipantObjectDataLifeCycle U not specialized
fication) ParticipantObjectIDTypeCode M EV(i*18d, AlIHE Transactionso, i
ParticipantObjectSensitivity U not specialized
ParticipantObjectlD M Stored Query ID (UUID)
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ParticipantObjectName C If known the value of <ihe:HomeCommunityld/>
ParticipantObjectQuery M the AdhocQueryRequest, base64 encoded.
TheParticipantObjectDetail element may occur more than once.
I'n one el ement , sshe valudioftbeattrigupec o
Set the attributgaluet o t he charact er -8ednc a
ParticipantObjectDetail C to encode the ParticipantObjectQuery before base64 encoding.
I'n another element, set Aurn:i
value of the attbute type and the value of the homeCommunityID as
the value of the attribute value, if known.
3.18.5.1.2 Document Registry audit message:
Field Name Opt Value Constraints
Event EventID M EV(110112, DCM, fdAQueryo)
AuditMessage/ EventActionCode M AEO0O (Execut e)
Eventidentiication EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV ( 1 8d, AilHE Transactionso, f
Source (Document Consumer) (1)
Destination (Document Registry) (1)
Audit Source (Document Registry) (1)
Patient (0..1)
Query Parameters(1)
Where:
Source UserID M The content of the <wsa:ReplyTo/> element.
AuditMessage/ AlternativeUserID U not specialized
AetveParticipant UserName U not specialized
UserlsRequestor M Atruedod
RolelDCode M EV(110153, DCM, fASourceod)
NetworkAccessPointTypeCode M A10 for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Destination UserlD M SOAP endpoint URI.
Aﬁtlij\(/jeilyaﬁfi(s:ﬁ)g:r:t AlternativeUser|D M tsr;/(;zrr(r)]clizss.lD as used within the local operating system in the loca|
UserName U not specialized
UserlsRequestor M Aifal seo
RolelDCode M EV(110152, DCM, fADestinationo)
NetworkAccessPoiTypeCode M Alo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD U Not specialized.
AuditMessage/ AuditEnterpriseSite|D U not specialized
AudiSourcerdentication AuditSourceTypeCode ] not specialized
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Patient ParticipantObjectTypeCode M 10 (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Alo (Patient)
ParticipantObjectldenti — - - —
fication) ParticipantObjectDatalLifeCycle U not specialized
ParticipantObjectiIDTypeCode M EV(2,RFG3 881, fiPatient Number o)
ParticipantObjectSensitivity U not specialized
ParticipantObjectlD M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Query ParticipantObjectTypeCode M 20 (system object)
Parameters ParticipantObjectTypeCodeRole M Ai240 (query)
(AudittMessage/ ParticipantObjectDataLifeCycle U not specialize
ParticipantObjectldenti
fication) ParticipantObjectiIDTypeCode M EV(®#8&d, Al HE Transactionso, i
ParticipantObjectSensitivity U not specialized
ParticipantObjectlD M Stored Query ID (UUID)
ParticipantObjectName C If known the value of <ihe:HomeCommunityid
ParticipantObjectQuery M the AdhocQueryRequest, base64 encoded.
TheParticipantObjectDetail element may occur more than once.
I'n one el ement, set fAQueryBpeco
Set the attributgalueto t he character 8vcod
ParticipantObjectDetail C to encode the ParticipantObjectQuery before base64 encoding.

I'n another element, set Aurn:i
value of the attribute type and the value of the homeCommunityID a|
the valie of the attribute value, if known.
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3.19Authenticate Node

This section corresponds to Transaction 19 of the IHE ITI Technical Framework. Transaction 19 is
by the Secure Node actors

3.19.1 Scope

In the Authenticate Node transaction, the local Secure Nodentsdss identity to a remote Secure
Node, and authenticates the identity of the remote node. After this mutual authentication other seci
transactions may take place through this secure pipe between the two nodes.

In addition, the Secure Node authentsathe identity of the user who requests access to the node. T
user authentication is a local operation that does not involve communication with a remote node.

3.19.2 Use Case Roles

Sare Saare O

\ K

Actor: Secure Node

Role: Establish a protocol specific trust relationshipazen two nodes in a network. Establishes the
identity of a user, and authorizes access to the patient data and applications at the node.

Actor: User
Role: Someone who wants to have access to the data and applications available at the node.

3.19.3 Referenced Standards

DICOM 2003 PS 3.15:
Security Profiles. Annex B1: The Basic TLS Secure Transport Connection profile.

IETF: Transport Layer Security (TLS) 1.0 (RFC 2246)

ITU-T : Recommendati on X. 509 (-00pdn@Wtems Infedicanectionma t
The directory: Publikey and attribute certificate frameworks"

3.19.4 Interaction Diagram

Note: This diagram does not imply sequencing of Authentication Node and Local User Authentication.
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Attrerticate Mok

LN Hhorheatas Nhee

) et

3.19.5 Trigger Events

The Local Secure Nodeasts the authentication process with the Remote Secure Node when
information exchange between the two nodes is requested. The first transaction shall be the Authe
Node transaction, and all other PHI transactions performed by IHE actors shall fieetise@actions.
This authentication process is needed when a secure connection is established.

The Basic Secure Node shall always apply the Authenticate Node process to every DICOM, HTTP
HL7 connection.

3.19.6 Message Semantics

The Authenticate node tramdion involves the exchange of certificates representing the identities of
nodes. These identities are used to authenticate the nodes, to inform authorization, and audit loggi

3.19.6.1 Certificate Validation

The local organization (e.g., XDS Affinity Domaiwill make the choice of what mixture of chain of
trust and direct comparison is used to authenticate communications. This may be entirely based o
chaining trust to selected CAs, entirely based upon provision of node certificates for direct compari
or a mixture of both.

Note:  The CAs used for ATNA chain of trust will be different than the default browser trusted list of CAs used for authentica

internet web servers. A worldwide CA, such as Verisign, is not generally trusted to determine dikiidnahnodes
within an organization should and should not communicate patient identifiable information.

When Authenticating the Remote Secure Node, the Local Secure Node:

A Shall be able to perform certificate validation based on signature by a trusi@e&al TF-2a:
3.19.6.1.1) and

A Shall be able to perform direct certificate validation to a set of trusted certificatedd ($€e2a:
3.19.6.1.2)
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It may reject communications when the certificate validation fails, or may restrict communications t
only that which is appropriate for an unidentified other party.

3.19.6.1.1 Chain to atrusted certificate authority

The Secure Node or Secure Application:

A Shall provide the means for configuring which CAs are trusted to authenticate node certificates
use in a chainfdrust. These CAs shall be identified by means of the public signing certificate fo
the signing CA.

A Shall support digital certificates encoded using both Deterministic Encoding Rules (DER) and B
Encoding Rules (BER).

A Shall accept communications fahich there is a certificate that is signed by a CA that is listed as
trusted signing authority.

3.19.6.1.2 Direct certificate validation

The Secure Node or Secure Application:

A Shall provide means for installing of the required certificates, for example, viaabteawedia or
network interchange (where the set of trusted certificates can be a mixture of CA signed certific
and selfsigned certificates).

A Shall support digital certificates encoded using both Deterministic Encoding Rules (DER) and B
EncodingRules (BER).

A Shall accept communications for which there is a certificate configured as acceptable for direct
certificate validation.

3.19.6.1.3 Other Certificate requirements

The Secure Node shall not require any specific certificate attribute contents, narrefeadt

certificates that contain unknown attributes or other parameters. Note that for node certificates the
often is a hostname, attempting to use this hostname provides no additional security and will introd
new failure mode (e.g., DNS failel.

The certificates used for mutual authentication shall be X509 certificates based on RSA key with ke
length in the range of 1024096, where the key length chosen is based on local site policy. Maximur
expiration time acceptable for certificates shidog defined in the applicable security policy. The IHE
Technical Framework recommends a maximum expiration time of 2 years.

The method used to determiwlether a node is authorized to perform transact®nst specified.

This may be use @ set of tusted certificatedjased orsome attributealue containeth the

certificates, access control lists, or some other method. Using a certificate chain back to an externe
trusted certificate authority to determine authorizations is strongly discouraged.
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3.19.6.2 All Connections carrying Protected Information (PI)

When configured for use on a physically secured network, the normal connection mecinaeydras
used.

When configured for use not on a physically secured network implementations shall use the TLS
protocol and the following cyphersuite shall be supported:

TLS_RSA WITH_AES_128 CBC_SHA.

The recommended "wellnown port 2762" as specified by DICOM shall be used when the Secure nc
is configured for use not on a physically secured network. When the sederesrconfigured for use
on a physically secured network, a different port number shall be used, preferably the standard por
HL7 does not specify port numbers, but the port number used when configured for use on a physic
secured network shde different than the port number used when configured for use not on a
physically secured network.

All Secure Nodes shall be configurable for use on a physically secured network or not on a physice
secured network. If Secure Node is configured forispay security, then it may use the ABbS
DICOM port and protocol.

3.19.6.3(This Header is empty to preserve header numbering)

3.19.6.4Web-Services carrying Protected Information(PI)

A trusted association shall be established between the two nodes utilizih@&gl8 curity Profile
Version 1.1. This association will be used for all secure transactions between the IHE actors in the
nodes. Note that IHE ITTF-2a: 3.19.61 fAll Connectiongarrying Protected Information (Bl) a n d
WS-| Basic Security Profilé secton 3 A Transport Layer Mechani s
i.org/profiles/basiesecurity/1.1/transport) are identical and interoperable.

3.19.7 Local User Authentication

The Secure Node starts the authentication process with a User when the User wants to log on to tt
node. The secure node shall not allow access to PHI to an operator who has not successfully com
the local user authentication. Local user authentication is not an IHE specified network transaction
although it may utilize a network system for usehaatication.

This is a local invocation of functions at the Secure Node. The identity of the User will be establishe
the Secure Node actor based on methods such as:

1 Username with Password

1 Biometrics

i Smart card

1 Magnetic Card

The User shall log in usings or her own unique individually assigned identity. Identities must be

unique across the secure domain. A user may have more than one identity. The Secure Node sh:
configurable to maintain a list of authorized users for the Secure Node.
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The ruledor assignment of unique individual identities to users is part of the Security Policy of the
healthcare enterprise. Development of these rules is outside the scope of the IHE Technical Frame
The following examples list a few special cases relatedéo identification that may occur in practice.

3.19.7.1 Example: Team approach

When the operator is part of a team performing a procedure, the other members of the team involv
creating and accessing the data should be manually identified and recordedac¢aene log (which
may be paper or electronic), and it is assumed that all have accessed the data even though they w
(and cannot be in most cases) actually logged on to the piece of equipment.

During some procedures, it may be necessary for orratopeo relieve the operator who has already
been authenticated by the system. It is recommended that the first operator log off and that the sys
authenticate the new operator.

The audit log supports identification of the active participant. Thites alefined as one key member
of the team. Other means are used to track the entry and exit of various members of the team. IH
not specify any specific team identification process.

3.19.7.2Example: Access to locked exam room, no user logon on modality.

There may be situations where the acquisition modality has no user logon features, and access to
equipment is controlled by controlling access to the examination room. In these situations an equip
specific user ID will be used, and access to the relould be recorded in the procedure log (which
may be paper or electronic).

3.19.7.3Example: Enterprise User Authentication

The healthcare enterprise may implement local user authentication using the Enterprise User
Authentication Profile (EUA). This implemernitan may be mixed with other ndaUA access to the
secure domain, based upon each nodeds intern
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3.20 Record Audit Event

This section corresponds to Transaction 20 of the IHEBffRstructurelechnical Framework.
Transaction 20 isised by the all IHE actors that support the Audit Trail and Node Authentication
Integration Profile to communicate with the Audit Record Repository actors.

3.20.1 Scope

In the Record Audit Event transaction, the IHE actor creates an entry in the Audit Lodatlthe
Record Repository.

3.20.2 Use Case Roles

A_ny ) Audit Recor
Ang:ranm Repasitary
Actor /
Recaod
Audit Bent

Application or Actor: Any actor or any other application that is grouped with the Secure Node Actc
Role: Create an audit record and transmit this record to the Audit RecousiRep.
Actor: Audit Record Repository

Role: Receive an audit record from the Audit Record Creator and store this for audit purposes.

3.20.3 Referenced Standards

IETF: The Syslog Protoco(RFC5424);
Transmission of Syslog Messages over TLS (BBE5)
Transnmission of Syslog Messages over UDP (R¥426)

Security Audit and Access Accountability Message XML Data Definitions for
Healthcare Applications (RFC 3881).

DICOM: Supplement 95

ASTM: E214701 Standard Specification for Audit and Disclosure Logs forib$¢ealth
Information Systems.

NIST: SP 80092 Guide to Computer Security Log Management.

W3C: Recommendation: Extensible Markup Language (XML) 1.0
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3.20.4 Interaction Diagram

Ay IHE Audit Recor
Actar or any PH Repoasitory
application
| .
Recaord Audit
Bent

3330
3.20.5 Record Audit Event

The Audit Record Repository shaltcept the Audit Record message. The usage of the result by the
Audit Record Repository is beyond the scope of the IHE Technical Framework.

3.20.6 Trigger Events and Message semantics

3335 An Audit Log is a record of actions performed on data by users. Actions aresjueéews, additions,
deletions and changes. The IHE actor creates an Audit Record when an IHE tramstigonevent
occurs or when a netmansaction event occurs.

IHE specifies that events defined in Table 3.2D$hall be reportable by means loé iHE Audit Trail.

Radiology devices may also find that their subset of events is reportable by means of the IHE
3340 Provisional Audit Message Format. This is not recommended other than as a strategy for managin

upgrade of products and systems toh&OM Audit Message Standard with IHE Extensions.

Table 3.20.6-1. Audit Record trigger events

Trigger Event Description Source Vocabulary

Actor-startstop Startup and shutdown of any actor. Applies to all actors. 1§ DICOM (Sup 95)

distinct from hardware powerup andustiown. Mpplication
Audit-Log-Used The audit trail repository has been accessed or modifiedy DI COM ( SAugit 9

something other than the arrival of audit trail messages. Log Usedo
Begin-storinginstances Begin storing SOMstances for a study. Thismaybeamiy DI COM ( SBepin 9

of instances. Transferring DICOM

I nstances?o

Healthserviceevent Health services scheduled and performed within an instar] IHE Extension (TI TF-2a:

or episode of care. This includes scheduling, initiation, 3.20.73iHeal t h {

updater amendments, performing or completingthe act,y] Pr ovi si on EV ¢
and cancellation. See note below.

Instancegleleted SOP Instances are deleted from a specific study. One evg DICOM (Sup 955 DI CO
covers all instances ddkd for the particular study. I nstances Ac
iDl COM Study
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Trigger Event

Description

Source Vocabulary

InstancesStored Instances for a particular study have been stored on this | DICOM (Sup95)fi DI CO
system. One event covers all instances stored for the I nstances Tr g
particular study.

Medication Medication orders and administration within an instance o| IHE Extension (Tl TF-2a:

episode of care. This includes initial order, dispensing,
delivery, and cancellation.

See note below.

3.20.73fiMedi cat i
Event o

Mobile-machineevent

Mobile machine joins or leaves secure domain.

DICOM (Sup 95)
iNet work Ent

NodeAuthenticationfailure

A secure node authentication failure has occurred during
TLS negotiationge.g.,invalid certificate.

DICOM (Sup 95)i S erity
Al erto

Orderrecordevent

Order record created, accessed, modified or deleted.
Involved actors: Order Placer. This includes initial order,
updates or amendments, delivery, completion, and
cancellation. See note below.

DICOM (Sup 95)i Or d e
Recor do

Patientcareassignment

Staffing or participant assignment actions relevant to the
assignment of healthcare professionals, caregivers attend
physician, residents, medical students, consultants, etc. tq
patient It also includes change in assignéd oo
authorization, e.g., relative to healthcare status change, a
de-assignment

IHE Extension (Tl TF-2a:
3.2073fiPati ent
Resource Assi

Patientcareepisode

Specific patient care episodes or problems that occur with
an instance of car@his includes initial assignment, update
or amendments, resolution, completion, and cancellation.
See note below.

IHE Extension (Tl TF-2a:
32073 Pati ent
Epi sodeo

Patientcareprotocol Patient association with a care protocol. This includéial IHE Extension (Tl TF-2a:
assignment, scheduling, updates or amendments, 3.20.73APati ent
completion, and cancellation. See note below. Protocol 0o

Patientrecordevent Patient record created, modified, or accessed. DICOM (Sup 95i P at i

Recor do

PHI-export Any export of PHI on media, either removable physical DICOM (Sup 95 Ex p o
media such as GIROM or electronic transfer of files such
as email. Any printing activity, paper or film, local or
remote, that prints PHI.

PHI-import Any import of PHI on media, either removable physical DICOM (Sup 95i | mp o
media such as GIROM or electronic transfers of files such
as email.

Procedureecordevent Procedure record created, modified, accessed or deleted.] DICOM (Sup 95)

AiProcedurded RE¢

Query Information

A query has been received, either as part of an IHE
transaction, or as part other products functions. For
example:

1) Modality Worklist Query
2) Instance or Image Availability Query
3) PIX, PDQ, or XDS Query

Notes: The general gdeance is to log the query event

with the query parameters and not the result of the query.
The result of a query may be very large and is likely to be
limited value vs the overhead. The query parameters can
used effectively to detect bad behavod #me expectation is

that given the query parameters the result could be

DICOM (Sup 95Ki Qu e r
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Trigger Event

Description

Source Vocabulary

regenerated if necessary.

Security Alert

Security Administrative actions create, modify, delete,
query, and display the following:

1. Configuration and otherhanges, e.g., software update
that affect any software that processes protected
information. Hardware changes may also be reporte
in this event.

2. Security attributes and auditable events for the
application functions used for patient management,
clinical processes, registry of business objects and
methodgqe.g.,WSDL, UDDI), program creation and
maintenance, etc.

3. Security domains according to various organizational
categories such as entityide, institutional,
departmental, etc.

4. Security categories orgupings for functions and data
such as patient management, nursing, clinical, etc.

5. The allowable access permissions associated with
functions and data, such as create, read, update, dels
and execution of specific functional units or object
access or nmapulation methods.

6. Security roles according to various taglouping
categories such as security administration, admission
desk, nurses, physicians, clinical specialists, etc. It a
includes the association of permissions with roles for
role-based acess control.

7. User accounts. This includes assigning or changing
password or other authentication data. It also include
the association of roles with users for rblesed access
control, or permissions with users for usaised access
control.

8. Unauthorizd user attempt to use security
administration functions.

9. Audit enabling and disabling.

10. User authentication revocation.

11. Emergency Mode Access (aka Bre@lass)

Security administration events should always be audited.

DICOM (Sup 95¥i Sec u
Al erto

UserAuthentication

This message describes the event of a user attempting to
on or log off, whether successful or not. No Participant
Objects are needed for this message.

DI COM (Sup 95
Aut henticati g

Study-ObjectEvent Study is created, modifiedccessed, or deleted. This reporf DICOM (Sup 95i DI CO
on addition of new instances to existing studiesaswellas) | nst ances Ac
creation of new studies.

Studyused SOP Instances from a specific study are created, modifieq DICOM (Sup 95 DI CO
accessed. One evergvers all instances used for the I nstances Ac
particular study.

Note: The | HE extension has reduced the scope of many of

indicationso.

lighTthat tise eversts sHoaold ke repooted lare thdse that are related to the access, use,

t
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creation, and distribution of PHI. This audit log is not intended to be a general purpose monitoring system to track all
kinds of medical activity. As a result, madjnically significant events will not be separately reported.

3.20.6.1 Audit Record Transportation

This profile defines two transport mechanisms for the audit messages:

1. Transmission of Syslog Messages over TLS (RFC5425) with The Syslog Protocol (RFC542.
which fomalizes sending syslog messages over a streaming protocol protectable by TLS

2. Transport utilizing th&@ransmission of Syslog Messages over UDP (RFC5426) with The Sysl
Protocol (RFC5424) which formalizes and obsol&8® Syslog protocol defined in RFEL64.

The AuditRecord Repository shall support both transport mechanisms for the receipt of messages.
Given that Audit Record Repository must accept both transports, the SecurAdtademay choose to
utilize either of the transport mechanisms, unlesg #&o comply with another Profile that further
restricts the use.

3.20.6.2 Audit Record format

The IHE defines several audit record formats, and future profiles may define more message format
IHE actor shall utilize one or more of these audit record famatl audit record formats utilize XML
encoding and are defined by XML schema.

The present list of audit record schema are:

1. The IHE Audit Trail format. This is a schema based on the standards developed and issue
the IETF, HL7, and DICOM organizatis to meet the medical auditing needs as specified by
ASTM.

2. IHE Provisional Audit Record format, defined below. This was previously defined as part c
the IHE Radiology technical framework. Its use is deprecated, this implies that no extensit
will be made and new applications should use the new IHE Audit Trail format

3.20.6.3 Audit Message Transports

The Secure Node or Secure Applicatiactor will create the Audit Record and transmit this to the Audi
Record Repository as soon as possible. When for sonmnrtees Audit RecoréRepository is not
available, thesecure Node or Secure Applicatiactor shall store the Audit Record in a local buffer
until the Audit Record Repository is available again. The local Audit Record &ethee Node or
Secure Applicatin actor may be deleted when this record has been transmitted to the Audit Record
Repository.

The syslog message shall be created and transmitted as described in RFC 5424 and the following
subsections. ATNA actors shall take into account the followinggoin

1 The XML audit message may contain Unicode characters that are encoded using-the UTF
encoding rules. UT avoids utilizing the control characters that are mandated by the syslog
protocol, but it may appear to be gibberish to a system that is matrpdefor UTF8. Audit
repositories must accept Ud8encodings and store them without damagg,preserve all 8 bits.
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1 The PRI field shall be set using the facility value of 10 (security/authorization messages). Most
messages should have the severdtlyie of 5 (normal but significant), although applications may
choose values of 4 (Warning condition) if that is appropriate to the more detailed information in
audit message. This means that for most audit messages the PRI field will containehe val
A<85>0. Audit repositories shal/l be prepa

1 The MSGID field in the HEADER of the SYSLO®MS G s hal | be 888100 (M
the quotes).

1 STRUCTUREDDATA is not used for IHE ATNA audit messagssjce the MSG field itself holds
structured data.

1 The MSG field of the SYSLO®ISG shall be present and shall be an XML structure following the
RFC 3881 format, as specified in this profile.

3.20.6.3.1 Reliable Syslog

The Reliabl e Syishodoggerfpecified kydhis profireApglieations using Reliable
Syslog should switch to transmission of syslog messages over TLS

3.20.6.3.2 Transmission of Syslog Messages over UDP (formerly:BSD Syslog)

Transmission of Syslog Messages over UDP (RFC5426) with The SyslogdP(®B€5424)
formalizes and obsoletéise BSD syslog protocol (RFC3164). Thegslog is appropriate in some
situations, it was defined in the IHE Rad Technical Framework, and wigely used legacy protocol.

Note that the underlyingDP transport migt not accept messages longer than i}2he MTU size
minus the UDP header lengthong syslog messagesay be truncated. The Audit Repository must be
prepared for arbitrary truncation of messages. The IHE Provisional schema uses shortened name:
reduce the size of messages, but some may exbeddrgest size supported by the underlying transpo
Whensyslog messagese truncated the resulting XML will be incorrect and will need to be correctec
by the Audit Repository to close the truncatedipog of the message.

Because of this potential for truncated messages and other security concerns, the transmission of
messages over TLS may be preferred.

3.20.6.3.3 Transmission of Syslog Messages over TLS

Transmission of Syslog Messages over TLS (RFC5425) The Syslog Protocol (RFC5424)
formalizes sending syslog messages over a streaming protocol protectable bhd@ R»=C5424 states
that this MUST be TLS version 1.2. For this transport that requirement is relaxed to be that it MUS
TLS, version 12 is RECOMMENDED.
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3.20.7 Audit Message Formats

3.20.7.1 RFC-3881 format

A common XML schema was defined based upon joint work by IHE, HL7, DICOM, ASTM E31, anc
the Joint NEMA/COCIR/JIRA Security and Privacy Committee. The IHE IT Infrastructure technical
framework prefes use of this schema for audit records generated by all IHE actors. The schema ci
found at: http://www.xml.org/xml/schema/7f0d86bd/healthcare - security - audit.xsd

The DICOM Standard, Supplement 95 Audit Trail Messages provides vocabulary and further
specification of the use of these schema elements for events that may occur in the context of DICC
equipment. IHE has evaluated this and determined that it is mowHbapplicable, and extended it for
more general healthcare use.

For reference, the schema elements are diagrammed below. The diagrams are read from left to ri
elements to the right are part of the lefthandside element.

-I HetworkEntry [%]—(—H-—jEI—FMachineAc’tion |

of exactly one MachineAction element.

Required single element. AdiworkEntry element consists

Optional single element. A NetworkEntry element consists
of zero or one MachineAction element.

i Optional multiple elements. A NetworkEntry element
consists of zero or any number of Maw\ction elements.

"""" . -
Selections of one out of several elements. A user consists eithe
a LocalUser element or of a RemoteNode element.

-I InstancesStored

Compound el ement: The A+0 in an el er
further elements. If these expanselaments have not occurred up to this point in the document, can
expected to follow below in the document.

element AuditMessage
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diagram N .
Eventldentification

ActiveParticipant

1.0

AuditMessage ['l]_(_..._

AuditSourceldentification

Fmm—————

element AuditMessage/Eventldentification

diagram

element AuditMessage/ActiveParticipant

diagram f— > o o o
| ActiveParticipant Type _|

_____

elementAuditMessage/AuditSourceldentification

diagram [ .
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element AuditMessage/ParticipantObjectldentification

diagram r— T T T T
ParticipantObjectldentificationType

ParticpantObje ctiDTypeCode

| |
| |
| ;|
ParticipantObjectldentification E||_(_..._ . --;"—/53—\E|- | """""""""""" |
| T |
| 'L--E ParticpantOhje ctDetail '-: |
|

''''''''''''''''''''''''''''''''''''' IEI '_'E‘:r'_
e
\- - - -
Note: ParticipantObjectDetail should not include unnecessary detail such as duplication of t

attributes otherwise encoded in thels message.

3.20.7.2DICOM Audit Trail

A Secure Node actor shall be able to detect events that are defined by the DICOM standard in
Supplement 95, and generate Record Audit Event transactions that conform to the DICOM standat
when these events take place.

The DCOM Standard provides a schema for the basic messages and states that extensions are ve
This profile does not restrict private extensions that comply with the W3C XML encoding rules for tl
use of schemas, hamespaces, etc.

3.20.7.3IHE Audit Trail

The DICOM sandard and RFGB881 do not address all the kinds of security and privacy events that «
take place in the healthcare environment. The additional IHE defined events enumdmdtééFiBa:
3.20.7.5 shall be used for their defined purpose.

The notation ged in these tables is that used in the DICOM standard. The messages shall be encc
instances based on the RB881 schema. In cases where there is an event that applies to more thal
patient, there shall be a separate audit message for eaatft.pati

3.20.7.4Other event reports

Events that do not correspond to DICOM events or IHE Extension events can be reported. They s
comply with RFG3881. Neither ATNA profile, DICOM, nor RF3881 restrict private extensions to
the RFG3881 schema however any @ie extensions shall comply with the W3C XML encoding rules
for the use of schemas, namespaces, etc.

3.20.7.5Controlled Terminology for IHE Extensions

This profile defines the following controlled terminology for use in the IHE extensions.
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Context ID cccl
Audit Event ID

3485 Type: Extensible  Version: 2004xxxx
Coding Coding Code Value Code Meaning
Scheme Scheme
Designator Version

IHE IHEOOO1 Health Services Provision Event
IHE IHEO002 Medication Event
IHE IHE0003 Patient Care ResourceAssignment
IHE IHE0004 Patient Care Episode
IHE IHEOO05 Patient Care Protocol

| HE Code Definitions (Coding Scheme Designator

Code Code Meaning Definition Notes
Value

IHEOO001 Health Services Provision| Health services scheduled and performed
Event within an instance or episode of care. Th
includes scheduling, initiation, updates o
amendments, performing or completing
the act, and cancellation.

IHEO0002 Medication Event Medication orders and administration
within an instance or episode of care. Th
includes initial order,dispensing, delivery,
and cancellation.

IHEOO003 Patient Care Resource Staffing or participant assignment actions
Assignment relevant v the assignment of healthcare
professionals, caregivers attending
physician, residents, medical students,
consultants, etc. to a patient It also
includes change in assigned role or
authorization, e.g., relative to healthcare
status change, and-dssignnent

IHEO0004 Patient Care Episode Specific patient care episodes or problemn
that occur within an instance of care. Thig
includes initial assignment, updates or
amendments, resolution, completion, and
cancellation.

IHEOO005 Patient Care Protocol Patientassociation with a care protocol.
This includes initial assignment,
scheduling, updates or amendments,
completion, and cancellation.

3.20.7.6 IHE Provisional Audit Message Form

3490 A provisional XML Schema was defined for the contents of the audit records gehleyahe IHE
actors in the deprecated Basic Security Integration Profile as part of the IHE Radiology domain. Th
ATNA profile includes this schema as an alternative format for audit messages. It is less flexible th

Rev. 7.0 Final Tex2010-08-10 138 Copyright © 2A0 IHE International Inc.



3495

3500

3505

3510

3515

IHE IT Infrastructure Technical Framework, Volume 2a (ITFZ&): Transactions Part A

the IHE Audit Trail format, and isamlonger the recommended format for IHE use. The preferred
format is the IHE Audit Trail format with extensions that is described above.

However, the IHE Provisional Audit Message format is suitable for many diagnostic equipment sett
and can be transfmed into an equivalent IHE Audit Trail format. It is also installed and in use at me
locations. So the IHE Provisional Audit Message format is part of the IHE IT profile. The transitior
from its format to the IHE Audit Trail format is encourageddduce the burden on Audit Repositories
which may result from processing this alternative format.

A provisional XML Schema has been defined for the contents of the audit records generated by the
actors in the Basic Security Integration Profile from tadiology technical framework. The audit
records are used to generate an audit record log for activities related to protected health informatio

The IHE Provisional Audit Message Schema is described in [T2XTAppendix F.

3.20.7.7RolelDCode with access control roles

RolelDCode is a CodedValueType. When describing a human users participation in an event, this
should represent the access control roles/permissions that authorized the event/trans. Use of stan
based roles/permissions is preferablsite or application specific. As RF&381 indicates Many
security systems are unable to produce this data, hence it is optional.

For example: at a site "St Fraser" they have defined a functional role code "NURSEA" for attending
nurse. This can be represetitas

EV("NURSEA", "St Fraser", "Attending Nurse")

Candidate standards based structual/functional role codes can be found at ISO, HL7, ASTM, and v
other sources.
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3.21 Patient Demographics Query

This section corresponds to Transaction2Ilof the IHE IT InfrastructureTechnical Framework.
Transaction IT21 is used by the Patient Demographics Consumer and Patient Demographics Supj
actors.

3.21.1 Scope

This transaction involves a request by the Patient Demographics Consumer Actor for information a
paients whose demographic data match data provided in the query message. The request is recel
the Patient Demographics Supplier Actor. The Patient Demographics Supplier Actor immediately
processes the request and returns a response in the formagjrdehic information for matching
patients.

3.21.2 Use Case Roles

Ratiat Ratiat
H I'
CGoana S der

N

Actor: Patient Demographics Consumer

Role: Requests a list of patients matching a minimal set of demographic ceteyjd} or partial
name) from the Pati¢emographics Supplier. Populates its attributes with demographic informatic
received from the Patient Demographics Supplier.

Actor: Patient Demographics Supplier
Role: Returns demographic information for all patients matching the demographic @itarided by
the Patient Demographics Consumer.

3.21.3 Referenced Standards

HL7: Version 2.5, Chapter 2 Control
Version 2.5, Chapter 3 Patient Administration
Version 2.5, Chapter 56Query
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3.21.4 Interaction Diagram

3.21.4.1 Patient Demographics Query

3.21.4.1.1 Trigger Events

A Patient Demographics Consumer6s need to se
patients whose information matches a minimal set of known data will trigger the Patient Demograp
Query based on the followirtdL7 trigger event:

Q2271 Find Candidates

3.21.4.1.2 Message Semantics

The Patient Demographics Query is conducted by the HL7 QBP"*Q22 message. The Patient
Demographics Consumer actor shall generate the query message whenever it needs to select fron
of patientsvhose information matches a minimal set of demographic data. The segments of the
message listed below are required, and their detailed descriptions are provided in the following
subsections.

Table 3.21-1 QBP Query by Parameter
QBP Query by Parameter Chapter in HL7 2.5

MSH Message Header 2
QPD Query Parameter Definition

5
RCP Response Control Parametg 5
[DSC] Continuation Pointer 2

The receiver shall respond to the query by sending the RSP"K22 message. This satisfies the
requirements of original medacknowledgment; no intermediate ACK message is to be sent.

Each Patient Demographics Query request specifies two distinct concepts. The Patient Demograpl
Query is always targeted at a single source of patient demographic information (referrsto in
Transaction as thgatient information sourcg A Patient Demographics Supplier may have knowledg
of more than one source of demographics. A Patient Demographics Supplier shall support at least
source of patient demographics and may supportipreikources of demographid$l TF-2a:
3.21.4.1.2.1 describes how the the Patient Demographics Consumer specifies which source of
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demographics are requested by the query. Each query response shall return demographics from a
patient information sage.

The second concept present in the query is the set of patient identifier domains referenced by the ¢
These patient identifier domains may or may not be associated with the patient information source.
Patient Demographics Supplier shall supdteast one patient identifier domain and may support
multiple identifier domaindTI TF-2a:3.21.4.1.2.2 describes how the Patient Demographics Consurr
requests identifiers from one or more patient identifier domains. Query responses may return patie
identifiers from O, 1 or multiple patient identifier domains.

3.21.4.1.2.1 MSH Segment

The MSH segment shall be constructed @&sC22%fi

The Patient Demographics Supplier is able to obtain demographics from ankeastd possibly
multiple patient information source$vVhen more than one patient information source is available, Fie
MSH-5-Receiving Applicatiospecifies the patient information source that this query is targeting. Th
Patient Demographics Supplinall return this value iIMSH3-Sending Applicationf the RSP"K22
response. The value specified in MSHk not related to the value requested in €Phat Domains
Returned.

A list shall be published of all Receiving Applications that the Patient Deapbigs Supplier supports,
for the Patient Demographics Consumer to choose from. Each query is processed against one ani
one source of patient demographic information.

Field MSH9-Message Typshall haveall threecomponentpopulated with a valueThe first
component shall have a value@BP; the second component shall have a valu@2#f. The third
component it shall have a value@BP_Q21

3.21.4.1.2.2 QPD Segment
The Patient Demographics Consumer Actor shall send attributes within the QPD segmenttaesidesc
in Table 3.212.

Table 3.21-2. IHE Profile - QPD segment
SEQ |LEN | DT | OPT | TBL# | ITEM# | ELEMENT NAME

1 250 |CE |R 0471 | 01375 | Message Query Name
2 32 ST | R+ 00696 | Query Tag

3 QIP|R Demographics Fields

8 CX | O What Domains Returneq

Adapted from tk HL7 standard, version 2.5
The Consumer shal/l S p e c-IL MessadgelQueEy N&i2Q Quer yo f
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3.21.4.1.2.2.1 Populating QPD-3-Demographics Fields

Field QPD-3-Demographics Fieldsonsists of one or more repetitions, each of which contains two
components that togethcontain the name and value of a distinct parameter to the query. Acceptab
segments are PID and PD1.

The first component of each parameter contains the name of an HL7 element in the form
@<seg>.<field no>.<component no>.<subcomponent no>

The above famat is populated according to common HL7 usage for specifying elements used in que
parameters, as follows:

<seg> represents acBaracter segment ID from the HL7 Standard.

<field no> is the number of a field within the segment as shown in the SEQ cofuhesegment
attribute table for the segment selected.

<component no>, for fields whose data types contain multiple components, shall contain the cardir
number of the component being valued. For fields whose data types do not contain multiple
componats, <component no> shall not be valued and its preceding period shall not appear.

<subcomponent no>, for components whose data types contain multiple subcomponents, shall cor
the cardinal number of the subcomponent being valued. For componentsdateogges do not

contain multiple subcomponents, <subcomponent no> shall not be valued and its preceding period
not appeatr.

The second subcomponent of each parameter contains the value that is to be matched. If it is des
constrain the qualjtof a match within the bounds of an algorithm known to the Supplier, the algorith
and constraint values may be specified in Fields 4RBrough QPDBY.

The Patient Demographics Consumer may specify, and the Patient Demographics Supplier shall si
the fields in the following table.

The Patient Demographics Supplier shall return demographic records that reflect the best fit to all ¢
search criteria.

Table 3.21-3. PDQ Profilei QPD-3 fields required to be supported

FLD ELEMENT NAME
PID.3 | Patientldentifier List
PID.5 | Patient Name
PID.7 | Date/Time of Birth
PID.8 | Administrative Sex
PID.11| Patient Address
PID.18| Patient Account Number

An example of parameter expressions in @D

@PID.5.1.1"SMITH~@PID.8"F
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requests all patients whose familynma (first subcomponent (data type ST) of the first component (da
type FN) of PID5-Pat i ent Name (data type XPN)) mat&he
Sex (data type |I'S)) matches the value O0f emal

3.21.4.1.2.2.2 Populating QPD-8-What Domains Returned

As is ecified in the discussion of the Find Candidates (Q22) Query in Chapter 3 of the HL7 Stand
field QPD-8 restricts the set of domains for which identifiers are returned i¥BPID

1. In a multipledomain environment, QRB may be used to identify one or reaomains of
interest to the Patient Demographics Consumer and from which the Consumer wishes to ob
value forPID-3-Patient Identifier Note that the patient information source designated by-MSt
5 may or may not be associated with any of the PdiieBlomains listed irQPD-8-What
Domains Returned

If QPD-8 is empty, the Patient Demographics Supplier shall return all Patient IDs known by t
Patient Demographics Supplier for each patient that matches the search criteria. See Case
ITI TF-2a:3.214.2.2.8 for details on how this information is returned.

If QPD-8 is specified and the domains are recognized, the Patient Demographics Supplier s
return the Patient IDs for each patient that matches the search criteria. See Gasd 2-Ra:
3.214.2.2.8 for details on how this information is returned.

Any domain not recognized by the Patient Demographics Supplier is an error condition. See
Case 3idTI TF-2a:3.21.4.2.2.8 how to handle this condition.

2. In a singledomain environment, QRB may bagnored by the Patient Demographics Supplier.
The Supplier shall always return the identifier from the Patient ID Domain known by the Pati
Demographics Supplier.

Within field QPD-8, only component 4 (Assigning Authority) shall be valued.

The Patient Dmographics Supplier may or may not be able to supply additional identifiers from the
domains specified in QRB. A discussion of how QRB is processed is included in the architectural
di scussion in the fAUsi ng -PaentainEnnitr dMramen tQl eg g/ C
2x: Appendix M).

The Patient Demographics Consumer shall be able to support at least one of the following mechan
for specifying QPE8:

1. Transmit an empty value and receive all identifiers in all domains known by the Patient
Demographics Supplier (one or more domains), or

2. Transmit a single value and receive zero or more identifiers in a single domain, or

3. Transmit multiple values and receive mutiple identifiers in those multiple domains.

3.21.4.1.2.3 RCP Segment

The Patient Demograpcs Consumer Actor shall send attributes within the RCP segment as describe
Table 3.215. Fields not listed are optional and may be ignored.
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Table 3.21-5. IHE Profile - RCP segment

SEQ |LEN | DT | OPT | TBL# | ITEM#| ELEMENT NAME
1 1 ID |R 0091 |00027 | Query Riority
2 10 CQ|oO 0126 |00031 | Quantity Limited Request

Adapted from the HL7 standard, version 2.5

3.21.41.23.1 Populating RCP-1-Query Priority

Field RCR1-Query Priorityshall always contaih, signifying that the response to the query is to be
returned in Immediate ate.

3.21.4.1.2.3.2 Populating RCP-2-Quantity Limited Request

The Patient Demographics Consumer Actor may request that responses to the query be sent, usin
HL7 Continuation Protocol, in increments of a specified number of patient records. (In the context
the HL7query, a patient record is defined as the PID segment and any segments accompanying it
each patient.) It is desirable to request an incremental response if the query could result in hundre
thousands of matches or Ahits. o

The Patient Demographi&upplier Actor shall support the HL7 Continuation Protocol.

Field RCR2 is of data type CQ, which contains two components. The first component contains the
number of increments, always expressed as an integer greater than 0, while the second componer
contains the kind of increment, alwalgbto signify that incremental replies are specified in terms of
records.

For example50"RD requests 50 records at a time.

See the filncrement al R& s Ba sle 4P rla Be 39 i rmqa t(
section of the Patient Demographics Query Response message-@&l 321.4.2.3) for more
information on the implementation of the continuation protocol.

3.21.4.1.2.4 DSC Segment

The Patient Demographics Consumer Actor may request additional increments of geteifiying this
segment on the query request. This segment should be omitted on the initial query request. Its pur]
to request additional increments of the data from the Patient Demographic Supplier Actor.

Table 3.21-9. IHE Profile - DSC segment

SEQ LEN DT OPT TBL# ITEM ELEMENT NAME

#
180 ST (0] 00014 Continuation Pointer
2 1 ID (0] 0398 01354 Continuation Style
3.21.41.24.1 Populating DSC-1 Continuation Pointer
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To request additional increments of data, BSContinuation Pointerghall echo the value from
RSP"K22 DSEL.

3.21.4.1.2.4.2 Populating DSC-2 Continuation Style

DSG-2 (Continuation Style¥hall always contain I, signifying that this is part of an interactive
continuation message.

3.21.4.1.3 Expected Actions

3.21.4.1.3.1 Immediate Acknowledgement

The Patient Demographics Supplier simvainediately return an RSP"K22 response message as
specified below ifTITF-2a:3 . 21 . 4. 2, APatient Demographics
message incorporates original mode applicati
Mo d e s @n (ETkeTE-2xi C.2.3. The Supplier shall ugdSH3-Sending Applicationf the RSP K22
to return the value it received from the Patient Demographics Consumer iMSElI8-Receiving
Applicationof the QBP"*Q22 message.

3.21.4.1.3.2 Query Parameter Processing

The Patiat Demographics Supplier Actor shall be capable of accepting, searching on, and respond
with attributes in the QPD segment as specified in Table&.21

The Patient Demographics Supplier Actor must be capable of receivipggalble representations arf
Assigning Authority (patient identfier domain) in QPD.8.4 (What Domain Returned): 1) namespace.
universal id (OID) and 3) both namespace and universal id (OID).

Handling of phonetic issues, alternate spellings, upper and lower case, wildcardgdaclkaracters,
etc., if deemed appropriate, is to be supported by the Patient Demographics Supplier rather than b
Patient Demographics Consumer. The Supplier shall return at least all exact matches to the query
parameters sent by the Consumer; IHEsInot further specify matching requirements.

3.21.4.1.3.3 Incremental Response Processing

The Patient Demographics Supplier Actor shall be capable of accepting and processing attributes i
RCP segment as listed in Table 321In particular, the Patient Demogtacs Supplier Actor shall
respond in immediate mode (as specified RCR 1-Query Priorityvalue ofl).

Also, the Patient Demographics Supplier Actor shall be able to int&@ee-Quantity Limited
Requesto return successive responses of partiad b$trecords according to the HL7 Continuation
Protocol, as described il TF-2a:3.21.4.2 below and in the HL7 Standard.

Rev. 7.0 Final Tex2010-08-10 146 Copyright © 2A0 IHE International Inc.



3725

3730

3735

3740

3745

IHE IT Infrastructure Technical Framework, Volume 2a (ITFZ&): Transactions Part A

3.21.4.2 Patient Demographics Response

3.21.4.2.1 Trigger Events

The Patient Demographics Supplier 6s the®lbwimmns e
message:

K221 Find Candidates response

3.21.4.2.2 Message Semantics

The Patient Demographics Response is conducted by the RSP"K22 message. The Patient
Demographics Supplier Actor shall generate this message in direct response to the QBP*Q22 mes
previously received. This message satisfies the Application Level, Original Mode Acknowledgemel
for the HL7 QBP~Q22 message.

The segments of the message listed without enclosing square brackets in the Table below are reqt
Detailed descriptions of lldegments listed in the table below are provided in the following subsectior
Other segments of the message are optional.

Table 3.21-6 RSP Segment Pattern Response

RSP Segment Pattern Response Chapter in HL7 2.5

MSH Message Header 2
MSA Message Ackneledgement 2
[{ERR}] Error 2
QAK Query Acknowledgement 5
QPD Query Parameter Definition 5
[{PID Patient Identification 3

[PD1]

[QRIT}] Query Response Instance 5
[DSC] Continuation Pointer 2

3.21.4.2.2.1 MSH Segment

The MSH segmentshallbets t r uct ed as defined in tideCXidve s

Field MSH-3-Sending Applicatiospecifies the patient information source that processed the query.
Patient Demographics Supplier shall use FM$H-3-Sending Applicationf theRSP"K22 message to
return the value it received from the Patient Demographics Consumer iviSél®-Receiving
Applicationof the QBP"Q22 message.

Field MSH9-Message Typshall haveall threecomponentgopulated with a valueThe first
component shalave a value dRSP, the second component shall have a valu€2®. The third
component shall have a valueRBP_K22
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3.21.4.2.2.2 MSA Segment

The Patient Demographics Supplier Actor is not required to send any attributes within the MSA sec
beyond whatisspefcii ed i n the HL7 standard. See t8xe 0,
C.2.3 for the list of all required and optional fields within the MSA segment.

3.21.4.2.2.3 QAK Segment

The Patient Demographics Supplier Actor shall send attributes within the QAK segrdefihad in
Table 3.217. For the details on fillingin QAR  ( Query Response Status)
Demographics Supplier Actor Qu-2ur3Rlaee8)ponse E

QAK-1 (Query Tag) shall echo the same value of €RQueryTag) of the QBP"Q22 message, to
allow the Patient Demographics Query Consumer to match the response to the corresponding que
request.

Table 3.21-7. PDQ Profile - QAK segment

SEQ LEN DT OPT TBL# | ITEM# ELEMENT NAME
32 ST R 00696 Query Tag
2 ID R+ 0208 00708 Query Response Status

Adapted from the HL7 standard, version 2.5

3.21.4.2.2.4 QPD Segment

The Patient Demographics Supplier Actor shall echo the QPD Segment value that was sent in the
QBP"Q22 message.

3.21.4.2.2.5 PID Segment

The Patient Demographics Supplier Actor sheturn one PID segment grouge(, one PID segment
plus any segments associated with it in the message syntax shown in Talflef8rZach matching
patient record found. The Supplier shall return the attributes within the PID segment as specified ii
Table 3.218. In addition, the Patient Demographics Supplier Actor shall return all other attributes
within the PID segment for which it is able to supply values.

Table 3.21-8. PDQ Profile - PID segment

SEQ |LEN | DT [OPT | TBL# |ITEM#| ELEMENT NAME
250 CX |R 00106| Patient Identifier List
250 XPN | R 00108| Patient Name
26| TS R2 00110| Date/Time of Birth
1|1S R2 0001| 00111| Administrative Sex
11| 250| XAD | R2 00114| Patient Address
18| 250|CX |R2 00121| Patient Account Number

Adapted from the HL7 standgrversion 2.5
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The Patient Demographics Supplier may or may not be able to supply additional identifiers from the
domains specified in QRB. Inability to supply an identifier in a particular domain is not an error,
provided that the domain is recognized.

The PID segment and its associated PD1 and QRI segments are returned only when the Patient
Demographics Supplier Actor is able to associate the search information i3 @RIDone or more
patient records in the patient information source associatedM@Htk5-Receiving ApplicationSee the
APatient Demographics Supplier Act2a3219R28)fpr R
a detailed description of how the Patient Demographics Supplier Actor responds to the query reque
under various ciramstances.

3.21.4.2.2.6 QRI Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID Segment, it may
optionally return the QRI (Query Response Instance) segment, but is not required to do so. Refer
HL7 Standard, Version 2.5, Chapt5, Section 5.5.5, for more information.

3.21.4.2.2.7 DSC Segment

If the number of records is specifiedRCR2-Quantity Limited Requesihe Patient Demographics
Supplier Actor shall return an incremental response of that number of records when the number of
matchng records it finds exceeds the number of records specified iIRZRCP

As long as the Patient Demographics Supplier Actor has records to return in addition to those retur
the incremental response, the Supplier shall return a DSC Segment. Thedgiethie DSC

Segment shall contain a unique alphanumeric value (the Continuation Pointer) that the Patient
Demographics Consumer may return in the DSC of the QBP*Q22 message to request the next inc
of responses. The Supplier shall return incramas many times as the Consumer requests them (an
there are increments to return), and shall stop when the Consumer sends a cancel query (QCN"JO
message (or when there are no more increments to return).

3.21.4.2.2.8 Patient Demographics Supplier Actor Query Response Behavior

The Patient Demographics Supplier shall perform the matching of patient data based on the query
parameter values it receives. The information provided by the Patient Demographics Supplier Actc
Patient Demographics Consumer Actors is aoligiossible matching patients from the patient
information source associated with the value that the Consumer $48tH#3-Receiving Applicationf

the query message.

If domains are specified @QPD-8-What Domains Returneahd are recognized by the Patien
Demographics Supplier, the response will also, for each patient, contain any Patient ID values four
the specified domains.

The mechanics of the matching algorithms used are internal to the Patient Demographics Supplier
and are outside of theue of this framework.

The Patient Demographics Supplier Actor shall respond to the query request as described by the
following 3 cases:
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Case 1 The Patient Demographics Supplier Actor finds (in the patient information source associate
with MSH-5-Receiing Applicatior) at least one patient record matching the criteria seQPID-3-
Demographics FieldsNo patient identifier domains are requeste@D-8-What Domains Returned

AA (application accept) is returned in MSA
OK (data found, no errors) isturned in QAK2.

One PID segment groupd., one PID segment plus any segments associated with it in the message
syntax shown in Table 3.24) is returned from the patient information source for each patient record
found. If the Patient Demographics $lipr Actor returns data for multiple patients, it shall return thes
data in successive occurrences of the PID segment group.

Within each PID segment, fiellID-3-Patient Identifier Listontains one or more identifiers from the
set of Patient ID Domairisnown by the Patient Demograpics Supplier.

If an incremental number of records are specified@R2-Quantity Limited Requesand the number
of records to be sent exceeds that incremental number, the Supplier returns only the incremental n
of recora, followed by a DSC segment containing a uniquely valued Continuation Pointer.

The consumer will specify the value of the continuation pointer in the DSC segment on the subseq
query request to request the next increment of responses.

Case 2 The Pagnt Demographics Supplier Actor finds (in the patient information source associate
with MSH-5-Receiving Applicationat least one patient record matching the criteria seQPID-3-
Demographics FieldsOne or more patient identifier domains are requeast€@dPD-8-What Domains
Returnedthe Supplier recognizes all the requested domains.

AA (application accept) is returned in MSIA
OK (data found, no errors) is returned in QRK

One PID segment groupd., one PID segment plus any segments associatbdtwitthe message
syntax shown in Table 3.24) is returned for each matching patient record found. If the Patient
Demographics Supplier Actor returns data for multiple patients, it shall return these data in success
occurrences of the PID segmenbgp.

Within each PID segment, fieRID-3-Patient Identifier Listontains, in successive occurrences
delimited by the repetition separator, the identifiers from all the Patient ID Domains requested in Q|
8. In each occurrence of PIB) component 4 conitas the assigning authority value for one Patient ID
Domain, and component 1 contains the Patient ID value in that domain. If an identifier does not ex
for a domain that was specified on QBPnothing is returned in the list.

If an incremental numbeaf records is specified IRCR2-Quantity Limited Requesand the number of
records to be sent exceeds that incremental number, the Supplier returns only the incremental nun
records, followed by a DSC segment containing a uniquely valued Contméatioter.

The consumer will specify the value of the continuation pointer in the DSC segment on the subseq
query request to request the next increment of responses.

Case 3 The Patient Demographics Supplier Actor does not recognize one or morelofrtams in
QPD-8-What Domains Returned
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AE (application error) is returned in MSAand in QAK?2.

For each domain that was not recognized, an ERR segment is returned in which the comp&RiRts c
2-Error Locationare valued as follows.

COMP # COMPONENT NAME VALUE
1 Segment ID QPD

2 Sequence 1

3 Field Position 8

4 Field Repetition (see below)
5 Component Number (empty)

6 Subcomponent Number (empty)

ERR2.4-Field Repetitioridentifies the ordinal occurrence of QRhat contained the unrecognized
domain. As specified by HLERR2.5-Component NumbemdERR2.6-Subcomponent Numbare
not valued because we are referring to the entire field-QPD

ERR3-HL7 Error Codeis populated with the error condition co2ié4 (unknown key identifier).
Togetter with the values in ERR, this signifies that the Patient Demographics Supplier Actor did nof
recognize the domain f@PD-8-What Domains Returned

3.21.4.2.3 Expected Actions

The Patient Demographics Consumer will use the demographic information provided bgiehe P
Demographics Supplier to perform the functions for which it requested the inforneatjoproviding a
pick list to the user.

If the Supplier has sent a DSC segment containing a continuation pointer value, additional increme
data are availdb upon request by the Consumer. After receiving each increment of data that includ
DSC segment containing a continuation pointer value, the Consumer should take one of the followi
actions.

1 If the Consumer wishes to receive another increment afdatee the Consumer reissues the
guery message using a new unique valld8t+10-message control Iand adding the DSC
segment after the RCP segment. DBE&hall echo the continuation pointer returned in RSP"K2
DSG1 segment.

1 If the Consumer does not wishreceive another increment of the data, the Consumer issues
cancel query (QCN”J01) message. The consumer shall echo the query tag freiniQQK>-1
and the query message name from QPD QID-2.

1 If the Consumer does not reissue the query or sead@el query message, the query will
eventually terminate.

If the Supplier has not sent a DSC segment containing a continuation pointer value, no more increr
of data are available and no further action by the Consumer is required.
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3.21.4.3Canceling a query

ThePatient Demographic Consumer can send a cancel trigger to notify the Patient Demographic
Supplier that no more incremental responses will be requested, and the interactive query can be
terminated. This cancellation trigger is optional. How long the iReliemographic Supplier retains
guery results (for incremental response) is an implementation decision and therefore beyond the st
IHE.

3.21.4.3.1 Trigger Events

The Patient Demographic Consumer which received a RSP"K22 response message indicating the
more incremental responses data available, can terminate the interactive query with the following F
trigger event:

JO1i Cancel query status

3.21.4.3.2 Message Semantics

Canceling a query is conducted by the QCN”~J01 message. The Patient Demographic Consumer c
generge this message to notify the Patient Demographic Supplier that no more data is desired. The
segments of the message listed below are required, and their details descriptions are provided in t
following subsections.

Table 3.21.10 QCN Cancel query

QCN Cancel query Chapter in HL7 2.5
MSH Message Header
QID Query identification Segment

The receiver shall acknowledge this cancel by the HL7 ACK messag#.|Sde2x: C.2.3
AAcknowl edgement Modeso, for definition and

3.21.4.3.2.1 MSH Segment
The MSH segment shall be constructed @&sCaZ%fi

MSH-9 (Message Type) shall have three components. The first component shall have the value of
the second component shall have a value of T6& third component shall have the value of QCN_J01

3.21.4.3.2.2 QID Segment
The QID segment contains the information necessary to uniquely identify the query being cancelle

Table 3.21-9. IHE Profile - QID segment

SEQ LEN DT OP TBL ITEM ELEMENT NAME
T # #
32 ST R 00696 Query Tag
2 250 CE R 0471 01375 Message Query Name
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3.21.43.2.2.1 Populating QID-1 Query Tag

QID-1 (Query Tag) uniquely identifies the query to be canceled. This field shall contain the same v:
specified in QPER.

3.21.4.3.2.2.2 Populating QID-2 Message Query Name

QID-2 (Message Query Name) identifies the name of the query. It is an identifier of the conformanc
statement for this query. This field shall contain the same value specified ¥r1QPD

3.21.5 Security Considerations

3.21.5.1 Audit Record Considerations

The Patient Demogphics Query Transaction is a Query Information event as definEabie 3.20.61.
The Actors involved shall record audit events according to the following:

3.21.5.1.1 Patient Demographics Consumer audit message:

Field Name Opt Value Constraints
Event EventID M EV(110112, DCM, fAQueryo)
AuditMessage/ EventActionCode M AEO0 (Execut e)
Eventldentification . —
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(fA2Td, AIHE Transactionso, 0

Source(Patient Demograhics Consumer) (1)

Human Requestor (0..n)

Destination (Patient Demographics Supplier) (1)

Audit Source (Patient Demographics Consumer) (1)

Patient (0..n)

Query Parameters(1)

Where:
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Source The identity of the Patient Demographics Consumer Actor facility an
) UserlD M sending application from the HL7 message; concatenated together,
AuditMessage/
ActiveParticipant separated by the | character.
AlternativeUserID M the process ID as used within the local operating system in the local
systen logs.
UserName U not specialized
UserlsRequestor M Atrueo
RolelDCode M EV(110153, DCM, #fASourceod)
NetworkAccessPointTypeCode M Alo for machine (DNS) name, @2
NetworkAccessPointlD M The machine name or IP address, as specifiedd 3881.
Human UserID M Identity of the human that initiated the transaction.
Requestor (if | AlternativeUserlD U not specialized
known) UserName U not specialized
Agff;tg'a?;;%ﬁt UserlsRequestor M fitrued
RolelDCode U Access Controfole(s) the user holds that allows this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Destination The identity of the Patient Demographics Source facility and receivil
) UserlD M application fronthe HL7 message; concatenated together, separate(
AuditMessage/ h h
ActiveParticipant the | character.
AlternativeUserID ] not specialized
UserName U not specialized
UserlsRequestor M ifal seo
RolelDCode M EV(110152, DCM, fADestinationo)
NetworkAccessPointTypeCode M ilo f ore nfalchhS) name, fA20 for | F
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSite|D not specialized
AuditSourceldentification - .
AuditSairceTypeCode U not specialized
Patient ParticipantObjectTypeCode M 10 (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Ailo (Patient)
ParticipantObjectldentifi — - - .
cation) ParticipantObjectDataLifeCycle 0] not specialized
ParticipantObjectIDType@de M EV(2,RFG3 881, fAPatient Number o)
ParticipantObjectSensitivity 0] not specialized
ParticipantObjectlD M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetdi U not specialized
Query ParticipantObjectTypeCode M 20 (system object)
Parameters ParticipantObjectTypeCodeRole M 240 (query)
(AudittMessage/ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectldentifi
cation) ParticipantObjectiDTgeCode M EV(f#2TTd, AIHE Transactionso,
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ParticipantObjectSensitivity U not specialized

ParticipantObjectlD U not specialized

ParticipantObjectName U not specialized

ParticipantObjectQuery M The complete query messa@ecluding MSH and QPD segments),
base64 encoded.

ParticipantObjectDetail M Type=MSH10 (the literal string), Value=the value of MSI® (from

the message content, base64 encoded)

3.21.5.1.2 Patient Demographics Source audit message:
Field Name Opt Value Constraints
Event EventID M EV(110112, DCM, fdAQueryo)
AuditMessage/ EventActionCode M AEO0O (Execut e)
Eventldentification . —
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(fA2Td, Al HE Transagtia@msa,s
Source (Patient Demographics Consumer) (1)
Destination (Patient Demographics Supplier) (1)
Audit Source (Patient Demographics Supplier) (1)
Patient (0..n)
Query Parameters(1)
Where:
Source Theidentity of the Patient Demographics Consumer Actor facility an
) UserlD M sending application from the HL7 message; concatenated together,
AuditMessage/
ActiveParticipant separated by the | character.
AlternativeUserID U not specialized
UserName U not specialized
UserlsRequestor M Aitrueo
RolelDCode M EV(110153, DCM, #fASourceo)
NetworkAccessPointTypeCode M Afilo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Destination The identity of the Patient Demographics Supplier facility and
) UserlD M receiving application from the HL7 message; concatenated together
AuditMessage/
ActiveParticipant separated by the | character.
AlternativeUserlD M the process ID as used within the local operating system in the local
sysem logs.
UserName U not specialized
UserlsRequestor M Aifal seo
RolelDCode M EV(110152, DCM, AiDestinationo)
NetworkAccessPointTypeCode M Al1l0 for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as sieecifi RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSite|D ] not specialized
AuditSourceldentification - —
AuditSourceTypeCode U not specialized
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Patient ParticipanObjectTypeCode M ilo (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Ailo (Patient)
Pamdparc]ggjr%mdenmi ParticipantObjectDatalLifeCycle U not specialized
ParticipantObjectIDTypeCode M EV(2,RFG3 88 1, APatient Number 0)
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetall U not specialized
Query ParticipantOpectTypeCode M 20 (system object)
Parameters ParticipantObjectTypeCodeRole M 240 (query)
Pam(c‘i\g:riltttg;zi%%jnﬁﬁ ParticipantObjectDataLifeCycle U not specialized
cation) ParticipantObjectiDTypeCode M EV(#2Td, Al HE Transactionso, i
ParticipantObjectSensitity U not specialized
ParticipantObjectlD U not specialized
ParticipantObjectName U not specialized
ParticipantObjectQuery M ggse%amepr:ggedg;ery message (including MSH and QPD segments),
ParticipantObjectDetail M Type=MSH10 (the liteal string), Value=the value of MSHO (from

the message content, base64 encoded)
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3.22 Patient Demographics and Visit Query

This section corresponds to Transaction2Zlof the IHEIT InfrastructureTechnical Framework.
Transaction IT22 is used by the Bant Demographics Consumer and Patient Demographics Supplie
actors.

3.22.1 Scope

This transaction involves a request by the Patient Demographics Consumer Actor for information a
patients whose demographic and visit data match data provided in the qusageie$he request is
received by the Patient Demographics Supplier actor. The Patient Demographics Supplier actor
immediately processes the request and returns a response in the form of demographic and visit
information for matching patients.

3.22.2 Use Case Roles

Ratiat Ratiat
Conaogadic Conagadic
Coaunar S da

Actor: Patient Demographics Consumer

Role: Requests a list of patients matching a minimal set of demograpbidD or partial name) and
visit criteria from the Patient Demographics Supplier. Populates itsusisilvith demographic and
visit information received from the Patient Demographics Supplier.

Actor: Patient Demographics Supplier
Role: Returns demographic and visit information for all patients matching the demographic and vis
criteria provided by th@atient Demographics Consumer.

3.22.3 Referenced Standards

HL7: Version 2.5, Chapter 2 Control
Version 2.5, Chapter 3 Patient Administration
Version 2.5, Chapter 56Query
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3.22.4 Interaction Diagram

Cosuner 9 dier

I Patiert Denogadics |
\sit Qery. (B AL
Patiert Denoggdics a
st Respaose RFPA

3.22.4.1 Patient Demographics and Visit Query

3.22.4.1.1 Trigger Events

A Patient Demographics Consumer6s need to se
information about patients whose information matches a minimal set of known data will trigger the
Patient Demographics and Visit Query lzhsa the following HL7 trigger event:

ZV11 Find Candidates from Visit Information

3.22.4.1.2 Message Semantics

The Patient Demographics and Visit Query transaction is conducted by the HL7 QBP”ZV1 messag
The Patient Demographics Consumer actor shall generatag¢hg message whenever it needs to selec
from a list of patients whose information matches a minimal set of demographic and visit data. The
segments of the message listed below are required, and their detailed descriptions are provided in
following subsections.

Table 3.22-1 QBP Query by Parameter

QBP Query by Parameter Chapter in HL7 2.5
MSH Message Header 2
QPD Query Parameter Definition

5
RCP Response Control Parametg 5
[DSC] Continuation Pointer 2

The receiver shall respond to the query bydsemnthe RSP*ZV2 message. This satisfies the
requirements of original mode acknowledgment; no intermediate ACK message is to be sent.

Each Patient Demographics and Visit Query request specifies two distinct concepts. The Patient
Demographics and Visit Queis always targeted at a single source of patient demographic informati
(referred to in this Transaction as fhegient information sourcg A Patient Demographics Supplier
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may have knowledge of more than one source of demographics. A Patient Darosg&applier shall
support at least one source of patient demographics and may support multiple sources of demogra
ITI TF-2a:3.21.4.1.2.1 describes how the the Patient Demographics Consumer specifies which sot
demographics are requested by tuery. Each query response shall return demographics from a sing
patient information source.

The second concept present in the query is the set of patient identifier domains referenced by the «
These patient identifier domains may or may not Ise@ated with the patient information source. A
Patient Demographics Supplier shall support at least one patient identifier domain and may suppor
multiple identifier domaindTI TF-2a:3.21.4.1.2.2 describes how the Patient Demographics Consurr
requestsdentifiers from one or more patient identifier domains. Query responses may return patien
identifiers from O, 1 or multiple patient identifier domains.

3.22.4.1.2.1 MSH Segment

The MSH segment shall be constructed @&sC22fi

The Patient Demographics Supplier is able to obtain demographics from at least one and possibly
multiple patient information source$Vhen more than one patient information source is available, Fie
MSH-5-Receiving Applicatiospecifies the @tient information source that this query is targeting. The
Patient Demographics Supplier shall return this valld$it3-Sending Applicationf the RSP"ZV2
response. The value specified in MSHk not related to the value requested in €Phat Domais
Returned.

A list shall be published of all Receiving Applications that the Patient Demographics Supplier suppt
for the Patient Demographics Consumer to choose from. Each query is processed against one an
one source of patient demographic mf@tion.

Field MSH9-Message Typshall haveall threecomponentgopulated with a valueThe first
component shall have a value@BP; the second component shall have a valué&\df. The third
component shall have a value@BP_Q21

3.22.4.1.2.2 QPD Segment

The Péient Demographics Consumer Actor shall send attributes within the QPD segment as descri
in Table 3.222.

Table 3.22-2 PDQ Profile - QPD segment
SEQ | LEN | DT | OPT | TBL# | ITEM# ELEMENT NAME

1 250 |CE |[R 0471 | 01375 | Message Query Name

2 32 ST | R+ 00696 | QueryTag

3 QIP| R Demographics and Visit Field
8 CX |O What Domains Returned

Adapted from the HL7 standard, version 2.5

The Consumer shall speci-TMessage QUery RANg.Q Quer y o
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3.22.4.1.2.2.1 Parameters in QPD-3-Demographics and Visit-Related Fields

Field QPD-3-Demographics and VisRelated Fieldgonsists of one or more repetitions, each of which
contains two components that together contain the name and value of a distinct parameter to the g
Acceptable segments are PID, PD1, PV1, and PV2.

The first component of each parameter contains the name of an HL7 element in the form
@<seg>.<field no>.<component no>.<subcomponent no>

The above format is populated according to common HL7 usage for specifying elements used in qt
parameters, as follows

<seg> represents acBaracter segment ID from the HL7 Standard.

<field no> is the number of a field within the segment as shown in the SEQ column of the segment
attribute table for the segment selected.

<component no>, for fields whose data types cantailtiple components, shall contain the cardinal
number of the component being valued. For fields whose data types do not contain multiple
components, <component no> shall not be valued and its preceding period should not appear.

<subcomponent no>, foomponents whose data types contain multiple subcomponents, shall conta
the cardinal number of the subcomponent being valued. For components whose data types do not
contain multiple subcomponents, <subcomponent no> shall not be valued and its prezeodihghall
not appeatr.

The second subcomponent of each parameter contains the value that is to be matched. If it is des
constrain the quality of a match within the bounds of an algorithm known to the Supplier, the algori
and constraint valuesay be specified in Fields QPRDthrough QPBY.

The Patient Demographics Consumer may specify, and the Patient Demographics Supplier shall si
the fields in the following table.

Table 3.22-3 PDQ Profile i QPD-3 fields required to be supported

FLD ELEMENT NAME
PID.3 | Patient Identifier List
PID.5 | Patient Name
PID.7 | Date/Time of Birth
PID.8 | Administrative Sex
PID.11| Patient Address
PID.18| Patient Account Number

In addition, the Patient Demographics Supplier should support the fields in the hgjlakie, and it
shall support at least one of them. Some fields may not be relevant to particular care segtings (
inpatient, day patient) and will thus not be supportable by domains in those care settings.
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Table 3-22.4 PDQ Profile i QPD-3 fields recommended to be supported

FLD ELEMENT NAME
PV1.2 | Patient Class
PV1.3 | Assigned Patient Location
PV1.7 | Attending Doctor
PV1.8 | Referring Doctor
PV1.9 | Consulting Doctor
PV1.10| Hospital Service
PV1.17| Admitting Doctor
PV1.19| Visit Number

The PatienDemographics Supplier shall return demographic records that reflect the best fit to all of
search criteria.

Examples of parameter expressions in D

@PID.5.1.1"SMITH~@PID.8"F

requests all patients whose family name (first subcomponent (dataTypé t&e first component (data
type FN)of PID5-Pat i ent Name (data type XPN)) mat8&he
Sex (data type | S)) matches the value o6f emal

@PV1.3.2"389~@PV1.3.3"2

requests all patients whose room number (second comip@aea type 1S) of P\:B-Assigned Patient
Location (data type PL)) matches the value 389 and whose bed number (third component (data tyy
of PV1-3-Assigned Patient Location (data type PL)) matches the value 2.

3.22.4.1.2.2.2 Populating QPD-8-What Domains Returned

As in the Patient Demographics Query (Transactior2T), field QPD8 restricts the set of domains for
which identifiers are returned in Pi8

1. In a multipledomain environment, QRB may be used to identify one or more domains of
interest to the Patient Degraphics Consumer and from which the Consumer wishes to obtai
value forPID-3-Patient Identifier Note that the patient information source designated by-MSt
5 may or may not be associated with any of the Patient ID Domains lisggel¥8-What
Domairs Returned

If QPD-8 is empty, the Patient Demographics Supplier shall return all Patient IDs known by t
Patient Demographics Supplier for each patient that matches the search criteria. See Case
ITI TF-2a:3.21.4.2.2.8 for details on how this infaation is returned.
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If QPD-8 is specified and the domains are recognized, the Patient Demographics Supplier s
return the Patient IDs for each patient that matches the search criteria. See Gasd R2-2a:
3.21.4.2.2.8 for details on how this infortiea is returned.

Any domain not recognized by the Patient Demographics Supplier is an error condition. See
Case 31Tl TF-2a:3.21.4.2.2.8 how to handle this condition.

2. In a singledomain environment, QRB may be ignored by the Patient Demographicpien
The Supplier shall always return the identifier from the Patient ID Domain known by the Pati
Demographics Supplier.

Within field QPD-8, only component 4 (Assigning Authority) shall be valued.

The Patient Demographics Supplier may or may nobheta supply additional identifiers from the
domains specified in QRB. A discussion of how QRB is processed is included in the architectural
di scussion in the AUsing Pamaemt EDai a oQ@me-ny ¢
2x: AppendixM).

The Patient Demographics Consumer shall be able to support at least one of the following mechan
for specifying QPE8:

1. Transmit an empty value and receive all identifiers in all domains known by the Patient
Demographics Supplier (one or more dons), or

2. Transmit a single value and receive zero or more identifiers in a single domain, or

3. Transmit multiple values and receive mutiple identifiers in those multiple domains.

3.22.4.1.2.3 RCP Segment

The Patient Demographics Consumer Actor shall send a#slwithin the RCP segment as described
in Table 3.225. Fields not listed are optional.

Table 3.22-5 IHE Profile - RCP segment
SEQ |LEN | DT | OPT | TBL# | ITEM#| ELEMENT NAME
1 1 ID |R 0091 | 00027 | Query Priority
2 10 CQ|O 0126 |00031 | Quantity Limited Request

Adapted from the HL7 standard, version 2.5

3.2241.23.1 Populating RCP-1-Query Priority

Field RCR1-Query Priorityshall always contaih, signifying that the response to the query is to be
returned in Immediate mode.

3.22.4.1.2.3.2 Populating RCP-2-Quantity Limited Request

The PatienDemographics Consumer Actor may request that responses to the query be sent, using
HL7 Continuation Protocol, in increments of a specified number of patient records. (In the context
the HL7 query, a patient record is defined as the PID segmemingrebgments accompanying it for
each patient.) Itis desirable to request an incremental response if the query could result in hundre
thousands of matches or #fAhits. o
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The Patient Demographics Supplier Actor shall support the HL7 Continuation Protocol

Field RCR2 is of data type CQ, which contains two components. The first component contains the
number of increments, always expressed as an integer greater than 0, while the second componer
contains the kind of increment, alwagPto signify that incemental replies are specified in terms of
records.

For example50"RD requests 50 records at a time.

See the filncrement al Resfaon8e 2Rrdcds 8i. 80 ane
Actionso section of the PanessaaTl TRa tn22.4.2.3) forhmore s
information on the implementation of the continuation protocol.

3.22.4.1.2.4 DSC Segment

The Patient Demographics Consumer Actor may request additional increments of data by specifyir
segment on the query request. Thignsent should be omitted on the initial query request. Its purpose
to request additional increments of the data from the Patient Demographic Supplier Actor.

Table 3.22-9 IHE Profile - DSC segment

SEQ LEN DT OPT TBL# ITEM# ELEMENT NAME

1 180 ST (0] 00014 Continuation Pointer

2 1 ID (0] 0398 01354 Continuation Style
3.224.1.2.4.1 Populating DSC-1 Continuation Pointer

To request additional increments of data, BIS(Continuation Pointeghall echo the value from
RSP"K22 DSEL.

3.22.4.1.2.4.2 Populating DSC-2 Continuation Style

DSC2 (Continuation Styley hal | al ways contain Al o6, signif
continuation message.

3.22.4.1.3 Expected Actions

3.22.4.1.3.1 Immediate Acknowledgement

The Patient Demographics Supplier shall immediately return an RSP*"ZV2 response message as
specified below inTITF-2a:3 . 22 . 4. 2, APatient Demographics
message incorporates original mode applicat.i
Modes o s ec-2iC2r8. Thé Supplief dhall use FIEVMISH-3-Sending Applicationf the
RSP"ZV2 message to return the value it received from the Patient Demographics Consumer in Fie
MSH5-Receiving Applicatioof the QBP*ZV1 message.
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3.22.4.1.3.2 Query Parameter Processing

The Patient Demographics Supplier Actor sballcapable of accepting, searching on, and responding
with attributes in the QPD segment as specified in Table&.22

The Patient Demographics Supplier Actor must be capable of receiving all valid combinations of
subcomponents that make up the Assigninghdrity componentife., all valid combinations of QPD
3.8).

Handling of phonetic issues, alternate spellings, upper and lower case, wildcards, accented charac
etc., if deemed appropriate, is to be supported by the Patient Demographics Supptigraathg the
Patient Demographics Consumer. The Supplier shall return at least all exact matches to the query
parameters sent by the Consumer; IHE does not further specify matching requirements.

3.22.4.1.3.3 Incremental Response Processing

The Patient Demographics Flier Actor shall be capable of accepting and processing attributes in tt
RCP segment as listed in Table 322In particular, the Patient Demographics Supplier Actor shall
respond in immediate mode (as specified IRCR 1-Query Priorityvalue ofl).

Also, the Patient Demographics Supplier Actor shall be able to int&@ee-Quantity Limited
Requesto return successive responses of partial lists of records according to the HL7 Continuation
Protocol, as described il TF-2a:3.22.4.2 below and ithe HL7 Standard.

3.22.4.2 Patient Demographics and Visit Response

3.22.4.2.1 Trigger Events

The Patient Demographics Supplierbés response
shall be the following message:

Z\V2 1 Find Candidates with Visit Information respsen

3.22.4.2.2 Message Semantics

The Patient Demographics and Visit Response transaction is conducted by the RSPAZV2 message
Patient Demographics Supplier Actor shall generate this message in direct response to the QBP"Z
message previously received. This naggssatisfies the Application Level, Original Mode
Acknowledgement for the HL7 QBP"ZV1 message.

The segments of the message listed without enclosing square brackets in Tablarg.22quired.
Detailed descriptions of all segments listed in the talt®abare provided in the following subsections.
Other segments of the message are optional.

Table 3.22-6 RSP Segment Pattern Response
‘ RSP ‘ Segment Pattern Response Chapter in HL7 2.5
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MSH Message Header 2
MSA Message Acknowledgement 2
[{ERR}] Error 2
QAK Query Acknowledgement 5
QPD Query Parameter Definition 5
[{PID Patient Identification 3
[PD1] Additional Patient Demographics 3
PV1 Patient Visit 3
[PV2] Patient Visiti Additional Information | 3
[QRI]}] Query Response Instance 5
[DSC] Continuation Pointer 2

3.22.4.2.2.1 MSH Segment

The MSH segment shall be constructed @&sCaZ2fi

Field MSH-3-Sending Applicatiospecifies the patient information source that processed the query.
Patent Demographics Supplier shall use Fidi§H-3-Sending Applicationf the RSP*ZV2 message to
return the value it received from the Patient Demographics Consumer ilviSet®-Receiving
Applicationof the QBP"*Q22 message.

Field MSH9-Message Typshall hae all threecomponentpopulated with a valueThe first
component shall have a valueR®P, the second component shall have a valuéu#. The third
component shall have a valueR&P_ZV2

3.22.4.2.2.2 MSA Segment

The Patient Demographics Supplier Actor is rajfuired to send any attributes within the MSA segmer
beyond what is specified in the HL7 stanrard
C.2.3 for the list of all required and optional fields within the MSA segment.

3.22.4.2.2.3 QAK Segment

The Patient Bmographics Supplier Actor shall send attributes within the QAK segment as defined i
table 3.227. For the detailson fillingin QAR ( Query Response Status)
Demographics Supplier Actor Qu-2ar3p24Re4lp.ons e E

QAK-1 (Query Tag) shall echo the same value of €RRQuery Tag) of the QBP"Q22 message, to
allow the Patient Demographics Query Consumer to match the response to the corresponding que
request.

Table 3.22-7 IHE Profile - QAK segment
SEQ |LEN | DT | OPT | TBL# | ITEM# | ELEMENT NAME
1 32|ST |R 00696 | Query Tag
2 2|ID | R+ 0208 | 00708 | Query Response Statu

Adapted from the HL7 standard, version 2.5
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3.22.4.2.2.4 QPD Segment

The Patient Demographics Supplier Actor shall echo the QPD Segment value that was sent in the
QBP”*ZV1 message.

3.22.4.2.2.5 PID Segment

The Patient Demographics Supplier Actor shall return one PID segment geaupngé PID segment
plus any segments associated with it in the message syntax shown in Tal@ief8ra2ach matching
patient record found. The Bplier shall return the attributes within the PID segment as specified in
Table 3.228. In addition, the Patient Demographics Supplier Actor shall return all other attributes
within the PID segment for which it is able to supply values.

Table 3.22-8 PDQ Profile - PID segment

SEQ |LEN | DT [OPT | TBL# |ITEM#| ELEMENT NAME
250/ CX |R 00106| Patient Identifier List
250| XPN | R 00108| Patient Name
26| TS |R2 00110| Date/Time of Birth

1]1S R2 0001| 00111 Administrative Sex
11| 250| XAD | R2 00114| Patient Address
18| 250|CX |R2 00121| Patient Account Numbe

Adapted from the HL7 standard, version 2.5

The Patient Demographics Supplier may or may not be able to supply additional identifiers from the
domains specified in QRB. Inability to supply an identifier in a geoular domain is not an error,
provided that the domain is recognized.

The PID segment and the PD1, PV1, PV2, and QRI segments that are associated with it are return
only when the Patient Demographics Supplier Actor is able to associate the seanshtiofom QPD

3 with one or more patient records in the patient information source associatdétiSithReceiving
Application See t he APatient Demographics Suppl-ie
2a 3.22.4.2.2.11) for a detailed desciaptof how the Patient Demographics Supplier Actor responds
the query request under various circumstances.

3.22.4.2.2.6 PD1 Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID segment, it may
optionally return the PD1 (Patient Aitional Demographics) segment, but is not required to do so.

3.22.4.2.2.7 PV1 Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID segment, it shall
return a PV1 Segment in which attributes are populated as specified in 2% 3n addition, the
Patient Demographics Supplier Actor shall return all other attributes within the PV1 segment for wt
it is able to supply values.
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Table 3.22-9 PDQ Profile i PV1 segment

SEQ |LEN | DT | OPT | TBL# | ITEM# ELEMENT NAME
1|1S R 0004| 0012 | Patient Class

80| PL |R2 00133| Assigned Patient Locatior|

250| XCN | R2 0010| 00137| Attending Doctor

250| XCN | R2 0010| 00138| Referring Doctor

250| XCN | R2 0010| 00139| Consulting Doctor

10 3/IS R2 0069| 00140| Hospital Service

17| 250| XCN|R2 0010 00147| Admitting Doctor

19| 250|CX |R2 00149| Visit Number

Ol | N|w|[N

Adapted from the HL7 standard, version 2.5

3.22.4.2.2.8 PV2 Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID segment, it may
optionally return the PV2 (Patient VigitAdditional Information) segment, but is not required to do so.

3.22.4.2.2.9 QRI Segment

For each patient for which the Patient Demographics Supplier Actor returns a PID segment, it may
optionally return the QRI (Query Response Instance) segment, but is not required to desto tRef
HL7 Standard, Version 2.5, Chapter 5, Section 5.5.5, for more information.

3.22.4.2.2.10DSC Segment

If a number of records is specifiedRCP-2-Quantity Limited Requedhe Patient Demographics
Supplier Actor shall return an incremental response of thabauof records when the number of
matching records it finds exceeds the number of records specified H2RCP

As long as the Patient Demographics Supplier Actor has records to return in additional to those ret
in the incremental response, the Supptaall return a DSC Segment. The single field of the DSC
Segment shall contain a unique alphanumeric value (the Continuation Pointer) that the Patient
Demographics Consumer may return in the DSC segment of the QBP”ZV1 message to request the
incrementf responses. The Supplier shall return increments as many times as the Consumer reqt
them (and there are increments to return), and shall stop when the Consumer sends a cancel quer
(QCN”J01) message (or when there are no more increments to réhergupplier shall signal no

more increments by omitting the DSC segment.

3.22.4.2.2.11 Patient Demographics Supplier Actor Query Response Behavior

The Patient Demographics Supplier shall perform the matching of patient data based on the query
parameter values it rea@is. The information provided by the Patient Demographics Supplier Actor t
Patient Demographics Consumer Actors is a list of possible matching patients from the patient
information source associated with the value that the Consumer $¢8tH5-Receiviig Applicationof

the query message.
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If domains are specified @PD-8-What Domains Returnezhd are recognized by the Patient
Demographics Supplier, the response will also, for each patient, contain any Patient ID values four
the specified domains.

Themechanics of the matching algorithms used are internal to the Patient Demographics Supplier .
and are outside of the scope of this framework.

The Patient Demographics Supplier Actor shall respond to the query request as described by the
following 3 cases:

Case 1 The Patient Demographics Supplier Actor finds (in the patient information source associate
with MSH-5-Receiving Applicationat least one patient record matching the criteria seQPID-3-
Demographics FieldsNo patient identifier domairere requested iQPD-8-What Domains Returned

AA (application accept) is returned in MSIA
OK (data found, no errors) is returned in Q&K

One PIBPV1 segment group.€., one PID segment and one PV1 segment, plus any segments
associated with them inghmessage syntax shown in Table 322 returned from the patient
information source for each patient record found. If the Patient Demographics Supplier Actor retur
data for multiple patients, it shall return these data in successive occurrenwef i}PV1 segment

group.
Within each PID segment, fiellID-3-Patient Identifier Listontains one or more identifiers from the
set of Patient ID Domains known by the Patient Demograpics Supplier.

If an incremental number of records are specifiedd@R2-Quantity Limited Requesand the number
of records found exceeds that incremental number, the Supplier returns only the incremental numb
records, followed by a DSC segment containing a uniquely valued Continuation Pointer.

The consumer will specifthe value of the continuation pointer in the DSC segment on the subseque
query request to request the next increment of responses.

Case 2 The Patient Demographics Supplier Actor finds (in the patient information source associate
with MSH-5-Receiving Aplication) at least one patient record matching the criteria seQPiD-3-
Demographics FieldsOne or more patient identifier domains are request€Pin-8-What Domains
Returnedthe Supplier recognizes all the requested domains.

AA (application accepis returned in MSAL.
OK (data found, no errors) is returned in QRK

One PIDPV1 segment group.€., one PID and one PV1 segment plus any segments associated witt
them in the message syntax shown in Table-8)28 returned for each matching patiestord found.

If the Patient Demographics Supplier Actor returns data for multiple patients, it shall return these d:
successive occurrences of the PID segment group.

Within each PID segment, fielID-3-Patient Identifier Listontains, in succes&wccurrences
delimited by the repetition separator, the identifiers from all the Patient ID Domains requested in Q|
8. In each occurrence of RIE) component 4 contains the assigning authority value for one Patient I
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Domain, and component 1 containe fPatient ID value in that domain. If an identifier does not exist
for a domain that was specified on QBDPnothing is returned in the list.

If an incremental number of records is specifieR@R2-Quantity Limited Requesand the number of
records tdoe sent exceeds that incremental number, the Supplier returns only the incremental numi
records, followed by a DSC segment containing a uniquely valued Continuation Pointer.

The consumer will specify the value of the continuation pointer in the D@@Gesd on the subsequent
guery request to request the next increment of responses.

Case 3 The Patient Demographics Supplier Actor does not recognize one or more of the domains i
QPD-8-What Domains Returned

AE (application error) is returned in MSAandin QAK-2.

For each domain that was not recognized, an ERR segment is returned in which the comp&iiRts c
2-Error Locationare valued as follows.

COMP # COMPONENT NAME VALUE
1 Segment ID QPD

2 Sequence 1

3 Field Position 8

4 Field Repetition (see below)
5 Component Number (empty)

6 Subcomponent Number (empty)

ERR2.4-Field Repetitioridentifies the ordinal occurrence of QRhat contained the unrecognized
domain. As specified by HLERR2.5-Component NumbemdERR2.6-Subcomponent Numbare
not valued because we are referring to the entire field-@PD

ERR3-HL7 Error Codeis populated with the error condition co2ié4 (unknown key identifier).
Together with the values in ERR this signifies that the Patient Demographics Supplier Alitbnot
recognize the domain f@PD-8-What Domains Returned

3.22.4.2.3 Expected Actions

The Patient Demographics Consumer will use the demographic information provided by the Patien
Demographics Supplier to perform the functions for which it requested the inimnneag, providing a
pick list to the user.

If the Supplier has sent a DSC segment containing a continuation pointer value, additional increme
data are available upon request by the Consumer. After receiving each increment of data that inclt
DSC segment containing a continuation pointer value, the Consumer should take one of the followi
actions.

9 If the Consumer wishes to receive another increment of the data, the Consumer reissues the
guery message using a new unique valuddt10-messageontrol ID and adding the DSC
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4315 segment after the RCP segment. BB€&hall echo the continuation pointer returned in RSP"K2
DSG1 segment.

9 If the Consumer does not wish to receive another increment of the data, the Consumer issu
cancel query (QCN*JOIhessage.

1 If the Consumer does not reissue the query or send a cancel query message, the query will
4320 eventually terminate.

If the Supplier has not sent a DSC segment containing a continuation pointer value, no more increr
of data are available and nother action by the Consumer is required.
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3.22.4.3Canceling a query

The Patient Demographic Consumer can send a cancel trigger to notify the Patient Demographic
Supplier that no more incremental response will be requested, and interactive query can be termin:
This cancellation trigger is optional. How long the Patient Demographic Supplier retains query resu
(for incremental response) is an implementation decision and therefore beyond the scope of IHE.

3.22.43.1 Trigger Events

The Patient Demographic Consumer whiebaived a RSP*K22 response message indicating there
more incremental response data available, can terminate the interactive query with the following HI
trigger event:

JO1i Cancel query status

3.22.4.3.2 Message Semantics

Canceling a query is conducted by the QQDI* message. The Patient Demographic Consumer can
generate this message to notify the Patient Demographic Supplier that no more data is desired. Th
segments of the message listed below are required, and their details descriptions are provided in tl
following subsections.

Table 3.22-10 QCN Cancel query

QCN Cancel query Chapter in HL7 2.5
MSH Message Header
QID Query identification Segment

The receiver shall acknowledge this cancel by the HL7 ACK messagd.1Sde2x: C.2.3
AAcknowl edgement oModefinition and discussi or

3.22.4.3.2.1 MSH Segment
The MSH segment shall be constructed @&sC2aZ%fi

MSH-9 (Message Type) shall have three components. The first component shall haveetioé QCN;
the second component shall have a value of JO1. The third component shall have the value of QCH

3.22.4.3.2.2 QID Segment
The QID segment contains the information necessary to uniquely identify the query being cancellec

Table 3.22-11 IHE Profile - QID segment

SEQ LEN DT OPT TBL# ITEM# ELEMENT NAME
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SEQ LEN DT OPT TBL# ITEM# ELEMENT NAME
32 ST R 00696 Query Tag
2 250 CE R 0471 01375 Message Query Name
3.22.4.3.2.2.1 Populating QID-1 Query Tag

4360 QID-1 (Query Tag) uniquely identifies the query to be canceled. This field shall contain the same v
specified in QPB2.

3.22.4.3.2.2.2 Populating QID-2 Message Query Name

QID-2 (Message Query Name) identifies the name of the query. It is an identifier of the conformanc
statement for this query. This field shall contain the same value specified ¥1QPD

4365 3.22.5 Security Considerations

3.22.5.1 Audit Record Considerations

The Patient Demographics Query Transaction is a Query Information event as defiabteif.20.61.
The Actors involved shall record audit events according to the following:

3.225.1.1 Patient Demographics Consumer audit message:

Field Name Opt Value Constraints
Event EventID M EV(110112, DCM, AiQueryo)
AuditMessage/ EventActionCode M AE0O (Execute)
Eventldentification " .

EventDateTime M not specialized

EventOutcomelndicator M not specialized

EventTypeCode M EV(nZZ]’d,HEn Transactionso, APat
Queryo)

Source (Patient Demograhics Consumer) (1)

Human Requestor (0..n)

Destination (Patient Demographics Supplier) (1)

Audit Source (Patient Demographics Consumer) (1)
Patient (0..n)
Query Parametas(1)

4370 Where:
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Source The identity of the Patient Demographics Consumer Actor facility an
) UserlD M sending application from the HL7 message; concatenated together,
AuditMessage/
ActiveParticipant separated by the | character.
AlternativeUserID M the proess ID as used within the local operating system in the local
system logs.
UserName U not specialized
UserlsRequestor M Atrueo
RolelDCode M EV(110153, DCM, #fASourceod)
NetworkAccessPointTypeCode M Alo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Human UserID M Identity of the human that initiated the transaction.
Requestor (if | AlternativeUserlD U not specialized
known) UserName U not gecialized
Agff;tg'a?;;%ﬁt UserlsRequestor M fitrued
RolelDCode U Access Control role(s) the user holds that allows this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Destination The identity of thePatient Demographics Source facility and receiving
) UserlD M application from the HL7 message; concatenated together, separate
AuditMessage/ h h
ActiveParticipant the | character.
AlternativeUserID ] not specialized
UserName U not specialized
UserlsRequestor M ifal seo
RolelDCode M EV(11012, DCM, #fADestinationo)
NetworkAccessPointTypeCode M Afilo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSite|D not specialized
AuditSourceldentification - .
AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M 10 (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Ailo (Patient)
ParticipantObjectldentifi — - N .
cation) ParticipantObjectDataLifeCycle 0] not specialized
ParticipantObjectIDTypeCode M EV(2,RFG3 881, fAPatient Number o)
ParticipantObjectSensitivity 0] not specialized
ParticipantObjectlD M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Query ParticipantObjectTypeCode M 20 (system object)
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ParticipantObjectTypeCodeRole

Ai240 (query)

ParticipantObjectDataLifeCycle U not specialized

ParticipantObjectiIDTypeCode M EV( 2 2!'6 . fIHE Transactionso, #
Queryo)

ParticipantObjectSensitivity U not specialized

ParticipantObjectiD U not specialized

ParticipantObjetName U not specialized

ParticipantObjectQuery M the QPD segment of the queryBase64 encoded

ParticipantObjectDetail M Type=MSH10 (the literal string), Value=the value of MSId (from

the message content, base64 encoded)

3.22.5.1.2 Patient Demographics Source audit message:
Field Name Opt Value Constraints
Event EventlD M EV(110112, DCM, fdQueryo)
AuditMessage/ EventActionCode M AEO0 (Execut e)
Eventldentification - —
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(nZZ!’d, ilHE Transactionso, 0
Queryo)
Source (Patient Demographics Consumer) (1)
Destination (Patient Demographics Supplier) (1)
Audit Source (Patient Demographics Supplier) (1)
Patient (0..n)
Query Parameters(1)
Where:
Source The identity of the Patient Demographics Consumer Actor facility ar
) UserID M sending application from the HL7 message; concatenated together,
AuditMessage/
ActiveParticipant separated by the | character.
AlternativeUserID U not specialized
UserName U not specialized
UserlsRequestor M Aitrueo
RolelDCode M EV(110153, DCM, #fASourceo)
NetworkAccessPointTypeCode M Alo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Destination The identity of the Patient Demographics Supplier facility and
) UserID M receiving application from the HL7 message; concatenated together
AuditMessage/
ActiveParticipant separated by the | character.
AlternativeUser|D M the process ID assed within the local operating system in the local
system logs.
UserName U not specialized
UserlsRequestor M Aifal seod
RolelDCode M EV(110152, DCM, AiDestinationo)
NetworkAccessPointTypeCode M Al10 for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
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Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSitelD U not specialized
AuditSourceldentification - —
AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M ilo (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Alo (Patient)
ParticipantObjectldentifi . - - .
cation) ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectiIDTypeCode M EV(2,RFG3 881, fiPatient Number o)
ParticipantObjectSensitivity U not specialized
ParticipantObjectlD M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U not specialized
Query ParticipantObjectTypeCode M 20 (system object)
Parameters ParticipantObjectTypeCodeRole M Ai240 (query)
(AudittMessage/ ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectldentifi
i ~ = - - A
cation) ParticipantObjectiDTypeCode M EV( f2 Zfd , Al HE T ragent ®emodraploca ana Visit fi
Queryo)
ParticipantObjectSensitivity U not specialized
ParticipantObjectlD U not specialized
ParticipantObjectName U not specialized
ParticipantObjectQuery M the QPD segment of the queryBase64 encoded
ParticipanObjectDetail M Type=MSH10 (the literal string), Value=the value of MSI® (from
the message content, base64 encoded)

3.23Find Personnel White Pages

This section corresponds to Transaction2Blof the IHEIT Infrastructur@ echnical Framework.
TransactionTI-23 is used by the Personnel White Pages Consumer and the DNS Server Actors.

3.23.1 Scope

This Transaction is used to locate the Personnel White Pages directory.

3.23.2 Use Case Roles

WWite Pages

Actor: Personnel White Pages Consumer
Role: Requests Locating information for the Personnel White Pages Directory

Rev. 7.0 Final Tex2010-08-10 175 Copyright © 2A0 IHE International Inc.



4390

4395

4400

4405

IHE IT Infrastructure Technical Framework, Volume 2a (ITFZ&): Transactions Part A

Actor: DNS Server
Role: Provides locating information about the Personnel White Pages Directory

3.23.3 Referenced Standard

IETF: RFCG-2181 Clarifications to the DNS Specification
RFCG-2219 Wse of DNS Aliases for Network Services
RFCG2782 A DNS RR for specifying the location of services (DNS SRV)

DICOM: DICOM Supplement 67 Configuration Management, January 14, 2004.

Not e: Nor mati ve RFCO6s are frequenThegriginapottlert e d
RFC is not modified to include references to
effect at the time of publication. Subsequen
applied.

3.23.4 Interaction Diagram

RarsomalVite NG Sener
PaoeSthrauner

Reguest dl LD sener

List of seners, piaity, pats,

A

Sdedt sener

A

3.23.4.1Request all LDAP servers

The RFG2782 DNS RR is used for specifying the location of services (DNS SRV). It specifies a
mechanism for requesting the names and rudimentary descriptions for machines that provitte netw
services. The DNS client requests the descriptions for all machines that are registered as offering ¢
particular service name. Il n this case the se
may respond with multiple names for a single esqu
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3.23.4.1.1 Trigger Events

This transaction is used by the Personnel White Pages Consumer prior to any access to the Perso
4410 White Pages Directory.

3.23.4.1.2 Message Semantics

The Personnel White Pages Consumer shall request a list of all the LDAP servers available. The
Personnel White Pages Consumer shall use the priority, capacity, and location information provide
DNS as part of the server selection process. (RF&2 recommends the proper use of these

4415 parameters).

Note:

Multiple LDAP servers providing access te@mmon replicated LDAP database is a commonly supported configuration. This
permits LDAP servers to be located where appropriate for best performance and fault tolerance. The DNS server resj
information provides guidance for selecting the most apjatapserver.

4420 There may also be multiple LDAP servers providing different databases. In this situation the client may have to exaatine sever
servers to find the one that supports the Personnel White Pages Directory (Se@dT8B.4.1.2.2).

The cliemt may have a mechanism for manual default selection of the LDAP server to be used if the DNS server does not provi
LDAP server location.

3.23.4.1.3 Expected Actions

4425 The DNS Server shall return all known LDAP servers in accordance with2RBEZ.
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3.24Query Personnel White Pages

This section corresponds to Transaction2#%lof the IHEIT InfrastructureTechnical Framework.
Transaction 1T424 is used by the Personnel White Pages Consumer and the Personnel White Page
Directory Actors.

3.24.1 Scope

This Transaction is used tetrieve information from the Personnel White Pages directory.

TheRFC3 377 ALightweight Directory Access Proto
mechanism for making queries of a database corresponding to an LDAP schema. The LDAP client
compose requests in the LDAP query language, and the LDAP server will respond with the results
single request.

3.24.2 Use Case Roles

Actor: Personnel White Pages Consumer

Role: Requests information about a humankfayce member(s)

Actor: Personnel White Pages Directory

Role: Provides information about one or more human workforce member

3.24.3 Referenced Standard

IETF: RFC-2181 Clarifications to the DNS Specification
RFC 1766 Tags for the Identification of Languages
RFC 251 - Lightweight Directory Access Protocol (v3)
RFC 2252 Lightweight Directory Access Protocol (v3): Attribute Syntax Definitions

RFC 2253 Lightweight Directory Access Protocol (v3): UFa-String Representation of
Distinguished Names

RFC 2256- A Summary of the X.500(96) User Schema for use with LDAPv3
RFC 2798 Definition of the inetOrgPerson LDAP Object Class

RFC 2829 Authentication Methods for LDAP

RFC 2830 LDAPv3: Extension for Transport Layer Security
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RFC 3377- Lightweight Directory Access Pratol (v3): Technical Specification

ISO: ISO/TS 17090 directory standard for healthcare identity management

CRU: Projet de sch®mas dbdébannuaires et de sc
interopérables pour les administrations Document techiiigdenovembre 2002

ITU-T: E.123: Notation for national and international telephone numbers

HL7: HL7 Version 2.5, Chapteri2Control

3.24.4 Interaction Diagram

RPosSrang RPoslyam

3.24.5 LDAP Query/Response

The Personnel White Pages Consumer may raakiele variety of queries and cascaded queries using
LDAP. The Personnel White Pages Consumer and Personnel White Pages Directory shall support
data model described here.

A commonly supported configuration type has multiple LDAP servers providingsatz@ common
replicated LDAP database. This permits LDAP servers to be located where appropriate for best
performance and fault tolerance. The replication rules chosen for the LDAP servers affect the visib
data consistency. LDAP permits inconsisteetnws of the database during updates and replications. Tt
i nconsi stency may result in a consumer recei
information. This should not be a problem for our-aases as none of them are life critical.

3.24.5.1Trigger Events

Personnel White Pages Consumer requires some Personnel White Pages information on one or m
human workforce members.

3.24.5.2Message Semantics

The transaction uses standard LDAP v3 query/response mechanisms.
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3.245.2.1 User Authentication

Some of the attributes be retrieved using this transaction may be considered sensitive to the healtl
personnel. It is the responsibility of the Personnel White Pages Directory to enforce these protectio
To protect records and/or attributes, the Personnel White Pagssr@@mmay be called upon to
provide user credentials.

Anonymous authentication shall be implemented on Personnel White Pages Directory and is optiot
Personnel White Pages Consumer. Anonymous authentication shall be implemented as described
LDAP v3 section 4.2 Bind Operation.

Simple Authentication shall be implemented on the Personnel White Pages Directory and is option
the Personnel White Pages Consumer. Simple authentication shall be implemented as described i
LDAP v3 section 4.2 Bind Opation. This authentication type is not recommended for use over
networks that are not otherwise secured as the username and password are transferred in the cleg
use of SSESimple Authentication is a better choice.

SSL-Simple Authentication shall benplemented on the Personnel White Pages Directory and is
optional for the Personnel White Pages Consumer:S8iple Authentication is not defined in any
normative text, but is consistently i mpl emen
shdl connect to port 636 using SSL against the PWP Directory Certificate. The LDAP v3 conversati
then continues with Simple Authentication as defined in LDAP v3 section 4.2 Bind Operation.

PWP specifies read operations on personnel demographics. Thebissirettional TLS authentication,
such as that defined in ATNA Profile, is not necessary as this profile does not provide access to
Protected Health Information (PHI). The use of SSL to cover the authentication and query process
sufficient in this Prole.

3.245.2.2 Base DN Discovery

The Personnel White Pages represents a branc
defined by a ABase DNo. The | ist of Base DNs
doing a LDAP QuerywithaNULL(i.di0) Base DN, and Object Cl as:
Pages Directory shal/l C 0 n t-lAltPAWPa . p €lrhseo P ea bsjoenc

Consumer may thus search through the list of Base DNs that the LDAP Directory contains for this «
object. The Personnel White Pages Directory identified in this way shall contain person/inetOrgPel
objects that conform to the Query Personnel White Pages Directory Transaction.

Note: The first LDAP server that yields a result on the search fol THPWP can be used. There is no
need to search further.

3.245.2.3 Query Encoding

Note that the LDAP transactions utilize UBFencoding unless otherwise noted. The schema shown
here is the commonly used schema found in X.500 Schema for LDAP and inetOrgPerson. Extensic
beyond this schema are not recommended. The base schema must be preserved to ensure
interoperability. Schema extensions shall not introduce attributes that duplicate the meaning of any
attribute specified in this Profile.
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