IHE Technical Framework Change Proposal

Tracking information:

	IHE Technical Framework Domain
	IT Infrastructure

	Change Proposal Number (assigned by Domain Technical Committee)
	176

	Change Proposal Status:
	Approved

	Date of last update:
	Oct 23, 2006

	Person assigned:
	John Moehrke


Change Proposal Summary information:

	Browsers and Mutual Auth

	Submitter’s Name(s) and e-mail address(es):
	John.Moehrke@med.ge.com

	Submission Date:
	2006-05-19

	Integration Profile affected:
	ATNA

	Version of IHE Technical Framework:
	Revision 2.0 Final text

	Volume(s) and Section(s) affected:
	Volume 2: 3.19.6.2.1

	We have a note that browsers don’t do mutual-authenticatoin. This has turned out to be wrong. IE 5.5 supported it and I think Netscape has always supported it.




Make the following changes to 3.19.6.2.1

3.19.6.2.1 Expected Actions

A trusted association will be established between the two nodes. This association will be used for all further secure transactions between the IHE actors in two nodes.

The HTTP connection shall be made using a TLS connection in the same manner as HL7 and DICOM TLS connections described above, although the port number shall be configurable.

Note:
Most web browsers do not support the mutual authentication of both nodes by means of TLS.  They usually only support authentication of the server node by means of TLS, leaving the client node un-authenticated.  SSL connections are similar in only authenticating the server node.  This is not suitable for use in the transfer of  PHI.  Secured HTTP communications will require the use of either browser extensions like applets, modified browsers, or application software that uses mutually authenticating TLS connections.

If Secure Node is configured for physical security, then it shall use the normal HTTP protocol. 

