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Foreword

Thisis a supplement to the IHE Infrastructure Technical Framewovk.0. Eachsupplement
undergoes a process of public comment and trial implementation before being incorporated into
the volumes of the Technical Frameworks.

This supplement submitted foirial Implementation as ohugust 10, 2010 and will be

available for testing at subsequent IHE Connectathons. The supplement may be amended based
on the results of testing. Following successful testing it will be incorporated into the IT
Infrastructure Technical Framework. Commaeants invited and may be submitted on the IHE

forums athttp://forums.rsna.org/forumdisplay.php?f=1&8by email to iti@ihe.net.

This supplement describes changes to the existing techrana\rork documents and where

indicated amends text by additidmo{d underline) or removal beld-strikethrough), as well as
addition of | arge new sections introduced by
which for readabilityarenot boldedor underlined.

ABoxedo instructions |ike the sample bel ow i
relevant section(s) into the relevant Technical Framework volume:

Replace Section X.X by the following:

General information about IHEanbe faund at:www.ihe.net

Information about the IHET Infrastructuremay be found at:
http://www.ihe.net/Domains/index.cfm

Information about the structure of IHE TechniEaameworks and Supplememwanbe found at:
http://www.ihe.net/About/process.cfamdhttp://www.ihe.net/profiles/index.cfm

The current version dhe IHE Technical Frameworanbe found at:
http://www.ihe.net/Technical Framework/index.cfm
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Introduction

This supplement updates the XDS and XDR profiles to add support for the updating and deleting
100 of metadad.

One new actor and two new transactions are introduced. The Document Administrator actor is
the source of the new transactions. The Update Document Set transaction carries metadata
updates and the Delete Document Set transaction enables metadaia.dehetse new
capabilities are assigned to a new actor and new transactions to enable tighter

105 authentication/authorization control over their use.

In XDS, Update Document Set and Delete Document Set are sent to the Document Registry
actor and updates aresible through the Registry Stored Query transaction. In XDR, Update
Document Set and Delete Document Set are sent to the Document Recipient actor and no query
is possible due to the nature of XDR.

110 Updates use the SubmissionSet object to anchor eachssigmmfollowing the same rules as the
Register Document Set transaction. But with update, each metadata object that accompanies the
SubmissionSet triggers an update to the registry contents. Updates take the following forms:

1 New version of the metadatarfa DocumentEntry or Folder object

1 Changes in the availabilityStatus attribute of DocumentEntry, Folder, and Association
115 objects

1 Addition of Association objects
Note: This is the first time the availabilityStatus attribute has been used on the Assatipgain

New attributes logicallD and Version are introduced from ebRIM 3.0 to manage the details of

versioning. A new attribute, documentAvailability, is introduced on the DocumentEntry object to
120 allow separate management of the status of a documengpository. It is now possible to label

a document as being Offline. It still exists but cannot be retrieved at the current time.

The Patient ID attribute on DocumentEntry and Folder objects can be updated. This will enable
new approaches in the hamdjiof Patient ID Merge/Link.

A key concept for versioning from ebRIM 3.0 is the logicallD or lid (ebRIM name) attribute.

125 The existing id attribute (entryUUID name is used in XDS) is unique for every metadata object
in the registry. The new logicallD attrite is also assigned to every metadata object but alll
objects that are versions of the same logical object share the same value of logicallD. Different
versions of a logical object are differentiated by the version attribute that carries the version
number 1,2,3 and so on.

130 The second key concept for versioning is that Associations point to a specific version of an
object. DocumentEntry objects are linked to a Folder object through HasMember Associations
showing they are part of the Folder. With the intrcichn of versioning, this description is
updated to show that a version of a DocumentEntry is linked to a version of a Folder through a

Rev. 11 -201008-10 Copyright © 2010: IHE International, Inc.
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HasMember Association. Different versions of a Folder can have different contents. This
135 supplement introduces rules foanaging this complexity.

This supplement includes updated documentation on the use of ebRIM Associations in XDS and
XDR. The existing documentation is somewhat understated. The update transaction makes heavy
use of SubmissionSet Associations (Associatamhored at one end by the SubmissionSet

object) to trigger some types of updates.

140 This supplement was written in parallel with the-D@emand Documents supplement. The two
supplements share some common sections and terminology. Ther@md Documents
suplement depends on facilities offered by Metadata Update.

Some discussion and example material regarding the Update Document Set and Delete
Document Set transactions are available on the IHE Wiki at:
145  http://wiki.ihe.net/index.php?titte=Metadata_Update

The formal example collection is available at
ftp://ftp.ihe.net/TF_Implementation_Material/ITl/examples/MU

Open Issues and Questions

150 Closed Issues

Most of the older Closed Issues havermeiloved to the wiki at:
http://wiki.ihe.net/index.php?titte=Metadata Update#Closed Issues

MV012: Should the comment attribute on SubmitObjectsRegipte ObjectsRequelsé
155 allowed or disallowed™No comment by IHE

MVO015: There is currently no way to issue a Stored Query asking for only online documents.
Add a query parametéo FindDocumentNew query parameter not added

MV031. Metadata Update and Delete will both reqaisignificant authentication/authorization
challenges. Should these be mandated by this profile or left to be decided upon by developers?

160 Recommendations made in security sections. No mandates made.

MV033: Since there is a significant amount of sharedteat and intertwined concepts should

the Metadata Update and Deferred Document and Dynamically Created Content (now the On
Demand Documents) supplements be combined just for ease of understanding by the
implementor? Resolution: Content was not combined.

165 MVO034: The Document Administrator actor can generate two transactions: Update Document
Set and Delete Document Set. Both are optional but a Document Administrator must declare at
least one. Is this correct or should the Document Administrator simplygbheed to support
both transactions? Resolution: This is acceptable.

Rev. 11 -201008-10 Copyright © 2010: IHE International, Inc.
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MV035: Should XCA declare options for support of metadata versions in the query response?

170 This could be just a required Gateway feature, especially when working within an XDS Affinity
Domain where the capability exists independent of the Gateway. Another alternative might be to
expand the option defined in the Deferred Document and dyanamically generated content to
include the capability of metadata versioning (rather than having tiée diptions as is written
now) . Could rename the option in the other

175 supporto and lump all this Ilittle stuff toge
enable the capabilities without the need forogtion.

MVO037: An update of a DocumentEntry or Folder requires that the existing version have a non
Deprecated status. If the existing version is Deprected, a separate operation must be used to
first | abel it Approved naésgparatnsdbmisdioa)mustbes ep ar

180 used to submit the update since updates cannot be applied to deprecated objects. Should this be
made easier?Resolution: restriction has been removed.

MVO037: The introduction of metadata versions makes the use of the udigaedmeter in

many Stored Queries awkward since the uniquelD represents all versions of the metadata object.

Many Stored Queries, GetFolderAndContents for example, could return multiple versions of the
185 selected Folder and the contents for each of thesgows. But, if called with the entryUUID

parameter the return semantics do not change. For now | have added footnotes to alert

developers.

MV038: Should ITI establish rules for the deletion of metadata? Example is a submission of a
DocumentEntry with itattendant SubmissionSet and HasMember association. The minumal

190 deletion of the DocumentEntry must delete the association as well. This leaves a SubmissionSet
with no contents. Should the profile require the deletion of the SubmissionSet as well?l{Dbvious
more complicated examples exist.Resolution: IHE has not added any restrictions to be base
standard. The amount of deletion is not restricted.

MV041: Should Metadata Update apply to XDM? How? Resolution: No

195 MV042: A public comment made issue of the latk defined way to request a deletion from the
Document Repository. This has been recorded as Change Proposal 533.

Rev. 11 -201008-10 Copyright © 2010: IHE International, Inc.
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200 Volume 11 Integration Profiles

1.7 History of Annual Changes

| Add the following bullet to the end of the bullet list in section 1.7 |
1 Update the XDS and XDR profiles to add support for metadata update and deletion.

205 2.1 Dependencies among Integration Profiles

No new dependencies are introduced with this supplement.

10.1 Actors/ Transactions

Update the following diagram to add the Docum&dministrator actor and the two new
210 | transactions. Note: this version of the diagram includes updates made for-therfoand
Documents supplement since it is difficult to reconcile change tracking inside diagrams. T

[his

version of the diagram takes prdence over the one in the @emand Documents supplemer

nt.

Rev. 11 -201008-10 Copyright © 2010: IHE International, Inc.
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On-Demand
Document Source

Register On-Demand Document

Patient Identity Source

Patient Identity Feed [ITI-8]
Patient Identity Feed HL7v3 [ITI-44] |

Entry [ITI-61] —

Document
Administrator

Document Registry

Registry Stored Query
[ITI-18] =

Retrieve
Document Set
[ITI-43] ¢

Provide&Register
Document Set — b [ITI-41]

Document Source

Update Document Set [ITI-57]

Delete Document Set [ITI-62] —
Registry Stored Query [ITI-18]
—

Document Repository

J 1 Register Document Set — b [ITI-42]

Retrieve Document Set [ITI-43]

-—

Document Consumer

—

Integrated Document Source/Repository

Figure 10.1-1b Cross-Enterprise Document Sharing 7 b (XDS.b) Diagram

Update the following table to add the new actor and transaction.

Table 10.1-1b XDS.b - Actors and Transactions

Actors Transactions Optionality Section
Document Consumer Registry Stored Query [IT18] R ITI TF-2a: 3.18
Retrieve Document Set [1743] R ITI TF-2b: 3.43
Document Source Provide and Register Document ®et R ITI TF-2b: 3.41
[ITI-41]
Document Repository Provide and Register Document ®et R ITI TF-2b: 3.41
[ITI-41]
Register Document S&t[ITI-42] R ITI TF-2b: 3.42
Retrieve Document Set [|1#43] R ITI TF-2b: 3.43
Document Registry Register Document Sét [ITI-42] R ITI TF-2b: 3.42
Registry Stored Query [IT18] R ITI TF-2a: 3.18
Patient Identity Feed [IT8] O (Note 2) ITI TF-2a: 3.8
Patient Identity Feed HL7v3 [1744] O (Note 2) ITI TF-2b: 3.44

Rev. 11-201008-10
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Update Document Set [ITI-57] (o] ITITE -2b: 357
Delete Document Set [IT162] (o] ITITE -2b: 3.62
Integrated Document Register Document Sét[ITI-42] R ITI TF-2h: 3.42
Source/Repository Retrieve Document Set [1%3] R ITI TF-2b: 3.43
Patient Identity Source Patient Identity Feed [IT8] O (Note 1,2) ITI TF-2a: 3.8
Patient Iderity Feed HL7v3 [IT}44] O (Note 1,2) ITI TF-2b :3.44
Document Administrator Update DocumentSet [ITI-57] O (Note 3) ITI TF -2b: 3.57
Delete Document Set [IT162 O (Note 3) ITI TF -2b: 3.62
Registry Stored Query [ITI-18] (o] ITI -TF-2a: 3.18

Note 1: If Assigning Authority of Patient ID presents in the Patient Identity Feed or Patient Identity Feed HL7v3
transaction, the Patient Identity Source is required to use an OID to identify the Assigning Authority. For
220 technical details of the assigning authoritformation, see ITI TRa: 3.8.

Note 2: Document Registry and Patient Identify Source shall implement at least one of Patient Identity Feed or Patient
Identity Feed HL7v3.

Note 3: Document Administrator shall support at least one of Update Document SetTl -57] or Delete Document

Set [ITI-62).
225 | Add sections 10.1.1.8 and 10.1.2.9 and 10.1.2.10

10.1.1.8 Document Administrator

The Document Administrator actor supports metadata update by issuing the Update Document
Set transaction [IF67] and Delete Document Set [F6R] transaction to the Document Registry
actor.

230 10.1.2.9Update Document Set

The Update Document Set transaction is used by the Document Administrator actor to issue
metadata updates to the Document Registry actor.

10.1.2.10 Delete Document Set

The Delete Document Set transan is used by the Document Administrator actor to request
235 metadata deletions from the Document Registry actor.

10.2 XDS Integration Profile Options

| Update Table 10-2b as follows:
Table 10.2-1b XDS.b - Actors and Options

Actor Options Vol & Section
Document Source Document Replacement ITI TF-1: 10.2.1
Document Addendum ITI TF-1: 10.2.2
Document Transformation ITITF-1: 10.2.3

Rev. 11 -201008-10 Copyright © 2010: IHE International, Inc.
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Actor

Options

Vol & Section

Folder Management

ITITF-1: 10.2.4

Basic Patient Privacy Enforcement

ITITF-2b:3.41.4.1.3.1

Document Repository

No optians defined

Document Registry (Note 2) Patient Identity Feed (Note 1) ITI TF-2a: 3.8
Patient Identity Feed HL7v3 (Note 1) ITI TF-2b: 3.44
Document Metadata Update ITITF -1:10.210
Integrated Document Source / Document Replacement ITITF-1: 10.2.1
Repository
Document Addendum ITI TF-1: 10.2.2
Document Transformation ITI TF-1: 10.2.3
Folder Management ITITF-1: 10.2.4

Basic Patient Privacy Enforcement

ITITF-2b: 3.42.4.1.4.1

Document Consumer

Basic Patient Privacy Enforcement

ITI TF-2a: 3.184.1.3.5
ITITF-2b: 3.43.4.1.3.1

Basic Patient Privacy Proof

ITI TF-2a: 3.18.4.1.3.6

Document Metadata Update

ITITE -1: 10.2.10

Patient Identity Source Patient Identity Feed (Note 1) ITI TF-2a: 3.8
Patient Identity Feed HL7v3 (Note 1) ITI TF-2b: 3.4

Document Administrator Update Metadata ITITF -1:10.211
Delete Metadata ITITF -1: 10.212

240

Add section 10.2.10, section 10.2.11 and section 10.2.12

10.2.10 Document Metadata Update Option

245 A Document Registry actor declares the Document Metadatat&/pgtion when it is able to:

1. Accept metadata updates via the Update Document SebT[Ttransaction (see ITI
TF-2b: 3.57.4.1.3 for details)

2. Expose the metadata updates via the Registry Stored QuegJlTiansaction (see
ITI TF-2a:3.18.4.1.2.5.1 fodetail9

250 3. Delete metadata via the Delete Document SetH]ltransaction
See section ITI TRa: 3.18.4.1.2.3.5.1 for interoperability issues surrounding the Stored Query

[ITI-18] transaction.

Rev. 11-201008-10
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A Document Consumer actor declares the Document MetadattdJpption when it is able to
accept and process the additional metadata defined by the option when returned from a Registry
Stored Query [ITH18] transaction (see ITI F2a:3.18.4.1.2.5.1 for detajls This includes:

1 Multiple versions of DocumentEntrynd Folder objects

1 LogicallD and version attributes in DocumentEntry and Folder objects
1 The DocumentEntry documentAvailability attribute.

1 The availabilityStatus attribute on Association objects

See section ITI TRa: 3.18.4.1.2.3.5.1 for interoperabilitgiges surrounding the Stored Query
[ITI-18] transaction.

10.2.11 Update Metadata Option

A Document Administrator actor declares the Update Metadata Option when it is able to
generate the Update Document Set{¥] Transaction. A Document Administratot@cmust
declare the Update Metadata option or the Delete Metadata option or both.

With this option, a Document Administrator may need to use the Stored Queds|ITlI
transaction to retrieve metadata objects. The retrieved objects are then modifiesliandtted
as an update.

10.2.12 Delete Metadata Option

A Document Administrator actor declares the Delete Metadata Option when it is able to generate
the Delete Document Set [FB2] transaction. A Document Administrator actor must declare the
Update Metadta option or the Delete Metadata option or both.

With this option, a Document Administrator may need to use the Stored Quef8]ITI

transaction to retrieve metadata objects. Some reasons for this are to determine entryUUID for an
object based on its wpelD or to discover associations that must be deleted along with a
DocumentEntry.

10.3 XDS Process Flow

10.4 General Principles

Remove the stricken text from the next to last paragraph of section 10.4.10.1 \

An fAapprovedo or fAdepr smaydeadelded. ThHiDGanDeoscassotamted E
with the decision to completely remove a Document from an XDS Document Repository and the
corresponding Document Entry from the XDS Document Registry. The XDS Affinity Domain

shall establish the security policiassociated with Document deletioRhere-are-ro

11
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Add section 10.4.14

10.4.14 Metadata Update and Delete

Metadata update is the general ability to perform maintenance on registry mbtadata

1 Updating the attributes of a metadata object (DocumentEntry and Folder) by submitting a
new version of the entire metadata object.

1 Changing the status of objectsd.,Approved vs. Deprecated) on DocumentEntry, Folder,
and Association objects

1 Addingnew Association objects. The addition of Associations is necessary to repair
problems with document relationshigsd.,DocumentEntry is an addendum to the wrong
base DocumentEntry) or incorrect Folder membership. In both cases the old Association
must bedeprecated and a new Association installed.

1 When a metadata update changes the Patient ID attribute on DocumentEntry or Folder
objects it may lead to a Folder being split, some contents keeping the old Patient ID and
some getting a new Patient ID. Siritbe Patient ID on a Folder must match that of its
contents, this may require a new Folder be submitted and some of the contents moved to it.
Although this addition of Folder objects may be necessary it must be done through the
Register Document Sét[ITI-42] transaction.

Key use cases include:

Update patient demographics

Update confidentiality code

Deprecate a document without replacing it

Delete arbitrary registry metadata

Remove a DocumentEntry from a Folder

Remove a relationship (addendum, tfanmation, etc)
Update the Patient ID

Deleting metadata from the registry is done with the Delete Document Set transaction. The rest
are accomplished with the Update Document Set transaction.

= =4 4 4 8 -5 A

A key issue in managing metadata updates is the creation aodaleshthe association that:
1 Makes a DocumentEntry a member of a Folder

1 Documents a relationship between two DocumentEntries (such as Addendum or
Transformation)

For example, the updating of a Fol der 6tee met a
Folder object. The DocumentEntries that are members of the Folder must have their membership
propagated from the old version of the Folder object to the new (associations reference a

12
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particular version of an object). For each member DocumentEntryethiges the removal
(deprecation) of the association linking it to the old Folder version and the submission of a new
association linking it to the new Folder version. For most updates, the rules governing this
association propagation are well defined ane best performed within the Document Registry
actor. The Document Administrator actor may trigger this with a flag on the update.

An update that changes the Patient ID attribute of a Folder or DocumentEntry is more
complicated. The rules for consisty of Patient ID between Folder and member
DocumentEntries require that if a DocumentEntry gets a new Patient ID then it must be removed
from the Folder (assuming the Folder does not change). The association propagation rules
implemented by the Documengegstry actor do not handle this type of update. The Document
Administrator must calculate and submit all of the details for changes required.

The Document Administrator signals the Document Registry when it should take responsibility
for association pramation through the setting of flags on key objects in the update. These
metadata flags are also used to trigger other special operations in the Document Registry actor
such the updating of availabilityStatus.

The Delete Document Set transaction requibstsleletion of metadata objects from the

Document Registry actor. If the transaction is accepted the objects are permanently removed and
are no longer returned in the Registry Stored Query18[ltransaction. EbRS, and therefore

this profile, offers ngrovision to urdelete objects or otherwise recover deleted objects.

It is beyond the scope of this profile to instruct architects and developers how to safeguard their
systems when using these capabilities. Strong authentication/authorization coatasls ar
important step. The Update Document Set transaction utilizes the SubmissionSet object to
document in metadata the time, scope, and source of all updates. Additional information is
available through the ATNA prescribed audit logs. The Delete DocuBeritansaction

removes arbitrary metadata objects from the registry so it must be used with extreme caution.

Add this new section ITI TE 10.5.1

10.5.1 Other Actor Grouping Rules

10.5.1.1 Document Administrator grouped with Document Repository

The Daument Administrator actor is grouped with the Document Repository actor when it is
necessary to modify the online/offline status of a document in the repository. As documents in
the repository are removed/restored from network accessible storage atusircain be updated

in the Document Registry. The XDSDocumentEntry.documentAvailability is used to label a
document as online or offline. Offline indicates that the document still exists but is not currently
available for retrieval.

13
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15.1 Actors/ Transactions

\ Update the actors/transaction diagram in the XDR Supplement

360

Document Provide and Register Document Set [ - Document

Source Recipient

Update Document Set [I737] -

Document
Administrator Delete Document SETI-62] -

Figure 15.1-1 XDR Actor Diagram

365 | Update thefollowing table to add the new actors and transactions.

Table 15.1-1 XDR Integration Profile - Actors and Transactions

Actors Transactions Optionality Section in Vol. 2
Document Source Provide and Register Document ®et R ITI TF-2:3.41
[IT1-41]
Document Recipient Provide and Register Document $bt R ITI TF-2:3.41
[IT1-41]
Update Document Set [ITI-57] @] ITI TE-2b: 3.57
Delete Document Set [IT162] @] ITI TF -2b: 3.62
Document Update Document Set [ITF57] ot ITI TF -2b: 3.57
Administrator Delete Document Set [IT462] ot ITI TE -2b: 3.62

Note 1: Document Administrator shall support at least one of UpdatenidmtiBet [IT457] or Delete Document Set [IT1
62].

370

\ Update the XDR Actors and Options table as follows.

14
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Table 15.2-1 XDR - Actors and Options
Actor Options Vol & Section
Document Source Multiple Document Submission | ITI TF-1: 15.2.1
Basic Patient Pivacy Enforcement| ITI-TF-2b: 3.41.4.1.3.1

Document Recipient Basic Patient Privacy Enforcemen| ITI-TF-2b: 3.41.4.1.3.1

Document Metadata Update ITITF -1: 15.2.4

Document Administrator Update Metadata ITITF -1: 15.2.5
Delete Metadata ITITF -1: 15.2.6

Add sections 15.2.4, 15.2.5, 15.2.6, 15.6 to XDR Supplement \

15.2.4 Document Metadata Update Option

A Document Recipient actor declares the Document Metadata Update option when it is able to
accept both the Update Document Set-B¥] transactior{see Tl TF-2b: 3.57.4.1.3 for details
and Delete Document Set [FBR] transaction.

15.2.5 Update Metadata Option

A Document Administrator actor declares the Update Metadata Option when it is able to
generate the Update Document Set{5¥] transaction. A Dcument Administrator actor must
declare the Update Metadata option or the Delete Metadata option or both.

15.2.6 Delete Metadata Options

A Document Administrator actor declares the Delete Metadata Option when it is able to generate
the Delete Document ST 1-62] transaction. A Document Administrator actor must declare the
Update Metadata option or the Delete Metadata option or both.

15.6 Metadata Update and Delete

The Document Metadata Update option documents the use of the Update Document55ét [ITI
transaction and Delete Document Set {6 transaction when communicating with a

Document Recipient actor. Section ITI-LF10.4.14 documents general principles of these
transactions that also apply to their use in XDR. An important difference is thefladuery
transaction between a Document Source and a Document Recipient. To enable the future use of
update and delete, the Document Source will have to maintain information about the
transmissions to permit the proper coding of future updates andgléletuse these transactions

the Document Source shall:

15
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1 Assign UUID format values to all entryUUID attributes transmitted in a Provide and
Registerb [ITI-41] transaction

400 1 Retainthese entryUUID values for use in updates and deletes

1 Retain version numbefer all transmitted versioned objects so the proper version
information can be inserted in updates. Version numbers are never assigned as part of a
metadata submission, but updates are required to include the version of the object being
updated.

405 1 In generafketain knowledge of the metadata sent so that proper updates can be generated.

16
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Volume 2b i Transactions

| Add section 3.57

3.57 Update Document Set

Many sections of this document make reference to terms introduced by Bentand
Documents Supplemenhieh is undergoing parallel development. Specifically, the following
terms come from that document and readers are directed there for further reading:

On-Demand (new type of DocumentEntry with new objectType attribute value)

Stable (new, more specific nanfigr what has previously been just DocumentEntry)

This section corresponds to Transaction 57 of the IHE Technical Framework. Transaction 57 is
used by the Document Administrator, Document Registry and Document Recipient actors.

3.57.1 Scope

The Update Dagment Set transaction passes a collection of metadata updates from the
Document Administrator actor to the Document Registry or Document Recipient actor. The
update contains:

1 A SubmissionSet object that organizes the content of the update
1 Zero or more updad DocumentEntry objects

1 Zero or more updated Folder objects

91 Zero or more other Associations that trigger other updates

Key objects in the submission are attached to the SubmissionSet object via HasMember
Associations.

3.57.2 Use Case Roles

Document Document
Administrator Registry
or
Document
Recipient
Update Document

Set

Actor: Document Administrator
Role: Issues metadata updates
Actor: Document Registry or Document Recipient
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Role: Accepts metadata updates

3.57.3 Referenced Standard

Implementers of this transaction shall comply with all requirementgitied in ITI TF2x:
Appendix V: Web Services for IHE Transactions.

ebRIM OASIS/ebXML Registry Information Model v3.0

ebRS OASIS/ebXML Registry Services Specifications v3.0

Appendix V | ITI TF-2x:Appendix V Web Services for IHE Transactions

Contains refeences to all Web Services standards and requirements of us

3.57.4 Interaction Diagram

Document Document
Administrator Registry/
Recipient

Update Document Set
Request >

Update Document Set
Kesponse

3.57.4.1 Update Document Set Request

An Update Document Set Request message provides the ability to submit the following types of
updates to registrmetadata:

T

1
T
T

Updated attributes for a DocumentEntry

Updated attributes for a Folder

Change availabilityStatus of DocumentEntry, Folder, or Association objects
Submit new Association objects

18
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3.57.4.1.1 Trigger Events

A Document Administrator needs to updtie metadata attributes of existing registry objects or
the Associatiorbased linkage between them. The specific triggers for the different types of
metadata updates are documented in these sections:

3.57.4.1.3.3.1 Update DocumentEntry Metadata
3.57.4.13.3.21 Update DocumentEntry availabilityStatus
3.57.4.1.3.3.3 Update Folder Metadata

3.57.4.1.3.3.4 Update Folder availabilityStatus
3.57.4.1.3.3.5 Update Association availabilityStatus

1 3.57.4.1.3.3.6 Submit Associations

= =4 =4 4

3.57.4.1.2 Message Semantics

An Update Document Set Request message is an ebRS SubmitObjectsRequest containing ebRIM
formatted metadata. The ebRIM attributes lid (logicallD in XDS) and versionName (version in
XDS) are used to manage versionse $T1 TF3: 4.1.15 for Metadata Vemsiing Semantics.

Metadata updates are submitted as contents of a SubmissionSet.

3.57.4.1.2.1 Message Definition

An example Update Document Set Request message looks like:

<lcm:SubmitObjectsRequest>
<rim:RegistryObjectList>
<!l --  Required Subm issionSet object - >
<rim:RegistryPackage id="SubmissionSet" />

<rim:Association sourceObject="SubmissionSet"

targetObject="..."

associationType="xxx"/>
<rim:Association sourceObje ct="SubmissionSet"

targetObject="..."

associationType="xxx"/>
</rim:RegistryObjectList>
</lcm:SubmitObjectsRequest>

Note:

1 The contents of the SubmissionSet object and many details of the Assoaig¢icts are not
shown

1 Each update contained in the message includes an association linked to the SubmissionSet
object

19
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1 If the targetObject attribute of the association references an object already in the registry then
the associationType and contained matad.g.,Slots nested inside the association) control
the update

1 If the targetObject attribute of the association references an object contained in the update,
that object also helps control the update

Section ITI TF3: 4.1.15 documents the semanticsnaeftadata update.

3.57.4.1.3 Expected Actions

The Document Registry or Document Recipient actor parses the metadata supplied in the Update
Document Set Request message and makes the updates triggered by the metadata objects in the
message. In general, eatletadata object supplied triggers a separate metadata update. The
expected actions are documented in thesadbions below as a collection of discrete operations
each triggered by a single metadata object in the message and constrained by metaat&s attrib
contained in the message and in related objects in the registry/recipient system.

The receiving actor shall be able to manage the following attributes on DocumentEntry, Folder,
and Association objects:

1 logicallD

1 version

1 availabilityStatus

which requie special handling dictated by metadata update. The receiving actor shall be capable
of storing multiple versions of DocumentEntry and Folder metadata objects. If the receiving
actor is a Document Registry then it shall make them available through tis¢riR8tpred

Query [ITI-18] transaction.

When interpreting the rules below, section ITF34.1.15 shall be consulted for an
understanding of the semantics of metadata update.

3.57.4.1.3.1 Common Rules for Metadata Update

These common rules shall apply to all metadgidate operations. They describe overall
Document Registry and Document Recipient behavior with regard to metadata update. The
documentation for the individual metadata update operations, found in the following sections,
specialize and extend these conmnoles.

1. An Update Document Set request shall include a SubmissionSet object.

2.  An Update Document Set request shall not include initial versions of DocumentEntry
or Folder objects. In a request, initial versions are recognized by having entryUUID =
logicdlD or logicallD missing.
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10.

11.

12.

13.

The only way to update the metadata attributes of a DocumentEntry or Folder is by
submitting a new version of the DocumentEntry or Folder. A special/different rule
applies to the updating of the availabilityStatus attribute@de@umentEntry or Folder.

An updated version of a DocumentEntry object, when included in an Update Document
Set request, shall be a complete DocumentEntry object. Individual attributes cannot be
submitted alone.

An updated version of a Folder object, wiwecluded in an Update Document Set
request, shall be a complete Folder object. Individual attributes cannot be submitted
alone.

Association objects cannot be updated by submitting a new version. The only attribute
that can be updated is availabilityStatdsvalue of Deprecated represents a historical
connection between two objects that is no longer current.

The availabilityStatus attribute on DocumentEntry, Folder, and Association objects is
controlled by the Document Registry or Document Recipient acit cannot be

altered through direct submission. A mechanism is included for requesting the registry
change the value of this attribute.

The availabilityStatus of SubmissionSet Associations (sourceObiject attribute references
a SubmissionSet object) caroe changed.

All metadata objects in a Update Document Set Request message shall have an
entryUUID (id) attribute. It may be coded as a UUID or symbolic name. This attribute
shall be used by the receiving actor when reporting errors.

The submission of matlata objects: DocumentEntries, Folders, Associations; in the
support of metadata versioning follows the same rules as defined for the Register
Docment Seb [ITI-42] transaction or Provide and Register DocumenbS#il-41]
transaction. These rules atefined in ITI TF3: 4.1.

A single Update Document Set transaction may contain both an Update DocumentEntry
Metadata operation and an Update DocumentEntry Status operation targetting the same
logical DocumentEntry. When this occurs, the Document Registbpoument

Recipient shall create the new DocumentEntry version and then apply the new
availablityStatus value to this new version. The previous version, the one present before
the processing of this transaction began, shall not be modified.

A single Upda@ Document Set transaction may contain both an Update Folder
Metadata operation and an Update Folder Status operation targetting the same logical
Folder. When this occurs, the Document Registry or Document Recipient shall create
the new Folder version argbply the new availablityStatus value to this new version.

A single Update Document Set transaction shall not contain multiple Update
(DocumentEntry or Folder) Metadata operations targetting the same logical object.
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14. A single Update Document Set transactshall not contain multiple Update
(DocumentEntry or Folder or Association) Status operations targetting the same logical
object.

15. At any point in time there shall be at most one version of a logical DocumentEntry
560 object with status Approved in the regygtecipient. If this version exists it shall
always be the most recent version.

16. At any point in time there shall be at most one version of a logical Folder object with
status Approved in the registry/recipient. If this version exists it shall always be the
most recent version.

565 17. The traditional database property of atomicity shall apply to the processing of an
Update Document Set Request message. All of the component operations of an Update
Document Set Request message are successfully completed or no enamgade to
the Document Registry/ Document Recipient actor.

3.57.4.1.3.1.1 Rules for Update Planning

570 The general rules found in the previous section and the rules documenting each individual update
type below are adequate for describing the individudbtgoperations in isolation. When
related updates are specified in an Update Document Set Request a planning phase is required in
the implementation of the Document Registry or Document Recipient.

Related updates refers to two or more update operdtiahsperate on overlapping registry

575 objects. For example, updating the metadata of a DocumentEntry that is related to second
DocumentEntry through a APND association is a well defined operation: install the new version
of the DocumentEntry, deprecate thld version, and install a new APND association between
the new version and the related DocumentEntry. This description assumes Association
Propagation is enabled on the operation.

580 But, what if the update request also instructed the receiver to updatetddata of the
appended DocumentEntry? (Update both DocumentEntry objects bound together by the APND
assocation) The proper response from the receiver is to:

1 Install updated version of the first DocumentEntry
1 Install updated version of the second Docntiatry

585 9 Create new APND association between the new first DocumentEntry and the new second
DocumentEntry. This assumes Association Propagation is requested for these updates
(define below).

If the two updates of the DocumentEntries were handled indepiynttean it is possible that:

1 An APND association is created between the new first DocumentEntry and old second
590 DocumentEntry because the receiver started by focusing on the update to the first
DocumentEntry, then
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1 An APND association is created betweendltefirst DocumentEntry and the new second
DocumentEntry because the receiver moved its focus to the second DocumentEntry update
request and didno6ét notice what i1t did in t

9 The result is the creation of two new associationsnaitther of them is correct. The correct
outcome is an APND association between the two new DocumentEntry versions.

This scenario assumes that Association Propagation was enabled for both DocumentEntry
updates.

The result is that the Document Registrypamcument Recipient actor that is implementing
Association Propagation or the Document Administrator that is formulating the update request
not using Association Propagation shall:

1 Recognize that two or more DocumentEntries being updated are relatechthssogiations

1 Recognize that a Folder and a DocumentEntry being updated are related (DocumentEntry is
member of Folder)

1 Install of updates to these related objects by:
1 Firstinstalling updated versions of the objects
1 Second performing Association Propagatto interconnect the affected objects

1 Reject update requests where two related updates have different values for
AssociationPropagation (see ITI -B+4.1.6.4.4.7 for details)

3.57.4.1.3.2 Error Reporting

Any errors occuring in the processing of a Ugdabcument Set Request shall cause the entire
transaction to fail, returning the errors detected, and causing no updates to the Document
Registry. It shall be handled as a transaction, all operations succeed or no updates are made.

3.57.4.1.3.3 Metadata Operations

This section defines the metadata update operations permitted. Each operation is documented
separately. Multiple metadata operations shall be accepted in a single Update Document Set
Request. When the Document Registry/Recipient actor recestdmassion and cannot decode
the operation following the rules stated below, it shall return the error code
XDSMetadataUpdateOperationError.

The technical operations that can be performed on metadata are summarized as:
Update DocumentEntry Metadata (StateOn-Demand) in 3.57.4.1.3.3.1
Update DocumentEntry Status in 3.57.4.1.3.3.2

Update Folder Metadata in 3.57.4.1.3.3.3

Update Folder Status in 3.57.4.1.3.3.4

Update Association Status in 3.57.4.1.3.3.5

Submit new Association object(s) in 3.57.4.1.3.3.6

= =4 4 4 -4 1
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Each operation is described with the following ssdxtions:
Semantics- meaning of the operation

Trigger - each metadata object in the submission, excluding the SubmissionSet object and the
SubmissionSet HasMember Associations, triggers a single operfEtietrigger section of each
operation tells how to recognize its trigger metadata object. When a metadata object triggers
multiple operations, the preconditions section of the operation shall be used to resolve the
conflict. If multiple or no operations arselected after considering the trigger and preconditions
then the XDSMetadataUpdateOperationError shall be returned.

Preconditions- required state of objects already in the Document Registry/Recipient that are
necessary to process the operation.

Actions - the actions taken by the Document Registry/Recipient actor if the Trigger and
Preconditions are met.

Association Propagation the submission of certain types of Associations causes the
registry/recipient to generate other, secondary, Associatiamplete the semantic
requirements of the operation.

Avalilability Status Changes side effects of the operation that change the availabilityStatus
attribute on objects. This does not include the normal setting of availabilityStatus to Approved
for newly submitted objects. Changing the availabilityStatus on an object does not require the
creation of a a new version.

Patient ID Mgmt -Special handling required of the Patient ID attribute of DocumentEntry and
Folder objects.

3.57.4.1.3.3.1 Update DocumentEntry Metadata

3.57.4.1.3.3.1.1 Semantics

Update the metadata of a DocumentEntry object by submitting a new version of the
DocumentEntry object and making this new version the current (availabilityStatus of Approved)
version and deprecating the previous version

3.57.4.1.3.3.1.2 Trigger

The following rules shall be used by the receiving actor to detect an Update DocumentEntry
Metadata operation in a submission:

1 Submission contains a DocumentEntry object

1. The logicallD attribute is present in the DocumentEnbject and has a UUID
formatted value.

2. TheSubmissionSet to DocumentEntry HasMember Association has a Slot with name
PreviousVersion. This Slot has a single value, the version number of the previous
version, the one being replaced.

24
Rev. 11 -201008-10 Copyright © 2010: IHE International, Inc.



665

670

675

680

685

690

IHE Technical Framework SupplemeXDS Metadata Update

3.57.4.1.3.3.1.3 Preconditions

The following rules shall be used by the receiving actor to decode and validate a submission:

1. Document Registry/Recipient contains an existing DocumentEntry (Stable or On
Demand) instance with status of Approved.

2. Submitted DocumentEntry and exmgiiDocumentEntry have the same values for the
logicallD, uniquelD, and objectType attributes.

3. The value of the PreviousVersion Slot matches the version number of the existing
DocumentEntry. If all other rules succeed and this one fails, return the esteor co
XDSMetadataVersionError.

4. The Document Registry/Recipient shall verify that the new DocumentEntry is valid.

3.57.4.1.3.3.1.4 Actions

Store the new DocumentEntry. The version attribute is set to PreviousVersion plus one. The
availabilityStatus attributesiset to the value found in the existing DocumentEntry.

3.57.4.1.3.3.1.5 Association Propagation

Association Propagation is controlled by the AssociationPropagation slot on the SubmissionSet
HasMember Association referencing the DocumentEntry objectrihgéred this operation.

The following rules apply if this slot i s mi
Document Administrator actor takes full responsibility for linking the updated DocumentEntry
object to existing metadata.

Thereceivingactor scans for nedeprecated HasMember Associations linking the existing
DocumentEntry to a Folder. When found, a new HasMember Association is generated linking
the included DocumentEntry to the same Folder.

The receiving actor scans foomdeprecated relationship associations (see section ITI TF:3
4.1.6.4.1) linkedo the existing DocumentEntry. When found, these associations are replicated
referencing the submitted DocumentEntry instead of the existing DocumentEntry. This causes
the subnitted DocumentEntry to inherit all the relationships from the existing DocumentEntry.

See section ITI TRb: 3.57.4.1.3.1.1 for additional information on Association Propagation.

3.57.4.1.3.3.1.6 AvailabilityStatus Changes

AvalilabilityStatus of the existop DocumentEntry is changed to Deprecated.

3.57.4.1.3.3.1.7 Patient ID Management

If the PatientID attribute of the existing and submitted DocumentEntries is different then the
rules in section ITI TR2b: 3.57.4.1.3.4 shall be applied. If PatientlID Recaatcdn fails then the
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entire Update Document Set transaction shall fail. The receiving actor shall make no updates and
shall return the XDSPatientiIDReconciliationError error code.

3.57.4.1.3.3.2 Update DocumentEntry AvailabilityStatus

3.57.4.1.3.3.2.1 Semantics

Update the availabilityStatus attribute of a DocumentEntry object by submitting an
UpdateAvailabilityStatus Association anchored by the SubmissionSet.

3.57.4.1.3.3.2.2 Trigger

The following rules shall be used by the receiving actor to detect asté&JpdcumentEntry
Status operation in a submission:

1 Submission contains an UpdateAvailabilityStatus Association:

1. The Association sourceObject references the SubmissionSet object. The targetObject is
in UUID format.

2. The Association contains a Slot withme of OriginalStatus containing a single value,
the current namespace qualified availabilityStatus of the DocumentEntry referenced by
the targetObject attribute. This Slot helps prevent race conditions when multiple
Document Administrator actors are pnase

3. The Association contains a Slot with name NewStatus containing a single value, the
namespace qualified availabilityStatus value to be assigned to the DocumentEntry
referenced by the targetObject attribute.

4. The value of NewStatus is a valid statusd@ocumentEntry.
3.57.4.1.3.3.2.3 Preconditions

The following rules shall be used by the receiving actor to decode and validate a submission:

1. The Associationbés targetObject attribute
registry (Stable or GiDbemang.

2. The DocumentEntry availabilityStatus attribute matches the value of OriginalStatus.

The existing DocumentEntry is the most recent instance (highest version number) for
this logical DocumentEntry in the registry.

3.57.4.1.3.3.2.4 Actions

None

3.57.4.1.3.3.2.5 Association Propagation

None
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3.57.4.1.3.3.2.6 AvailabilityStatus Changes

Change the availabilityStatus attribute on the existing DocumentEntry to the value found in
NewStatus.

3.57.4.1.3.3.2.7 Patient ID Management

If this operation changes the tis of the DocumentEntry from Deprecated to Approved then
PatientlD Reconciliation Rules shall apply. See section ITRBHF3.57.4.1.3.4. If PatientlD
Reconciliation fails then the entire Update Document Set transaction shall fail. The receiving
actor shall make no updates and shall return the XDSPatientIDReconciliationError error code.

3.57.4.1.3.3.3 Update Folder Metadata

3.57.4.1.3.3.3.1 Semantics

Update the metadata of a Folder object by submitting a new version of the Folder object and
making this nes version the current (Approved) version and deprecating the previous version.
At any point in time there shall be at most one version of a logical Folder object with status
Approved. If this version exists it shall always be the most recent version.

3.57.4.1.3.3.3.2 Trigger

The following rules shall be used by the receiving actor to detect an Update Folder Metadata
operation in a submission:

1 Submission contains a Folder object

1. This is the updated form of a Folder (entryUUID and logicallD attributes bedept
and have different values).

2. The Folder logicallD attribute has a UUID formatted value. This links the update
instance to the logical Folder already in the registry.

3. The SubmissionSet to Folder HasMember Association has a Slot with name
PreviousVergin. This Slot has a single value, the version number of the previous
version, the one being replaced. This is used by the registry to detect update conflicts.

3.57.4.1.3.3.3.3 Preconditions

The following rules shall be used by the receiving actor to demodealidate a submission:
1. Recipient contains an existing Folder instance with status of Approved.

2. Submitted Folder and existing Folder have the same values for the logicallD and
uniquelD attributes.
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3. The value of the PreviousVersion Slot matches thaorersumber of the existing

Folder. If all other rules succeed and this one fails, return the error code

XDSMetadataVersionError.

3.57.4.1.3.3.3.4 Actions

Store the new Folder. The version attribute is set to PreviousVersion plus one. The
availabilityStats attribute is set to the value found in the existing Folder.

3.57.4.1.3.3.3.5 Association Propagation

Association Propagation is conlied by the AssociationPropagation slot on the SubmissionSet
HasMember Associatioreferencinghe Folderobject thattiggered this operation. The

foll owing rul

es

apply

i f this sl ot i s

mi s s i

Document Administrator actor takes full responsibility for linking the updatédeerobject to

existing metadata.

The receting actor scans for netleprecatetHasMembeAssociations linking the existing

Folder to a DocumentEntry with status Approved. When found, a new HasMember Association
is generated linking the included Folder to the DocumentEntry.

See section ITI TRb: 357.4.1.3.1.1 for additional information on Association Propagation.

3.57.4.1.3.3.3.6 AvailabilityStatus Changes

AvalilabilityStatus of the existing Folder is changed to Deprecated.

3.57.4.1.3.3.3.7 Patient ID Management

If the PatientID attributes of thexisting and submitted Folders are different then the rules in
section ITI TF:2b 3.57.4.1.3.4 shall be applied. If PatientID Reconciliation fails then the entire

Update Document Set transaction shall fail. The receiving actor shall make no updates and shall

return the XDSPatientiIDReconciliationError error code.

3.57.4.1.3.3.4 Update Folder AvailabilityStatus

3.57.4.1.3.3.4.1 Semantics

Update the status attribute of a Folder object by submitting an UpdateAvailabilityStatus
Association anchored by the Submissset.

3.57.4.1.3.3.4.2 Trigger

The following rules shall be used by the receiving actor to detect an Update Folder Status

operation in a submission:

1 Submission contains a UpdateAvailabilityStatus Association:
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1. The Association sourceObject references3hbmissionSet object. The targetObject is

in UUID format.

2. The Association contains a Slot with name of OriginalStatus containing a single value,

the current namespace qualified availabilityStatus of the Folder to be updated. This Slot
helps prevent raceonditions when multiple Document Administrator actors are

present.

3. The Association contains a Slot with name NewStatus containing a single value, the
namespace qualified availabilityStatus to be assigned to the Folder.

4. The value of NewStatus is a valichis for a Folder.

3.57.4.1.3.3.4.3 Preconditions

The following rules shall be used by the Document Registry/Recipient actor to decode and

validate a submission:

1. The UpdateAvailabilityStatus Associ
existing Foler in the registry with availabilityStatus matching the value of

OriginalStatus.

ati

on

2. The existing Folder is the most recent instance (highest version number) for this logical

Folder in the registry.

3. The value of the OriginalStatus Slot matches the avay&tdius attribute of the

existing Folder.

3.57.4.1.3.3.4.4 Actions

None

3.57.4.1.3.3.4.5 Association Propagation

None

3.57.4.1.3.3.4.6 AvailabilityStatus Changes

Change the availabilityStatus attribute on the existing Folder to the value found in NewStatu

3.57.4.1.3.3.4.7 Patient ID Management

If this operation changes the availabiliyStatus of the Folder from Deprecated to Approved then

PatientID Reconciliation Rules shall appBee section ITI TF:2a 3.571.3.4 If PatientID
Reconciliation fails thethe entire Update Document Set transaction shall fail. The receiving

actor shall make no updates and shall return the XDSPatientIDReconciliationError error code.
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3.57.4.1.3.3.5 Update Association AvailabilityStatus

3.57.4.1.3.3.5.1 Semantics

Update the avkabilityStatus attribute of an Association object by submitting an
UpdateAvailabilityStatus Association anchored by the SubmissionSet. This can be used to
Deprecate and Undeprecate a Folder membership Association or relationship Association.

3.57.4.1.3.3.5.2 Trigger

The following rules shall be used by the receiving actor to detect an Update Association
AvailabilityStatus operation in a submission:

1 Submission contains an UpdateAvailabilityStatus Association.

1. The Association sourceObject references then8ssionSet object. The targetObject is

in UUID format.

2. The Association contains a Slot with name of OriginalStatus containing a single value,

the current namespace qualified availabilityStatus of the Association to be updated.
This Slot helps prevent raconditions when multiple Document Administrator actors

are present.

3. The Association contains a Slot with name NewStatus containing a single value, the
namespace qualified availabilityStatus to be assigned to the Association.

3.57.4.1.3.3.5.3 Preconditions

The following rules shall be used by the receiving actor to decode and validate a submission:

1. The UpdateAvailabilityStatus Associ

existing Association in the registry.

2.  One of these two conditions shall be true
1 The existing Association has type HasMember and the sourceObject attribute points

to a Folder

1 The existing Association is a relationship type Association

3. The availabilityStatus attribute of the existing Association matches the value of

ati

OriginalStatus. Ithe existing Association has no availabilityStatus attribute then the

default value otirn:oasis:names:tc:ebxmegrep:StatusType:Approvesiassumed.

3.57.4.1.3.3.5.4 Actions

None

3.57.4.1.3.3.5.5 Association Propagation

None
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3.57.4.1.3.3.5.6 AvailabilityStatus Changes

Change the availabilityStatus attribute on the existing Association to the value found in
NewStatus.

3.57.4.1.3.3.5.7 Patient ID Management

If this operation changes the availabilityStatus of the Association from Deprecated to Approved
then PatientID Reconciliation Rules shall apply. See sestgmtion ITI TF2b: 3.574.1.3.4. If
PatientID Reconciliation fails then the entire Update Document Set transaction shall fail. The
receiving actor shall make no updates and shall return the XDBfaReconciliationError

error code.

3.57.4.1.3.3.6 Submit Associations

3.57.4.1.3.3.6.1 Semantics

It is sometimes necessary to submit arbitrary associations to repair an existing patient record.
The occurs because:

1 The Document Administrator does not resfussociation Propagation but instead includes
all the necessary associations to complete the update

1 The update includes changing the Patient ID on one or more objects so new associations are
necessary and Association Propagation is not usable

This operabn allows for that submission.

3.57.4.1.3.3.6.2 Trigger

The following rules shall be used by the receiving actor to detect a Submit Associations
operation in a submission:

1 Submission contains a SubmitAssociation Association.
1. The Association sourceObjeeferences the SubmissionSet object.
2. The targetObject references a new association object in the submission

3.57.4.1.3.3.6.3 Preconditions

The following rules shall be used by the receiving actor to decode and validate a submission:

1. The sourceObject andrtgetObject attributes of the new association reference objects
already in the recipient system (implies UUID format).

The sourceObject and targetObject shall not be deprecated.
The sourceObject and targetObject shall not reference a SubmissionSet object.
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3.57.4.1.3.3.6.4 Actions

Save new association.

3.57.4.1.3.3.6.5 Association Propagation

None

3.57.4.1.3.3.6.6 Status Changes

None

3.57.4.1.3.3.6.7 Patient ID Management

Patient ID Reconciliation rules shall be applied. If PatientlD Reconciliation failgileesntire
Update Document Set transaction shall fail. The receiving actor shall make no updates and shall
return the XDSPatientIDReconciliationError error code.

3.57.4.1.3.4 Patient ID Reconciliation

The Update Document Set transaction can be useditiaithe Patient ID attribute of
DocumentEntry and Folder objects in the receiving actor. This section documents the rules that
shall be followed when updating the Patient ID attribute.

The following is a restatement of the rules governing Patient IDsgtadata, including the use

of versioning:

1. All SubmissionSet, Folder, and DocumentEntry objects linked by Associations shall
carry the same Patient ID.

2. The only

exception

documented in sectiod 1 TF-3: 4.1.4.1.

These rules are not relaxed to accommodate Metadata Update. They are however extended to
cover consistency between versions of a metadata object:

I's I'inking a Document

3. Two versions of a metadata object: DocumentEntry or Folder, are not required to carry

the sane Patient ID.
Rule #1 above is refined:

4. All SubmissionSet, approved Folder, and approved DocumentEntry objects linked by
approved Associations shall carry the same Patient ID. No Patient ID consistency is
expected across associations with availabiltyfStaf Deprecated or when one of the
sourceObject or targetObject referenced objects has availabilityStatus of Deprecated.

5. The Update Objects Request transaction is an atomic operation:
1 Atthe end of the transaction the above Patient ID rules shall beedfor
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1 During the processing of any single element of the update, metadata will exist in the
registry that does not follow the Patient ID rules.

1 If any part of the transaction fails, it shall leave the registry in the state it was at the
beginning of therainsaction.

Automatic association propagation, as defined in each metadata update operation section, is the
receiver (Document Registry or Document Recipient) taking responsibility for deprecating old
and generating new associations necessary for maimgaigiationships in metadata with the

addition of new object versions. These rules are adequate as long as the Patient ID is not
updated. When the Patient ID is being updated one of two scenarios is likely:

1 The Patient ID is wrong and all metadata for tagient ID is to be updated

1 Arrecord is being split, some records keeping the original Patient ID and some getting the
new one.

In either case, association propagation is not the right approach. Insteadtagyoocess is

necessary:

1. Updates made to glbr some) related DocumentEntry and Folder objects changing the
Patient ID.

2. Associations submitted to-tmk all (or some) of the new DocumentEntry and Folder
versions.

When all objects for a Patient ID are affected, all of the involved DocumentEntFoatet
objects are updated with the new Patient ID. New associations are then installed to link the new
versions into the same relationships. The old DocumentEntry and Folder objects are deprecated.

If the patient record is being split (only some of digects get a new Patient ID) the same basic
rules apply (but to only some of the objects) and there is also the possibility of document
relationships and folder memberships being split and recombined to sort out the correct Patient
ID assignment. The falwing operations are required and human supervision is likely necessary:

1 Assign DocumentEntry a new Patient ID by submitting a new version of the DocumentEntry

91 Deprecate relationship association between two DocumentEntries that will have different
PatientlDs. See Rule # 4 in 3.57.4.1.3.4..

1 Install new relationship association. This may or may not be possible based on the documents
available. Example: an original document and its replacement end up with different Patient
IDs.

1 Assign Folder a new Patient iy submitting a new version.

1 Create a new Folder with a new Patient ID to hold part of existing Folder contents that get a
new Patient ID

1 Remove DocumentEntries from a Folder by deprecating the HasMember association
1 Add them to a new Folder by installiagnew HasMember association
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3.57.4.1.3.4.1 Unconnected DocumentEntry Example

Updating the Patient ID on a DocumentEntry with no relationships or Folder memberships is a
simple case. A new version of the DocumentEntry with the new Patient ID is subriitied.

update causes the prior version to be deprecated by the receiving actor. The SubmissionSet to
DocumentEntry association (original DocumentEntry) does not require deprecation because of
rule #4 above.

3.57.4.1.3.4.2 Simple Relationship Example

Updatingthe Patient ID on a DocumentEntry that is an amendment for another DocumentEntry.
No other relationships or Folder memberships exist. Both the original DocumentEntry and the
amendment are assigned the new Patient ID. The update must include an updatedi/tre
original DocumentEntry and the amendment DocumentEntry (with new Patient ID) and a new
amend association (APND) linking the new versions. Since the receiving actor automatically
deprecates both prior versions, the original APND associatiohecdeprecated but it is not
necessary. See rule #4 in 3.57.4.1.3.4 .

3.57.4.1.3.4.3 Relationship Example with Split Patient ID

Updating the Patient ID on a DocumentEntry that has an APND relationship with another
DocumentEntry but this other DocumentEn#yo retain the original Patient ID. Since the
APND relationship is illegal if the Patient IDs are different, this requires one of the following
approaches to avoiding Patient ID misalignments:

1 Deprecate the APND association and update the original DotEmey with a new Patient
ID. The amendment DocumentEntogesits status as an amendment but continues to exist
as a document. In this case the update includes a new version of the original DocumentEntry
coded with the new Patient ID and a deprecataasifor the APND association.

1 The amendment is not useful without the linkage to the original document. It is deprecated.
The APND association does not require deprecation. See rule3#87.4.1.3.4 . In this case
the update includes a new originaldonentEntry coded with the new Patient ID and a
deprecate request for the amended DocumentEntry.

3.57.4.1.4 Security Considerations

Relevant XDS Affinity Domain securityonsiderationsire discussed in ti€DS Security
Considerations Sectiqsee ITI TF1: 10.7).

Metadata updates are restricted to being carried only by the Update Document-Sét [ITI
transaction initiated only by the Document Administrator actor because the updating of a patient
record involves more and different risk as compared to the submigsiew@lements of the

patient record. We chose an independent transaction so that access controls can be isolated.
Policy can then leverage the ATNA authentication to authorize updates to the patient record
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using the Provide and Register Document Set aictiss) from one node and forbid the Update
Document Entry transaction from the same node.

This transaction will likely require its actors be grouped with actors in the XUA profile by policy
in most environments.
Some pertinent risks are:

1 Changing the comdentiality Code attribute on a DocumentEntry object allowing greater
access to the underlying document

1 Changing the Patient ID by stations/operators not technically competent to perform this
operation

3.57.4.1.4.1 Audit Record Considerations

The Update Dcument Set transaction is RBkport event, as defined in ITI TEa: Table
3.20.61. The Actors involved in the transaction shall create audit data in conformance with
DICOM (Supp 95) fAData Exporto/obData | mporto,

3.574.14.1.1 Document Administrator audit message
Field Name Opt Value Constraints
Event EventID M EV(110106, DCM, fAExporto)
AuditMessage/ EventActionCode M AUoO (Wpdate
Eventldentification
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EvenfTypeCode M EV(f#g70r,l Al dBCcTi @amsbqc Wieprdtat et

Source (Document Source) (1)

Human Requestor (0..n)

Destination (Document Repository) (1)

Audit Source (Document Source) (1)

Patient (1)

SubmissionSet (1)

Where:
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Source UserID M The content of the <wsa:ReplyTo/> element.
Aé\;lgéty:rziﬁ)gaen/t AlternativelserlD M tsr;/?StgﬁCIgZSS.IBS used within the local operating system in the local
UserName U not specialized
UserlsRequestor M Atrueo
RolelDCode M EV(110153 DCM, #fASourceo)
NetworkAccessPointTypeCode M Alo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Human UserID M Identity of the human that initiated the transaction.
Requestor AlternativeUserID U not specialized
(if known) UserName U not specialized
Aﬁ;‘ggyfgi%ﬁt UserlsRequestor M fitruebd
RolelDCode ] Access Controtole(s) the user holds that allows this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Destination UserID M SOAP endpoint URL.
AuditMessage/ AlternativeJserID U not specialized
AetveParticipant UserName U not specialized
UserlsRequestor M ifal seo
RolelDCode M EV(110152, DCM, fDestinationo)
NetworkAccesBointTypeCode M Afilo for machine (DNS) name, @2
NetworkAccessPointID M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD U Not specialized.
AuditMessage/ AuditEnterpriseSitdd U not specialized
AudiSourcerdentication AuditSourceTypeCode 0] not specialized
36

Rev. 11-201008-10

Copyright © 2010: IHE International, Inc.




1005

IHE Technical Framework SupplemeXDS Metadata Update

Patient ParticipantObjectTypeCode M Alo (Person)
(AudittMessage/ ParticipantObjectTypeCodeRole M Alo (Patient)
Pamdp%r;gigjr?)mdemi ParticipantObjectDatalLifeCycle U not specialied
ParticipantObjectIDTypeCode M EV(2,RFG3 88 1, APatient Number 0)
ParticipantObjectSensitivity U not specialized
ParticipantObjectlD M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not speciaked
ParticipantObjectDetall U not specialized
Submission ParticipantObjectTypeCode M 20 (System)
Set ParticipantObjectTypeCodeRole M 200 (job)
Paéﬁ;‘ﬁ%ﬁg?gﬁé " ParticipantObjectDataLifeCycle U not specialized
" | pawpanoeciorpecoss | w | EV( 741Dy veGasaemananaide T2 de
ParticipantObjectSensitivity U not specialized
ParticipantObjectlD M The submissionSet unique ID
ParticipantObjetName U not specialized
ParticipantObjectQuery ] not specialized
ParticipantObjectDetall U not specialized

3.57.4.1.4.1.2 Document Registry or Document Recipient audit message

Field Name Opt Value Constraints
Event EventID M EV(110107, DCM, Al mporto)
AuditMessage/ EventActionCode M AUO (Ypdat e
Eventldentification . T
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV( fi4lar,l Al HE Tr @pdatedDocument S&)o , 0

Source (Document Source) (1)

Destnation (Document Repositongr Document Recipieh(1)

Audit Source (Document Repositosy Document Recipieh(1)

Patient (1)
SubmissionSet (1)
Where:
Source UserID M The content of the <wsa:ReplyTo/> element.
AuditMessage/ AlternativeJserID U not specialized
Aetvepartcipant UserName ] not specialized
UserlsRequestor M Aitrueod
RolelDCode M EV(110153, DCM, ASourceod)
NetworkAccessPointTypeCode M Al1l0 for machine (DNS) name, @2
NetworkAccessPointlD M The machine name or IP dmss, as specified in RFC 3881.
37

Rev. 11-201008-10

Copyright © 2010: IHE International, Inc.




1010

IHE Technical Framework SupplemeXDS Metadata Update

Destination UserID M SOAP endpoint URI
Aﬁﬁ\?(iety:rziﬁ)g:n/t AlternativaJseriD M tsr;/('estréﬁclg;ss'lms used within the local operating system in the local
UserName U not specialized
UserlsRequesto M Afal seo
RolelDCode M EV(110152, DCM, fADestinationo)
NetworkAccessPointTypeCode M 16 for machine (DNS) name, @2
NetworkAccessPointlD M The machine name or IP address, as specified in RFC 3881.
Audit Source AuditSourcelD u Not specialized.
AuditMessage/ AuditEnterpriseSitelD not specialized
AudiSou reedentficaton AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M Aflo (Person)
(AudittMessage/ ParticipantObjectTyp@odeRole M Afilo (Patient)
Pamdpmgigjr?)mdemi ParticipantObjectDataLifeCycle ] not specialized
ParticipantObjectIDTypeCode M EV(2,RFG3 881, fAPatient Number o)
ParticipantObjectSensitivity U not specialized
ParticipantObjectlD M The patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetall U not specialized
Submission ParticipantObjectTypeCode M 20 (System)
Set ParticipantObjectTypeCo&ole M 200 (job)
Par&ﬁ;ﬁg{\:‘)iﬁziﬁlgé " ParticipantObjectDataLifeCycle U not specialized
" | pariopanonetompecoe | W | EY(TYT N pvatisemssangsd a7 3bd g0
ParticipantObjectSensitivity U not specialied
ParticipantObjectlD M The submissionSet unique ID
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetall U not specialized

3.57.4.2Update Document Set Response

3.57.4.2.1Trigger Events

After receiving the UpdatBocument Set request, the receiving actor processes the update

capturing any errors that occur. When processing is complete the response message is triggered.
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3.57.4.2.2Message Semantics

The response message is the same RegistryResponse format used by thelRegisient Set

1015 Db [ITI-42] Response. The resulting status shall be Success or Failure. PartialSuccess shall not be
used. Errors reported shall include the entryUUID attribute value of the object triggering the
error reported in the location attribute of RegistryError element.

3.57.4.2.3Expected Actions

There are no expectations placed on the Document Administrator actor when it receives this
1020 message.

3.57.5 Protocol Requirements

The Update Document Set request and response will be transmitted using Synchronous Web

ServiceExchange, according to the requirements specified in IT2X:FAppendix V. The

protocol requirements are identical to the Register Documetlt [FEk-42] transaction except as
1025 noted below.

1 The /definitions/message/part/ @element attribute of the Updaterbent Set Request

message shall be defined as Al cm: Submit Obj
1 The /definitions/portType/operation/input/ @wsaw:Action attribute for the Register
DocumentSeb Request message shall be defined a

1030 9 The /defintions/portType/operation/output/@wsaw:Action attribute for the Update
Document Set Response message shall be defined as

Aurn:ihe:iti:2010: UpdateDocument Set Respons
1 The /definitions/binding/operation/soapl2:operation/@soapAction attribute shall beddefin
as Aurn:ihe:iti:2010: UpdateDocument Set o

1035 3.57.5.1Sample SOAP Messages

<soapenv:Envelope xmins:soapenv  ="http://www.w3.0rg/2003/05/soap - envelope" >
<soapenv:Header>
<wsa:Action mustUnderstand  ="1"
xmlns:wsa ="h ttp://www.w3.0rg/2005/08/addressing"
1040 >urn:ihe:iti:2010:UpdateDocumentSetResponse </wsa:Action>
<wsa:RelatesTo xmins:wsa ="http://www.w3.0rg/2005/08/addressing"
>urn:uuid:BED84881CA1EE76D5F1278983709130  </wsa:RelatesTo>
</soapenv:Header>
<soapenv:Body>

1045 <rs:RegistryResponse
status ="urn:oasis:names:tc:ebxml - regrep:ResponseStatusType:Success"
xmins:rs  ="urn:oasis:names:tc:ebxmi - regrep:xsd:rs:3.0" />

</soapenv:Body>
</soapenv:Envelope>

1050
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3.57.5.2 Message Examples
A collection of exampless available on the IHE FTP site (See ITI-Zk: Appendix W).

3.57.6 Actor Requirements

This section summarizes the responsibilities of the actors relevant to this transaction.

1055 3.57.6.1 Document Administrator

A Document Administrator actor that implements the Update Metadata option shall be capable
of generating at least one of the operations documented in ¥2bT8.57.4.1.3.3.

3.57.6.2 Document Registry

A Document Registry actor that implements the Docurivettidata Update option shall be
1060 capable of all of the operations documented in ITHZBE3.57.4.1.3.3.

3.57.6.2Document Recipient

A Document Recipient actor that implements the Document Metadata Update option shall be
capable of all the operations documentedrinTIF-2b: 3.57.4.1.3.3.

1065

Update to Vol 2b: 3.43.4.2.3 (Retrieve Document Set transaction)

1070

3.43.4.2.3 Expected Actions

A Document Repository shall retrieve the document(s) indicated in the request.

The Document Repository shall return the documennagrror code in case the document could
not be retrieved. The conditions of failure and possible error messages are given in the ebRS
1075 standard and detailed in ITI ¥ 4.1.13 Error Reporting.

A document may not be available for retrieval because it isucrently offline. See table ITI
TE-3: 4-1.5 (documentAvailability) for details. A Document Repository is not required to
indicate in its error response the reason the document cannot be retrieved.

1080 \ Update to 3.18 Registry Stored Query transaction

4C
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Update b ITI Vol 2a: 3.18.2 Use Case Roles

Diagram includes updates (added Document Administrator)

3.18.2 Use Case Roles

Document Document
Consumer or Registry

Registry Stored
Query

Actor: Document Consumeanr Document Administrator

Role: Requests a query by identifier (UUID), and passeshpeters to the query. A parameter
controlling the format of the returned data is passed, it selects either object references or full
objects.

Document
Administrator

Actor: Document Registry

Role: Services the query using its stored definitions of the queries defined for XDS

Update to 3.18 Registry Stored Query transaction

Update to ITI Vol 2a: 3.18.4 Interaction Diagram
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3.18.4 Interaction Diagram

Document
Consumer or

Document
Document Ran
Administrator egistry

Registry Stored Query

Registry Stored Query
Acknowledgement

3.18 Registry Stored Query

Add this section. Note the section number is odd. No extra numbering space indhikeft
section so | am having to squeeze the section in.

3.18.4.1.2.3.5.1 Compatibility Issues

3.18.4.1.2.3.5.1.1 MetadatalLevel parameter

As the XDS Metadata Model evolves over time there is a need to protect Document Consumer
actor implementations fromcompatible changes to the Stored Query transaction so that
interoperability is not degraded by the installation of more modern Document Registry actor
implementationglongsideolder Document Consumer implementations.

The introduction of metadata updétectionality is an incompatible update to the XDS
Metadata Model. The following new capabilities are likely to disrupt Document Consumer
operation if it is not in some way protected:

1 Labeling of a document as unavailable for retrieval
(XDSDocumentEntry.dcumentAvailability attribute) until the introduction of the optional
Update Document Set [1748] transaction, all documents indexed in the Document Registry
were expected to be retrievable

1 Deprecation of association obje¢tsntil the introduction othe optional Update Document
Set [ITI-48] transaction, the status attribute on the association object (availabilityStatus
attribute as documented by XDS) was not used by XDS. It can now be used to deprecate an
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association, transforming that associatiammfran active part of the patient record into a
historical part of the patient record.

1 Deprecation of Folder objectswhile some Stored Queries have a place to specify the
availabilityStatus of Folder objects, others do not.

These three capabilities inthace metadata patterns that apretadata update Document

Consumer could incorrectly interpret parts of the medical record as expressed in XDS metadata.
To guard against this, a new optional Stored Query parameter, $MetadatalLevel, is introduced to
most Sored Queries to allow the Document Consumer to specify which version of the XDS
Metadata Model it can interpret. Queries where it is not available do not interact with the
metadata update capabilities.

The default value of $MetadatalLevel is 1 (one), i mot present as a parameter then is values is
assumed to be 1, indicating that the following metadata patterns shall not be returned in the
Stored Query response:

1 DocumentEntry objects containing the documentAvailability attribute with values other than
urn:ihe:iti:2010:DocumentAvailability:Online.

1 Association objects with availabilityStatus attribute with values other than
urn:oasis:names:tc:ebxmi - regrep:StatusType:Approved

1 Folder objects with availabilityStatus attribute set to the value
urn:oasis:na  mes:tc:ebxml - regrep:StatusType:Approved

Individual Stored Queries may define more specific behavior if appropriate.

Stored Query requests coded with $Metadatalevel value of 2 shall return without the above
restrictions as is appropriate for the indivatl&tored Query and its other parameters.

The $Metadatalevel parameter shall be coded as a number. See sectioil 8Tl TF
3.18.4.1.2.3.5.

3.18.4.1.2.3.5.1.2 Stored Query parameters added by Metadata Update option
The following parameters are added by thetddlata Update option.

Stored Query Added parameters
FindDocuments $XDSDocumentEntryDocumentAvailability
$Metadatalevel
FindFolders $Metadatal evel
GetAll $XDSAssociationStatus
$Metadatalevel
GetDocuments $XDSDocumentEntryLogicallD
43
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$Metadatalevel
GetFolders $XDSFolderLogicallD
$Metadatalevel
GetAssociations $XDSAssociationStatus
$Metadatal evel
GetDocumentsAndAssociations $XDSAssociationStatus
$Metadatal evel
GetSubmissionSets $Metadatal evel
GetSubmissionSetAndContents $Metadatalevel
GetFolderAndContents $XDSAssociationStatus
$Metadatalevel
GetFoldersForDocument $XDSAssociationStatus
$Metadatalevel
GetRelatedDocuments $XDSAssociationStatus
$Metadatalevel

3.18.4.1.2.3.5.1.3 Metadata Update option compatibility

This section doaments compatibility issues that arise between the Document Registry and
Document Consumer with the implementation of the Metadata Update option.

Metadata Update not implemented by Document Registry or Document Consumer
1 No issues

Metadata Update implementbgl both Document Registry and Document Consumer
 No Issues

Metadata Update option implemented by Document Consumer but not Document Registry
1 $Metadatalevel parameter specified in query, ignored by Document Registry
1 Other new parameters specified in quéggored by Document Registry

1 In GetDocuments and GetFolders queries, the logicallD parameter can be specified. The
Document Registry will not recognize it. The registry will recognize that neither the UUID
nor uniquelD parameter is provided. An error Wil returned. This may be the first
indication the Document Consumer has that the Document Registry is not Metadata Update
enabled. The Document Consumer must recover gracefully.
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1 Requests for deprecated Folders and Associations will not return the expaatents.

1 The $XDSDocumentEntryDocumentAvailabilty parameter to FindDocuments will be
ignored by the registry. The will cause no surprises since such a registry will not maintain the
documentAvailability attribute.

Metadata Update option implemented bg Document Registry but not the Document
Consumer

1 The $MetadataLevel parameter will be 1 or not present. The Document Consumer may set
$Metadatalevel to 1 if it wishes the query return to follow the no Metadata Update rules.

1 The Document Registry shalltuen results consistent with pMetadata Update rules. See
section ITHTF 3.18.4.1.2.3.5.1.1 for details.

Update to FindDocuments sectibradd documentation to $XDSDocumentEntryStatus
parameter

3.18.4.1.2.3.7.1 FindDocuments

Parameter Name Attribute Opt Mult
$XDSDocumentEntryStatis | XDSDocumentE| R M
ntry.status
$XDSDocumentEntryDocu | XDSDocument | O M
mentAvailability Entry.document
Availability
$MetadataLevef None e} --

°If the Document Registry actor supports the Document Metadata Update option and this
parameter includes the value urn:oasis:names:tc:ebxmlegrep:StatusType:Deprecated
then the response may include multiple versions of a DocumentEntry object. See section
ITI TE -3: 4.1.15 for guidance on interpreting these results.

®See section 3.18.4.1.2.3.5.1

Update b FindFolders sectioin add documentation to $XDSFolderStatus parameter
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3.18.4.1.2.3.7.2 FindFolders

Parameter Name Attribute Opt Mult
$XDSFolderStatus XDSFolder.statug R M
$Metadatal eveP None 0 --

“|f the Document Reqgistry actor supports the Document Metadata Updateption and this
parameter includes the value urn:oasis:names:tc:ebxnmeqgrep:StatusType:Deprecated
then the response may include multiple versions of Bolder object. See section ITI TF3:
4.1.15 for quidance on interpreting these results.

>The parametersetting of $Metadatal evel equals 1 shall not inhibit the return of non
Approved Folders. This is controlled only by $XDSFolderStatus. See section 3.18.4.1.2.3.5.1

Update to GetAll sectioh add documentation to $XDSDocumentEntry and $XDSFolderStatus
parameters

3.18.4.1.2.3.7.3 GetAll

Get all registry content for a patient given the indicated status, format codes, and confidentiality
codes.

Returns:

[0 XDSSubmissionSet, XDSDocumentEntry, and XDSFolder objects with patientld attribute
matching $patientld parameter

1 Association objects with sourceObject or targetObject attribute matching one of the above
objectsand availabilityStatus matching one of the values in the $XDSAssociationStatus
parameter. If this parameter is not supplied its value defaults to
urn:oasis:names:tc:ebxmiregrep:StatusType:Approved.

Parameter Name Attribute Opt Mult
$XDSDocumentEntryStatéis | XDSDocumentEntry.statu R M
$XDSFolderStatus XDSFolder.status R M
$XDSAssociationStatus XDSAssociation.status | O M
$MetadataLevel’ None 0 -

3)f the Document Registry actor supports the Document Metadata Update option and this
parameter includes the value urn:oasis:names:tc:ebxmiegrep:StatusType:Deprecated
then the response may include multiple versions of RocumentEntry/Folder object. See
section ITI TE-3: 4.1.15 for guidance on interpreting these results.
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4The parameter setting of $Metadatal evel equals 1 shall not inhibit the return of non

Approved Folders. This is controlled only by $XDSFolderStatus. See section 3.18.4.1.2.3.5.1

Update to Vol 28 Add parameter to GetDocuments Stored Query to allow retrieval of
DocumentEntry objects by their logicallD.

3.18.4.1.2.3.7.5 GetDocuments

Retrieve a collection of XDSDocumentEntry objects. XDSDocumentEntry objects are selected

either by their entryUUIDer uniquelD_or logicallD attribute.

Parameter Name Attribute Opt Mult
$XDSDocumentEntryEntryUUID XDSDocumentEntry. entryJUID o' M
$XDSDocumentEntryUniquefd XDSDocumentEntry. uniqueld o' M
$XDSDocumentEntryLogicallD® | XDSDocumentEntry.logicallD ok M
$homeCommunityld None 0? -
$Metadatal evel None 0 --

'Either $XDSDocumentEntryEntryUUID or $XDSDocumentEntryUniqueid
$XDSDocumentEntry.logicallD shall be specified. This transaction shall return an eristH

more than one of these parameteesspecified.

>The homeCommunityld value is specified as the home attribute on the AdhocQuery element of
the query request, as in: <AdhocQuerydéd=0 home=urn:oid:1.2.3¢ > . Document
Consumer actors shall specify the homeCommunityld value if they egtaivalue for this

attribute as part of the previous Registry Stored Query response entry, which contained the
specified EntryUUID or Uniquel@r logicallD.

See ITI TF2a: 3.18.4.1.2.3.8 for more details.

3Retreiving a DocumentEntry by itslogicallD attribute returns the logical DocumentEntry,
which includes all versions of that DocumentEntry objectSee section ITI TF3: 4.1.15 for
guidance on interpreting these results. If the Document Regqistry actor does not support the
Document Metadata Update optim this parameter is illegal.

“Specifying this parameter in a guery to a Document Registry that supports thBocument
Metadata Update optionmay return multiple DocumentEntry objects each representing a
different version of the metadata. See section ITI TH: 4.1.15 for guidance on interpreting
these results.

See section 3.18.4.1.2.3.5.1
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Update to Vol 24a: Add parameter to GetFolders Stored Query to allow retrieval of
DocumentEntry objects by their logicallD.

3.18.4.1.2.3.7.6 GetFolders

Parameter Name Attribute Opt Mult
$XDSFoldeEntryUUID XDSFolder. entryUUID o' M
$XDSFoldetUniqueld XDSFolder. uniqueld o' M
$XDSFolderLogicallD? XDSFolder.logicallD ot M
$homeCommunityld None 0? -
$MetadataleveP None 0 --

'Either $XDSFolderEntryUUID or $XDSFoldeniqueldor $XDSFolder.logicallD shall be
specified. This transaction shall return an erréwoith more than one of these parameters are
specified.

>The homeCommunityld value is specified as the home attribute on the AdhocQuery element of
the query regest, as in: <AdhocQuery i@ 0home=urn:oid:1.2.%é > . Document
Consumer actors shall specify the homeCommunityld value if they received a value for this
attribute as part of the previous Registry Stored Query response entry, which contained the
specified EntryUUID or UniquelDor logicallD.

See ITI TF2a: 3.18.4.1.2.3.8 for more details.

3Retreiving a Folder by its logicallD attribute returns the logical Folder, which includes all
versions of thatFolder object. See section ITI TFE3: 4.1.15 for guidarce on interpreting

these results. If the Document Reqistry actor does not support tigocument Metadata

Update optionthis parameter is illegal.

“Specifying this parameter in a guery to a Document Registry that supports thBocument
Metadata Update optionmay return multiple Folder objects each representing a different
version of the metadataSee section ITI TFE3: 4.1.15 for guidance on interpreting these

results. Also see section ITATE-2a: 3.18.4.1.2.3.5.1 for considerations regarding
$Metadatalevel.

>See section 3.18.4.1.2.3.5.1

\ Update to Vol 24d: Add parameter to GetAssociations Stored Query.
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3.18.4.1.2.3.7.7 GetAssociations

Parameter Name Attribute Opt Mult
$XDSAssociationStatu$ | Association.status | O M
$MetadataLevel None e} --

This value shal default to urn:oasis:names:tc:ebxmiregrep:StatusType:Approved
3See section 3.18.4.1.2.3.5.1

Update to Vol 24: Add footnote to GetDocumentsAndAssociations Stored Query. Also update
text to show sensitivity to Association.availabilityStatus

3.18.4.1.2.3.7.8 GetDocumentsAndAssociations

Retrieve a collection of XDSDocumentEntry objects and the Association objects surrounding
them. XDSDocumentEntry objects are selected either by their entryUUID or uniqueld attribute.
This is the GetDocuments queryda@etAssociations query combined into a single query.
Returns:

(1 XDSDocumentEntry objects

1 Association objects whose sourceObject or targetObject attribute matches one of the above
objectsand availabilityStatus matching one of the values in the $XDSAssociationStatus
parameter. If this parameter is not supplied itsvalue defaults to
urn:oasis:names:tc:ebxmiregrep:StatusType:Approved.

Parameter Name Attribute Opt Mult
$XDSDocumentEntryUniquefd XDSDocumentEntry.uniquel( O M
$XDSAssociationStatus XDSAssociation.status (@] M
$Metadatal evel None 0 -

*Specifying this parameter in a query to a Document Registry that supports thBocument
Metadata Update optionmay return multiple DocumentEntry objects each representing a
different version of the metadata.See section ITI TFE3: 4.1.15 for guidance on interpreting
these results.

“See section 3.18.4.1.2.3.5.1

Update to Vol 2a: Add $MetadatalLevel parameter to parameter table
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3.18.4.1.2.3.7.9 GetSubmissionSets

Parameter Name Attribute Opt Mult

$Metadatal evel None

e

’See section 3.18.4.1.2.3.5.1

Update to Vol 2a: Add $MetadatalLevel parameter to parameter table

3.18.4.1.2.3.7.10 GetSubmissionSetAndContents

Parameter Name Attribute Opt Mult

$Metadatal eveP None

IO

5See section 3.18.4.1.2.3.5.1

Update to Vol 24: Add footnote to GetFolderAndContents Storee. . Also update text to
show sensitivity to Association.availabilityStatus

3.18.4.1.2.3.7.11 GetFolderAndContents

Retrieve an XDSFolder object and its contents. XDSFolder objects are selected either by their
entryUUID or uniqueld attribute. TheDSDocumentEntry objects returned shall match one of
the confidentiality codes listed if that parameter is included.

Returns:

[0 XDSFolder object specified in the query

1 Association objects of type HasMember that have a sourceObject attribute referencing the
XDSFolder object specified in the queagd availabilityStatus matching one of the values in

the $XDSAssociationStatus paameter. If this parameter is not supplied its value defaults
to_urn:oasis:names:tc:ebxmiregrep:StatusTypeApproved.

(1 XDSDocumentEntry objects referenced by the targetObject attribute of one of the Association
objects specified above

5C
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