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This is a supplement to the IHE Radiology Technical Framework Rev. 9.0.

It is submitted foirial Implementéion as ofJune2l, 2009.Comments are invited and may be
submitted orthe IHE forums ahttp://forums.rsna.org/forumdisplay.php?f=d2by email to
radiology@ihe.net

General Information about IHEmay be found atwww.ihe.net

Information about the IHE Radiology domain may be found at:
http://www.ihe.net/domains/index.cfm

Information about the structure of IHE Technical Frameworks and Supplemayntsenfiound
at: http://www.ihe.net/about/process.cindhttp://www.ihe.net/profiles/index.cfm

The current version of the IHE Radiology Technical Fesuork may be found at:
http://www.ihe.net/technical framework/index.cfm

Edi tor s Not e

This supplement describes the changes to the existing technical framework documents and where

indicatedamends text by additiot¢ld underline) or removal beld-strikethrough), as well as
addition of | arge new sections introduced
which is not bolded or underlined for readability.

"Box edo i n &ethesamplé belowsindicaite to the volume editor how to integrate the
relevant section(s) into the relevant Technical Framework volume:

Replace Section X.X by the following: \
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Introduction

This supplement adds options to Vol 1 SecfidrPortable Data for Imaging Integration Profile,

to broaden from CD media only to include DVD and USB, adds support for lossless and lossy
compression and encryption, and an application included on the media to decompress and
decrypt the contents to seader the network. It amends Vol 3 Section 4.47 Distribute Imaging
Information on Media transaction to define the behavior of these options, and adds a new
transaction, Media Information Stored, to support the Portable Media Sender. Vol 3 Appendix E,
DICOM Media Interchangé Critical DICOM Compatibility Tips, is updated to be consistent

with the new options.

Profile Abstract

<200 words or less describing this profileggoes in Executive Summary document>

Open Issues and Questions

# Issue/ (Question)

Closed Issues

# Issue/ (Answer)

1 Media profiles using MPEG Transfer Syntaxes are out of scope, since introducing
in a general purpose profile would lead to widespread interoperability problems, arn
do not address the primary use case of exchahigeages for radiology (as opposed tq
other use cases, such as for endoscopy).

2 Need to be able to figrandfathero exit
CDs and creatoristhis precludes requiring JPEG 2000 compression and encryption
thecr eat or side, but the readers stil]

grandfathered. This is addressed in the description of the Portable Media Creator,
can choose the Transfer Syntax used under the DVD Media Option; this means thg
existing XA or US creator or created media will be readable by a receiver supportin
DVD Media Option. The RLE Transfer Syntax used by some US devices is not
supported.

3 Multi-component (Part2) and 3D (Part 10) JPEG 2000, theoretically potentially use
3D datasets, are not supported, since there are no DICOM media application profil
either, no DICOM transfer syntaxes for the latter, and no freely available reference
implementations.

Rev. 11 - 200906-21 Copyright © 2009: IHE International
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Issue/ (Answer)

Compression on CD is supported through the use of the DVDaM&ation, since CDs
created with that option are readable in DVD drives.

There are no known practical issues related to licensing or patents restricting the u
JPEG or JPEG 2000.

There are no quality or compatibility issues with existing freeoanmercial JPEG or
JPEG 2000 codecs that are not well described and promulgated, and it is the
implementers responsibility to select an appropriate quality codec accordingly.

There is no issue with providing web content compressed in a differentifamthe
DICOM content (e.g., JPEG 2000 or lossless JPEG DICOM content versus ordbigt
JPEG web content), since web content has to bevim@owed from 16 bit content,
annotations burned in, etc. anyway.

The physical robustness of DVD is sufficiéat interchange media, and IHE does not
address media suitability for archival.

The inherent rewritable nature of most USB memory devices is both a strength anc
weakness depending on the application; they are sufficiently useful to include in ar
profile and it is outside the scope of IHE to describe appropriate procedures for the
use.

10

Physical labeling of small form (e.g., USB memory) media is problematic, and is
specifically addressed in the appropriate option description.

11

There isno need to specify the type of USB Mass Storage Device used, since they
interoperable. The physical interface is confined to the Type A interface supported
most all computers, and the version of USB supported is already defined in DICON
1.1 and 2.0, and no further constraint is required.

12

File system size limits are addressed on a per media basis by use of the appropria
DICOM media and a CP 905 to DICOM to add FAT32 support for USB media (whi
would otherwise be limited to FAT16, whick impractical).

13

Though high capacity media may pose challenges for viewers and importers relate
memory limitations, this is beyond the scope of IHE to specify or solve, even for
software with specified requirements such as the Sending SoftwaBaaidmage
Reviewer Options.

14

The presence of a viewer on the media (whether conforming to the Basic Image
Reviewer Profile or not) cannot likely be mandated (as opposed to being optional)
potential intellectual property restrictions.

15

The adiitional DICOMDIR keys required by the DICOM DVD and USB Media
Application profiles have been reviewed and are not thought to be problematic for {
Portable Media Creator to extract from the images; regardless, IHE cannot weaker|

Rev. 11 - 200906-21 Copyright © 2009: IHE International
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Issue/ (Answer)

DICOM Media Application Profile Requirements.

16

The need to support encryption in some jurisdictions (e.g., UK NHS), especially for
providerto-provider and organizatieto-organization transport, is unavoidable, even
though for provideto-patient interchange it is usuallgeimed unnecessary. According
a DICOM and Internet standard mechanism that does not require the receiver to h
pre-installed software or administrative privileges has been chosen to support this,
than endorsing or depending on any proprietarylraeism. If desired, National
Extensions can be added to mandate what is presently defined as a Named Optiof

17

PassworeBased Encryption (PBE) is chosen, since it seems more practical and po
than depending on a (naxistent) Public Key Infrastruate (PKI); that said, the
mechanism used (Cryptographic Message Syntax and AES for the content encrypif
compatible with the use of public keys and could easily be used that way and the F
profile extended in the future. Any weakness in the choigas$words and their
exchange can be addressed by local policies and procedures, which are outside th
of IHE to define.

18

One encryption scheme (AES rather than 3DES) has been chosen, though there ig
need to chose a minimum or maximum key lengihce this is addressed in DICOM.

19

After discussion with the users (esp. AMA), the presence of reports on the media is
thought to be problematic and potentially unsafe; therefore they remain optional. N
practical to once again try to standasdtheir encoding, though more language about
possibilities has been added. See the Basic Image Review Profile for discussion of
requirement for a viewer to be able to display any report that is present on the meg

20

It is understood that a litation of the use of Sending Software on media is the need
the user to specify details of the SCP to be sent to, and that SCP has to give perm
receive. Language is introduced to describe this need.

21

A specific Actor (to be included on timeedia) is added to allow for the definition of a
transaction from that Actor to the r g

22

Good practices are described with res§g
number and other sensitive information embeddechages and other instances that a
unnecessary for the use case.

23

Web content images have been clarified to indicate that they must be readable (i.e
tiny icons) and that all relevant frag
requirenent has been emphasized that no content other than a list is insufficient.

24

Avoidance of viewerelated clutter of the root directory has been emphasized.

25

Clarify what happens when JavaScript and CSS fail in the browser.

26

Clarify that a Portabl&edia Creator shall not perform lossy compression for the

Rev. 11 - 200906-21 Copyright © 2009: IHE International
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Issue/ (Answer)

purpose of creating the media (i.e., if it did not receive the instances that way).

27

Reorganization of the Actors associated with the PDI profile and transaction requir
(Image Display, Reporté&ader and Print Composer Actors) is not addressed in this
profile.

28

Lossy compression is prohibited unless that is the form in which the images are re
by the Media Creator, to avoid quality loss merely to record stuff on media.

29

Image Displays specifically NOT added as an actor for the Sending Software Optig
and as the recipient of the Media Instances Stored transaction.

30

We need to determine the correct mapping for ATNA events to the new Media
Information Stored transactions to Rad TF Qol A T a ¥ IKE Radiolbgy
transactions and resulting ATNA trigg

31

Both DVD and USB options specify the mandatory support by recipients of all form
compression defined in DICOM for these media types (specifically, lossy and lossl
JPES and reversible and irreversible JPEG 2000); this means that Media Importerg
supporting either of these options shall be capable of decoding all of these compre
transfer syntaxes, whereas Media Creators may chose to use whichever compress
mechanisnthey choose (or none at all). This burden of responsibility on the Media

Importer is thought to be appropriate since:

1 codecs for all of these forms are readily available (including free and open sour|
versions),

1 increasing the number of options in thefpe (e.g., to decompressed versus
compressed or specific types of compression) would hamper interoperability,

1 selection of a smaller subset of compression schemes would exclude many exi
proposed applications (e.g., JPEG lossy is in widespredomusehocardiography,
JPEG 2000 is widely assumed to be more appropriate for large matrix projectio
radiography images, etc.)

non-application (or modality) specific profiles are thought to be more likely to achie
widespread interoperability

32

Limited restrictionsandrecommendations for autoin are providedcurrently
deprecated for security reasons, yet some users find it ysefdljhere is some
interaction with the BIR Profile, which requires autm for the viewer if permitted by
site and OSanfiguration.

33

The supplement is constructed as a set of named options to the exist PDI profile th
creators and receivers may or may not support, since each is appropriate to a spe(
application requiring support for all of them in a new comprehenve A PDI 2
would both be excessively burdensome for those implementers and users that did
need them and would also potentially

Rev. 11 - 200906-21 Copyright © 2009: IHE International



IHE Radiology Technical Framework SupplemeRDI Extensions

Issue/ (Answer)

said, all users of new media (DVD and USB) are required to suggoompression of
all schemes on the receiving side, though the creator may elect not to send it. The
Sending Software and Privacy Protection Options alsdefreedas Options, since it is
thought to be excessively burdensome to mandate their presamctenew media.

TheWeb Contentemains optionaior new media, since there are many-oases in
which Web Content is not useful (based on discussion with AMA representatives) (
difficult to generate in an automated manner by an unattendecedeticquality (e.qg.,
wi ndowing of MR images) or for which
difficult, particularly for very large datasefBhis is dso thought to be less of an issue
with the introduction of the Basic Image Reviewer Optand Pofile. Web Content is

also mutually exclusive with the Privacy Protection Option.

35

The Sending Software Option describes the presence of executable software with
ability to coerce identifiers, decompress, decrypt and fallback SOP Clagssxseasary
to send to a network SCP device. All these capabilities are thought to be necessar
maxi mi ze the probability that medi a ¢
the most primitive DICOM recipient3he SOP Class fallback strateigyequired, as
thisalready been demonstrated to fundamental to the success-sfldRand CT/MR-
> Enhamred object modality transitions

36

The use of Icon Image Sequences-{grmputed thumbnails) in the DICOMDIR at
Series level or at Image level for mitframe is recommended (but not required) as a
means to potentially improve speed of initial navigatiimeseare notrequired, even
though it may be hard for a creator to chose an appropriate frame or window cente
width for an iconsincethe growh in size of the DICOMDIR might be
counterproductive with respect to performance in some circumstances

37

PDI and this supplement agssentiallysilenton the format of anyeportsincluded on
the mediathis conflicts with DRGexpectationsi specifich | v At he DRG
contains a recommendation that all information on the CD that is clinically relevant
the current clinical <conditi on o fThetBlRe
Profile described separately, does require thétyaba display any report on the media,
regardless of format.

38

There is no definedscrow system for recovering a lost password in an emergéncy
one were to be defined, what scheme would be used laaidwould the scope of the
escrow domain (e.g., erenterprise, one region, one country, etc.)? Does this need {
standardized by IHE, or can it be left to the discretion of the implementers and or I¢
deploymen?
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Volume 11 Integration Profiles

Glossary

\ Add the following terms to the Glossary

Terms Specific to this Document

é

DVD: A trademark of the DVD Forum that is not an abbreviation
é

Acronyms and Abbreviations
é
CD: Compact Disk

JPEG: Joint Photographic Experts Group
PBE: PasswordBased Encryption

PKI: Public Key Infrastructure
USB: Universal Serial Bus

é

1.7 Scope Additions for 2008-2009

| Add the following bullet to the end of the bullet list in section 1.7 |

1 Added options to the PDI profile to support DVD and USB media, JPEG and
JPEG 2000 lossless and lossy compression on CD, DVD and USiB/azy
protection using PBE or PKI encryption, and onmedia image sending software

\ Amend the following section:. \

2.1.13 Portable Data for Imaging (PDI)

The Portable Data for Imaging Integration Profile specifies actors and transactions that allow
users o distribute imaging related information on interchange media. The intent of this profile is
to provide reliable interchange of evidence objects and diagnostic reports for import, display or

print by a receiving actorA-singlephysicattransport-means-ispecified-that supports-the

Rev. 11 - 200906-21 Copyright © 2009: IHE International
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multiple-usage-scenarios-deseribed-in-thisproefilelhe CD formatvith uncompressed

contentwas chosems the baselindersupporting-the-deseribed-use-case®ptions for the
support of DVD media and USB media, JPEG and JPEG 2D lossless and lossy

compression on CD, DVD and USB, privacy protectionsing PBE or PKI encryption, and
on-media image sending software are also defined.

| Amend the following section: |

2.3 Actor Descriptions

é

Portable Media Creatori This actor assemidahe content of the media and writes it to the
physical medium.

Portable Media Importer i This actor reads the DICOM information contained on the media,
and allows the user to select DICOM instances, reconcile key patient and study attributes, and
storethese instances. The actor grouped with the Media Importer can then process the instances.

Portable Media Senderi This actor encoded on the Portable Media itself by a Portable
Media Creator actor reads the DICOM information contained on the media, allowshe
user to select DICOM instances, reconcile key patient and study attributes, decompress,
decrypt and convert and then store these instances.

é

| Amend the following section: |

2.4 Transaction Descriptions

Transactions are interactions between actors tthasfer the required information through
standard$ased messages. The following are the transactions defined by IHE and referenced
throughout the rest of this document.

é
67. Media Information Stored i Portable Media Sendemreads, reconciles,

decompressesdecrypts, converts and sends imported DICOM Composite Objects to
the Image Archive or Report Manager.

Rev. 11 - 200906-21 Copyright © 2009: IHE International
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| Amend Volume 1 section 15 PDI Profile to add options |

15 Portable Data for Imaging Integration Profile

The Portable Data for Imaging Integration Pro§ipecifies actors and transactions that provide

for the interchange of imagiaglated information on interchange media. The intent of this

profile is to provide reliable interchange of image data and diagnostic reports for import, display
or print by a eceiving actor.

This profile addresses identification of the
appropriate), reconciliation of data during import, and the structure of the media contents.

The central elements of the profile are:
1 Reliable intechange of imagingelated information based on the DICOM standard

1 A Web Content Optiorthat-which provides guidelines for including welewable content
on media.

M1 A Sending Software Option, for including executable code on the media that can
decompressdecrypt and transfer over the network any DICOM instances present on
the media

1 Privacy Protection Options using PBE and PKI for encrypting the content to protect
individually identifiable information from viewing by anyone other than the intended
recipients

i DVD and USB Media Options

The Web Content Option addresses the case of media containing both BdGNed objects
and objects in XHTML or JPEG derived from these DIC@Moded objects.

The Privacy Protection Options provide for encryption of all files on the media (DICOM or
non-DICOM) that contain individually identifiable information.

10
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15.1 Actors/ Transactions

Figure 15.11 diagrams the actors directly involved in this profile and the transactions between

actors.

— RAD-47: Distribute Imaging
Information on Media
4 Display
— RAD-47: Distribute Imaging
Information on Media Image
é Display
— RAD-47: Distribute Imaging
information on Media Report
r Reader
— RAD-47: Distribute Imaging )
Information on Media Print
Composer
Portable / | = RAD-47: Distribute Imaging | Portable
Media Information on Media Media
Creator Importer
= RAD-67: Media R
T EE—— eport
Information Stored seport
—— Manager
Portable = RAD-67: Media Image
Media Information Stored Archive
Sender

Figure 15.1-1. Portable Data for Imaging Diagram

Table 15.11 lists the transactions for each actor directly involved in the Portable Data for
Imaging Profile. In order to claim support of this Integration Profile, an implementation shall

perform the requiredtraasc t i on s

(l abeled fAR0O). Transact

complete list of options defined by this Integration Profile is listed in RAELTES.2. Note that

Rev. 11 - 200906-21
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190 one of a number of actors must be grouped with Portable Media Importer as described in RAD
TF-1: 2.5.

Table 15.1-1. Portable Data for Imaging Integration Profile - Actors and Transactions

Actors Transactions Optionality Vol. 1/l
Section

Portable Media Creator Distribute Imaging Information R 4.47
on Media [RAD47]

Portable Media Importer Distribute Imaging Information R 4.47
on Media [RAD47]

Image Display Distribute Imaging Information R 4.47
on Media [RAD47]

Report Reader Distribute Imaging Information R 4.47
on Media [RAD47]

Print Composer Distribute Imaging Information R 4.47
on Media [RAD-47]

DisplaydHH-FE)- Distribute Imaging Information R 4.47
on Media [RAD47]

Portable Media Sender(see Media Information Stored R 4.67

Note 1) [RAD-67]

Report Manager Media Information Stored R 4.67
[RAD-67

Image Archive Media Information Stored R 4.67
[RAD-67

Notes: 1. The Portable Media Sender actor will never appear in an Integration Statement, since it only exists in
195 the context of theSending SoftwareOption of the Portable Media Creator.

15.2 Portable Data for Imaging Integration Profile Options

Options that may be selected for this Integration Profile are listed in tabld &g with the
Actors to which they apply. Dependencies between options when applicable are specified in

notes.
200
Table 15.2-1: Portable Data for Imaging - Actors and Options
Actor Options Vol & Section
Portable Media Creator Web Content RAD TF-1: 154.2
(see note 2) RAD TF-23: 4.47.4.1.2
DVD Media RAD TF-1: 15.4.4

RAD TE-3:4.47.4.1.4.1

USB Media RAD TE-1:15.4.4
RAD TE-3:4.47.4.1.4.2

Privacy Protection RAD TF-1:15.5.1

12
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Actor Options Vol & Section
Using PBE RAD TF-3:4.47.4.1.2.3.3
(see notes 1 and 2)
RAD TF-1:15.5.1
Privacy Protection RAD TF-3:4.47.4.1.2.3.3
Using PKI
(see notes 1 and 2)
RAD TF-3:4.47.4.1.5
Sending Software
(see note 1)
Portable Media Importer No-options-gfined -
DVD Media RAD TF-1:15.4.4
RAD TF-3:4.47.4.1.4.1
USB Media RAD TF-1:15.4.4

RAD TF-3:4.47.4.1.4.2

Privacy Protection RAD TF-1:15.5.1

Using PBE RAD TF-3:4.47.4.1.3.1
Privacy Protection RAD TF-1:15.5.1
Using PKI RAD TF-3:4.47.4.1.3.1
Image Display Neo-options-defined -
DVD Media RAD TF-1:15.4.4

RAD TF-3:4.47.4.1.4.1

USB Media RAD TE-1:15.4.4
RAD TE-3:4.47.4.1.4.2

Privacy Protection RAD TF-1:15.5.1

Using PBE RAD TF-3:4.47.4.1.3.1
Privacy Protection RAD TE-1:15.5.1
Using PKI RAD TF-3:4.47.4.1.3.1
Report Reader No-options-defined -
DVD Media RAD TF-1:15.4.4

RAD TE-3:4.47.4.1.4.1

USB Media RAD TE-1:15.4.4
RAD TE-3:4.47.4.1.4.2

Privacy Protection RAD TF-1:15.5.1

Using PBE RAD TE-3:4.47.4.13.1
Privacy Protection RAD TE-1:15.5.1
Using PKI RAD TE-3:4.47.4.1.3.1
Print Composer Neo-optiens-defined -
DVD Media RAD TF-1:15.4.4
13
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Note 1:

Actor Options Vol & Section
RAD TF-3:4.47.4.1.4.1

USB Media RAD TE-1:15.4.4
RAD TE-3:4.47.4.14.2

Privacy Protection RAD TF-1:15.5.1
Using PBE RAD TF-3:4.47.4.1.3.1

Privacy Protection RAD TF-1:15.5.1
Using PKI RAD TF-3:4.47.4.1.3.1

Display-(HH-TF)- No options defined | -

Portable Media Sender No options defined | -
(see note 1)

Image Archive No options defined | -

Report Manager No options defined | -

If the Portable Media Creator makes use obne ofthe Privacy Protection Options then the Portable Media

Note 2:

Creator shall also support and make use of thdecryption capability of the Sending Software Option, in
order to allow a recipient to view andimport the media content even if the receiving systems do not
support the corresponding Privacy Protection Option.

The Privacy Protection Options and the Web Content Option are effectively mutually exclusive, since the

Note 3:

Privacy Protection Options require all individually identifiable information on the media, whether
DICOM files or not, to be protected (encrypted), which prevents an ordinary Web Browser from reading
(decrypting) protected Web Content files. Though Web Content without individually idatifiable
information could be present, it would likely be unsafe to use clinically if it did not contain embedded
information confirming, for example, the identity of the patient.

There is no requirement that a viewer be present for the Sending 8ware Option, nor a requirement that

the Portable Media Sender be fAgrouped witho or i mple

15.3 Portable Data for Imaging Process Flow

This section describes the typical process flow related to the use of Interchange Media. The
transactions covered-are RAD-47- Distribute Imaging Information on Medand RAD-671
Media Information Stored.

The following steps can be identified in this process flow:

1 The source actor (Portable Media Creator) writes a group of image dataset(sjrand/or
associated diagnostic report(s) onto a piece of interchange media. It is presumed that the
Portable Media Creator has access to the data from a grouped actor, or another source outside
the scope of IHE.

1 The media is physically transported to a ohegion where the imagingelated information
contained on the media will be used.

1 The Portable Media Importer reads DICOM objects (images, presentation states, key image
notes, evidence documents and reports) on the media and imports them into the local
information space. The Portable Media Importer reconciles the data as needed (e.g., to

14
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change the recorded Patient ID to the local Patient ID). If some classes of DICOM objects
are present on the media and cannot be imported, the Portable Media Importeottes
the operator of the studies and series affected and makes clear that they are not supported by
the importing application.
1 The Image Display, Report Reader, Display or Print Composer reads the objects it supports

and renders them dependingtotne r ecei ver 6s needs. I f s ome
reading application it notifies the operator that those objects are not supported.

1 Optionally, the Portable Media Sender encoded on the media by the Portable Media
Creator transfers the objectson the media to an Image Archive and/or Report
Manager, reconciling key patient and study attributes,decompressing, decrypting and
converting the instances as necessary.

The potential usage scenarios of the data are described in the use cases below.

15.3.1 Use Cases

This profile is not intended to provide an archival solutiime_matter of whether or not CD,
DVD or USB media are suitably robust for longterm archive is not addressed by IHE.

Use Case 1 Patient/Referring Physician Viewing: Diagnostic andherapeutic imaging data,

such as images and reports, is received on media potentially serving multiple use cases. The
patient or the referring physician can view the data, either with a viewer application residing on
the same medla or usmg a web brow%rs—da{a—wmneeessamy—menéed—as—a—bass—for

: Bor security and

prlvacy reasons, media glven to a patlent would not contaln data of other palieatsse of

privacy protection (encryption) may increase the risk that the data may not be readable by

the recipient, unless Sending Software is also provideRefer to section 15.5 for additional
security considerations.

Use Case 2 Healthcare Enterprise Interchange:One or more pate nt s dat a, suc
reports or complete studies, is received on media to enable a diagnostic or therapeutic care
process. Media data are i mported at a differ
i mporto or Areference i mporto.

1 Secom Read Import: Media data is imported to the Image Manager/Archive to be read/over
read. In order to avoid data conflicts, key patient/study attributes may need to be reconciled
with existing local data. Images and related presentation states can lweasBnint
Composer to be printed.

1 Reference Import: Media data is imported to the Image Manager/Archive and/or Report
Repository to become part of the patient h
future reads. In order to avoid data cornfljkey patient/study attributes may need to be
reconciled with existing local data.

Interchange of patient data between enterprises may be subject to local, regional or
national requirementsfor privacy protection (encryption).
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Use Case 3 Operating RoomViewing: Media data is used to enable diagnostic or therapeutic
processes in environments without a reliable network connection. The volume of data can be
very large and may contain image data, fwetessing results and reports. In the operating
room,the surgical staff receives the media and reads its contents using advanced viewing
capabilities, which may include manipulating or processing images.

15.3.2 Process Flow Description

The use cases can be specified in terms of three meddtad activities
1 Media Export

1 Media Viewing

1 Media Import

A) Media Export (All Use Cases):

The Portable Media Creator assembles the media content (DICOM andemelile content)
and writes it to the physical medium.

The following sequence of activities will be perfoar#during media creation:
1 Export of DICOM data (FSC activity)

1 Optionally, export of welviewable data, which involves deriving easily accessible
informative data from the DICOM data (Web Content Option).

i Optionally, inclusion of a software component to traisfer the DICOM data over the
network (Portable Media Senderactor of the Sending Software Option)

1 Optionally, encryption of the DICOM content (Privacy Protection Options)

1 Optionally, inclusion of additional content (e.g.: a DICOM Viewer or viewing software
components on the media to access DICOM data)

B) Media Viewing:

B1) Web (Use Case 1(care providers, other users and patients without DICOM viewing
equipment or software):

Any web-viewable media content is received and displayed by a Display actor, exists

as a generally available resource (i.e. web browser). Note that the Portable Media Creator
cannot rely on the presence of wabwable content on all media since it will be included

only on media created using the Web Content Option

B2) DICOM (Use Case 1 and Jusers with DICOM viewing equipment or software):

The DICOM portion of the media content is displayed using specialized applicatiens pre
existing in the reading environment or included on the media itself. The variety of DICOM
objects thatin Image Display and/or Report Reader actor can process is indicated by its
support of the corresponding content profiles. The Print Composer actor sends images from
the media to a Print Server for printing.
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C) Media Import (Use Case 2):

The @ Medd aa d-itmpagbethgcomplished by a Portable Media Importer and deals
exclusively with the DICOM portion of the media content. The Portable Media Importer actor is
grouped with one or more content actors (Evidence Creator, Report Creator, etc.),ndependi

the type of media content to be imported. The grouped actor provides storage capability for the
media data accessed by the Portable Media Importer.

The AMedia | mporto activity may beagdoccompl i s
encoded on the medidy the Portable Media Creator. The Portable Media Sender is not

required to be grouped with any other actor, since it is a separate executable on the media.

A transaction (RAD-67 Media Information Stored) is defined for sending the media content

using the DICOM network protocol to an Image Archive Actor.

The Portable Media Importer Portable Media Senderactor accesses all DICOM instances
referenced by the DICOMDIR file and enables the user to select a media patient dataset to be
imported.

The PortabléMedia Importeror Portable Media Senderobtains local data that is known to be
accurate within the importing institution/ en
study information (when required). A method for performing these stepsusnéoded in the

Import Reconciliation Workflow Profile (see Section 3.21). Refer to RAEBT#.47.4.1.3. for

the |Iist of fAkey attributeso and the related

Note:  The Portable Media Importer may for example be grougttdam Evidence Creator to allow the storage of its
diagnostic and therapeutic imaging content to an Image Manager/Image Archive, or grouped with a Report
Creator to store reports an a Report Repwantopyiofmbi
data for future reads. A grouping with an Acquisition Modality actor could also be used to allow subsequent
ireads/ over readso. In the case of a Portable Media
imported content (images antepentation states) can be sent to the Print Server to be plistdtbrtable
Media Sender is present on the media, the diagnostic and therapeutic imaging content can be transferred
to an Image Manager/Image Archive without the need for an additional gor at the receiving site, with the
appropriate reconciliation of patient and study information performed through the user interface of the
Portable Media Sender.

Figure 15.3.21 shows an example flow of events covering the use cases described in the
previous sectiongigure 15.3.22 shows the additional process flow involved in using the
Portable Media Sender.
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Figure 15.3.2-1. Portable Data for Imaéing Process Flow
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Figure 15.3.2-2. Portable Media Sender Process Flow
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15.4 Media Content

The requirements on media content are intended to promote the reliable transfer of imaging data,

including diagnostic reports, and to allow for the viewing of images and reports on general
purpose computers.

The intent is that the mediacoa t e n t be a ncompl ete set of i
quote from a statement on the matter by the American Medical Association Expert Panel
on Medical Imaging).

The media content can be accessed via two "entry points" on the media: the DICOMEUR file
DICOM imaging information and optionally the INDEX.HTM file for wefewable content.
Created media are required to contain DICOM data and may optionally includaemeible

data derived from it. This weliewable data, if present, shall faithfullygserve the clinical

intent of the original DICOM information.

15.4.1 DICOM Content

The DICOM data shall be created by using the DICOG&heral-RPurpeseMedia Storage
Application Profileappropriate for the content as defined in the Distribute Imaging

Inform ation on Media transaction and depending on theptions supported by the Portable
Media Creator. The DICOMDIR file shall reference all DICOM files stored on the media.

DICOM files shall not be placed in the root directory, but no constraints are platieel mame
of directory that contains them.

15.4.2 Web Content Option

Portable Media Creators implementing the Web Content Option may also includeeweible
data on the media.

The webviewable data shall be derived from the DICOM information as XHTMdsfdnd
referenced JPEG images. The XHTML entry page (INDEX.HTM) shall allow access to all of
this data. This enables enders to access relevant media content using a generally available
web browser. The INDEX.HTM file shall be placed in the root dimgcto

Note that the weliewable data specified in this integration profile reflects the full set of the
exported DICOM data or a subset considered at the time of creation to faithfully represent the
patient's clinical condition. For example, if a DICOM $tured Report references only Key
Images and a larger DICOM dataset, the wighvable data derived from it may selectively
include the report in XHTML format and only JPEG images derived from the DICOM Key
Images.

15.4.3 Other Content

Viewing applicationgfor example a DICOM Media Viewer) may optionally be included on the
media. Such viewers may have launch links included in the HTML. Including such viewers on
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the media is discouraged due to security issues discussediextisSection15.5 as well as
potential interoperability problems.

Additional data (e.g., a diagnostic report in iDICOM format) may be also included on the

media. Since the format of any such data is not specified by this profile, such data shall be placed
in a separate directory @he media. If such data is referenced in the INDEX.HTM file, it shall

be clearly indicated that this content was not generated in conformance with the IHE Radiology
Technical Framework, and its reliable import has not been addressed.

15.4.4 Media Type (CD, DVD and USB)

The baseline media type is Clising the DICOM STD-GEN-CD Media Storage
Application Profile.

Named options for support ofDVD and USB media are defined. Claiming either of these
options requires support forcompressed images (using JPEG losayd lossless and JPEG
2000 reversible and irreversible).

Compressed images on CD, such as are commonly used for cardiac angiography and for
cine ultrasound, are supported through the use of the DVD Media option, which allows for
CD as a media type that carpbe read by DVD drives.

15.5 Security and Privacy Aspects

Portable Media Creator actors shatike a reasonable effort teensure that no malicious
software (viruses, etc.) is present on created media.

The automatic launch of applications from media pasesk that malicious software could be
started and it is recommended that media reading actors not allow automatic launching. Portable
Media Creators should therefore also avoid using automatic launching. This includes not
automatically launching a DICOMNhedia viewer that may be present on the media.

Furthermore, if a DICOM media viewer is present, security issutie receiving actorare
minimized by:

1 working under normal (restricted) user privileges and not requiring the user to work
with administratoor root privileges and

1 not needing software installed on the computer where the media is used.

Audit trails to track export/import/viewing activities are addressed in IT2TE.20 and RAD
TF-3: 5.1. Portable Media Creator and media reading actorsl#at support of the Audit Trall
and Node Authentication Integration Profile shall generate such audit trail eviieegrs and
sending software executed from on board the media are not required to generate such audit
trail entries, since they are not iiegrated into the local systems and may have no reliable
means of authenticating the user or device; they are not precluded from participating in

the ATNA profile, however.
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Encryption of data and other access controls to media content are not addrédssqutdrfile
unlessone ofthe Privacy Protection Optionsis used Media created using this profigthout

a Privacy Protection Option should be considered to be unlocked information (e.g., like paper

records). Such media should be handled accordingoimppate site policies (e.g., do not give a

patient a disk containing data from other patients, do not leave disks where they can be taken by

unauthorized persons, etc.).

For many Use Cases it is not appropriate to place datanngitple multiple patieris on a
singlevolume of media forsSecurity andpPrivacyrReasonsIhe creation of multiple
patients on single media for bulk transfer is not precluded, however, though in such cases

encryption is likely to be required by local, regional or national authaities.

It is not good practice to include on media, either in the physical label, in the DICOMDIR

or DICOM instances, the Web Content or any other content, such sensitive information as

t he pat i e ortteieghong duthbee which might be used for uauthorized purposes

such as identity theft or fraud. Though it is not a requirement of this profilefor the

Portable Media Creator to remove any such information from any DICOM instances

received prior to encoding on media, it is strongly recommended.

15.5.1 Privacy Protection Options

Portable Media Creators implementingone ofthe Privacy Protection Options shall be

capable of encrypting the media content. Whepne of theseoptionsis used, the Portable

Media Creator shall encrypt all of the DICOM files onthe media, including the

DICOMDIR, in addition to any other non-DICOM files that may contain individually

identifiable information .

Notes. 1. The use of the Privacy Protection Optios, like any method to protect the content of information in

transit using encryption, creates the risk that a recipient will be unable to read the media despite a

legitimate right of and need for access. There isnoprovisidboran e mer genaglyag sidy emé&ans

access. Accordinglythe use of encryptionshould be weighedhgainst patient safety concerns, as well as

alternatives, such as physical protection of the media in transif.he use of the Sending Software Option

can be used to mitigate this risk.

2. Despite the risk to patient safety of the use of encryption, if eryption is required, a standard

mechanism, such as a Privacy Protection Option, is always superior to a proprietary negtandard

alternative, since it increases the probability that the recipient will be able to decrypt the media.

Two Privacy Protection Options are defined:

1 Privacy Protection Using PBE, in which he encryption uses standard password

based encryption (PBE), which allows for the media to be sent to and viewed or

imported by any receiving Actor that supports the Privacy ProtectionUsing PBE

Option and which is supplied with the password used by the Portable Media

Creator to encrypt the media for the intended recipient

9 Privacy Protection Using PKI, in which the encryption uses standardRSA Public

Key Infrastructure (PKI) , which allows for the media to be sent to and viewed or

imported by any receiving Actor that supports the Privacy ProtectionUsing PKI
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Option and which hasaccess tahe private key corresponding to the public key used
to encrypt the media for the intended recipient

A Portable Media Creator that supportsone ofthe Privacy Protection Options shall also
support the decryption capability (only) of the Sending Software Option(seeRAD TF-3:
4.47.4.1.5and RAD TF-3: 4.67.4.1.2.1 This allows a recipient to import the media content
even if the receiving system desnot support the corresponding Privacy Protection Option.
It does notequire that support for the Sending Software Option be claimed explicitly.

Though the content encryption scheme specified for use (AES) is regarded ashust, and

the encryption key length chosen can be of high grade, the privacy protection provided is
compromised if weak passwords are chosen or if the password is not sent separately from
the encrypted media. The security policies and procedures for passmochoice and
password communication are outside the scope of IHE to define.

The Privacy Protection Options do not provide a standardized mechanism for the recovery
of a lost or missing password necessary to access the information in, for example, an
emercency situation. That said, the provision ofunencrypted) contact information for a

site from which the password could be recovered is recommendé&or example, in the
README.TXT file, even if the Web Content Option is not supported)The use of some
non-standard mechanism for recovering the password is not precluded by this Option.

The mechanisns for generating and certifying RSA private/public key pairs for decryption,
distributing certified public keys for encryption, and verifying that a public key is
adequately certified and has not been revoked before use, is beyond the scope of IHE to
define.

The Privacy Protection Options may be used with both writeonce and rewritable media.
The IHE PDI profile does not distinguish a separate Media Updater actor, athdoes not
require the Media Creata to be able to updatemedia with existing content.However, if
mediais updated, the Media Creator shall ensure that all added filescan be decrypted
using the same key(sas the preexisting files and that files that index the content of the
media, such as the DICOMDIR file, are replaced with encrypted files documenting the pre
existing and additional content.

In addition to protecting the required image-related content on the media, the same pdile
encryption mecharism and keys may be used to protect other content, such as other files

A

t hat constitute a patientds | ongi tudinal

The Media Creator supporting the Privacy Protection Using PBE Option shall permit the
user to generde passwords that are not restricted in length and that are different for
different media volumes.

The use of the Privacy Protection Using PKI Option presupposes that

9 the intended recipients are known at the time of media creation,

 the Media Creator has asource of encryption keys for specific recipients, and
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1 that the receiving Actor of a particular recipient has access to the necessary
decryption keys, either via local access (e.q., on physical token) or via some
enterprise provided network solution.
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Volume 3 - Transactions

\ Amend Section 4.47:

4.47 Distribute Imaging Information on Media

This section corresponds to Transaction RADof the IHE Technical Framework. Transaction
RAD-47 is used by the Portable Media Creator and by media reading actorbléPdiedia
Importer, Image Display, Report Reader, Display and Print Composer).

4.47.1 Scope

In the Distribute Imaging Information on Media transaction the Portable Media Creator sends
information to media reading actors by means of Interchange Media iveenees the
information.

4.47.2 Use Case Roles

Portable Portable |
Media Media Display Dr_nalge
Creator Importer ISplay

Report
Reader

Distribute Imagin
Information on
Media

Print
< Composer

Actor: Portable Media Creator
Role: Assemble the media content and store it on the media to be distributed.
Actor: Portable Media Importer

Role: Read the DICOM content of digiuted media in order to access information stored in the
DICOMDIR file and its referenced instances (DICOM FSR) and perform import of media data.

Actor: Image Display

Role: Read the DICOM content of distributed media in order to access information isttined
DICOMDIRfile (DICOM FSR) and display its referenced evidence objects.

Actor: Report Reader
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Role: Read the DICOM content of distributed media in order to access information stored in the
DICOMDIRfile (DICOM FSR) and read its referenced diagnosgjmorts.

Actor: Print Composer

515 Role: Read the DICOM content of distributed media in order to access information stored in the
DICOMDIRfile (DICOM FSR) and send print data (images) to the Print Server.

Actor: Display{from+H-TFF)-

Role: Read the welviewable content of distributed media in order to access information stored
in theINDEX.HTMfile and display its referenced data (XHTML files and JPEG images).

520 4.47.3 Referenced Standard

DICOM 2008 PS 3.10: Media Storage and File Format for Data Interchange
DICOM 2008PS 3.11: Media Storage Application Profiles
DICOM 2008 PS 3.12: Media Formats and Physical Media for Data Interchange

525

RFC 3211 Passworeébased Encryption for CMS, December 2001

RFC 3852 Cryptographic Message Syntax, July 2004

XHTMLE 1.0 The Extensible HyperText Markup L
of HTML 4 in XML 1.0. W3C Recommendation 26 Janua0f00, revised 1 August 2002.
530 http://www.w3.0rg/TR/xhtml1

XHTMLE Basi c. W3 C Re c o mme .rth:aviwiv.e3org/ IR&htnbagic € mb e r
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4.47.4 Interaction Diagram

Portable Medi Display Portable Medic Image Repori Print
Creator ! Impqrter Display Reade Compose
1 [}

: Distribute Imaging

::I Info. on Media|

[~ ] Distribute Imaging Info. on Medi>|:|

Distribute Imaging Information on Media ﬂ

I:] Distribute Imaging Information on Medie

D Distribute Imaging Information on Medie

)

535

4.47.4.1 Distribute Imaging Information on Media

This transaction consists of the interchange of information on media by way of the physical
transport of the created media from the Portable Media Creator to areadiag actor.

4.47.4.1.1 Trigger Events

540 The user at the Portable Media Creator wishes to transport information by the creation and
transport of interchange media. The Portable Media Creator assembles the Interchange Media
content and stores it on the media

4.47.4.1.2 Message Semantics

The message semantics of this transaction are described in terms of spatéidationgor
545 the media.

The Portable Media Creator shall be able to include all DICOM objects supported by the IHE
actors with which it is grqued. If not grouped with any IHE actors, it shall be able to include
all DICOM Storage objects listed in its DICOM Conformance Statement.

4.47.4.1.2.1 Media Filesystem and File Naming Restrictions

550 Since the DICOM content on the media is required to conforthe DICOM standard, some
of the requirements specified in PS 3.10, 3.11 and 3.12 are reiterated here for emphasis:

1 Strict ISO 9660 Level 1 complianggth respect to file haming
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1 No packet writing

9 File and folder names referenced by BHEOMDIR file restricted to 8 characters,
uppercase letters, digits and underscore only, with no extension

Specifically, it is not permitted to name DICOM files based on their SOP Instance UID, since
that would exceed the 8 character limit and use the illegal periocctdrar@nd it is not
dcmo extension or si mi
lower case equivalent file names encoded as Joliet or Rockridge extensions to the ISO 9660

permitted

filesystem.

t o

add a n.

Refer to Appendix Bfthis-supplemant for a reference to common implementation
misinterpretations and/or errors that are detrimental to interoperability.

Non-DICOM data is restricted to ISO 9660 Level 1 compligiocenedia encoded with ISO
9660 rather than UDF or FAT file systems but without the restrictions on file extensions

and characters imposed by DICOM,; i.e. a 3 character extension is permitted.

When the Portable Media Creator supportsone ofthe Privacy Protection Options, file

names for the encrypted files shall be the same as thewuld have been without

encryption. E.q., the secure (encrypted) DICOMDIR file is still named DICOMDIR, with

no file name extension to indicate that it is encrypted. This is a requirement of DICOM

PS 3.10. Also, the file and folder names for the encryptdies shall be named in such a

way as t o

not

exXpose

pr ot ect e dhalinot beausedhasta i

folder name).

4.47.4.1.2.2 Content Organization Overview

The following diagram illustrates the content organization principlesAgpendix F for

examples):

on
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Identification
5[~ DICOMDIR Marking
Available entry _ | <directory of
points to acce! DICOM files>

media conteni

L INDEX.HTM
WEB CONTENT — | 5 — README.TXT

—|  IHE_PDI

| <otherdirectories:

Other Content ————4—>
— <other files>

Figure 4.47.4.1.2.2-1. Media Content Organization
Description of the content to be contained in the media file system:

4.47.4.1.2.2.1 DICOM Content

TheDICOMDIR file shall be located in the root directory and sheifiérence all DICOM
instances contained in the media.

The DICOM instance files shall not be in the root directory or in the IHE_PDdisabtory,
instead they shall reside in a sdibectory whose name is not otherwise constrained. No other
DICOM instancdiles shall be placed on the media.

It is recommended, though not required, to include the README.TXT file described below,
even if the Web Content Option is not supported.

4.47.4.1.2.2.2 Web Content Option
Portable Media Creators implementing the Webt€anoption shall meet the following
requirements:

1 INDEX.HTM file located in the root directory, which shall portray the exact content of the
interchange media. The file shall present:

1 Aninformative header containing:
1 Identification of the institution thacreated the interchange media
ionally_a disclai I . ! i f I
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91 optionally, a link to an Internet-accessible site where, with the appropriate
authentication and access contidpa user may view the most recent version(s)
of the report(s) about the media content, since any report content on the
media may have been amended

a link to an entry point for accessing the web content of-{ke PDI directory

il
1
il

a link to theREADME.TXTil e
a link to additional noitonstrained data (if it existsSee 4.47.4.1.2.2.3

a manifest which lists the data that can be imported by a Portable Media Importer
Actor. (i.e., all DICOM content on the media)

a manifest which lists any patierglated dat@ontained on the CD that cannot be
imported (i.e., additionalneoonst r ai ned content that
DICOM equivalent on the media).

a link to a launch point for a DICOM viewer, if present on the interchange media

a link to a launch pointfor a Portable Media Sender, if present on the
interchange media

Note: The file INDEX.HTM is required to present the content defined above to the user. This does not imply

that the information must necessarily be contained in INDEX.HTM. Instead, INDEX.HTM might also
open a frame set consisting of additional XHTML files that in total contains the information specified
above.

1 README.TXT file located in the root directory, that shall contain:

T
il

T

Contact information regarding the Institution that created tigiane

Information regarding the Application that created the media.

1 Name of the product application and software version

1 Contact information of the vendor of the application that created the media
General information about the overall organization of therchange media. This is

not intended to be specific to the content stored on this instance of interchange media,

which if necessary should be placed in tREEX.HTMfile.

Information regarding the Media Viewand/or Portable Media Senderapplication
(if such applications area-Media-\tieweriscontained)

1 Operating system(s) supported
1 Name of the product application and software version
1 Contact information of vendor that provided #edia-Viewer application

List of minimum requirements
Additional information regarding the usage of the application

3C
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Note that generally the README.TXT file is independent of the clinical content of
the media, i.e. the same README.TXT may be included on allangdiated by that
application at that institution.

It is recommended that information is included in the README.TXT file about web
browsers (including version number) that are known to be capable of displaying the

web content as intended.

1 [IHE_PDI directorylocated in the root directory of the interchange media which shall
contain:

1 Webviewable objects in XHTML, JPEG, PNG and/or GIF derived from the DICOM

encoded objects or used for web page navigdtee4.47.4.1.2.3.2
1 The web content shall faithfullepresent the patient's clinical condition.
1 Itis not allowed to place any other data in itH&_PDI directory.
1 Itis allowed to have sublirectories within theHE_PDI directory

Note that these are IHE requirements (not DICOM requirements) that ardeidtien
facilitate the overall organization of the media and make easier the access to the
INDEX.HTMfile, especially for norexpert users like patients and referring
physicians.

Note: There is a recognized need for cine/video data, however a standerefked (format) has not yet been
identified for endorsement by IHE and inclusion in this transaction.

4.47.4.1.2.2.3 Optional Content

It is permitted to place other data on the media outsiddHBePDI directory. Any additional
content shall take intaccount all constraints listed above especially:

1 No DICOM instance files are allowed.
9 This data shall be described or referenced as defined in 4.47.4.1.2.2.2.

Furthermore any additional directory in the root directwyspecified by other IHE profiles
(suchas XDM)c annot b e gjandthesetfoldergishaliiobbe used by PDI

Additional files (files other than mandatory files) in the root directory are not expressly
prohibited however their inclusion is discouragl&dy viewing application or Portable Media
Sender software on the media shall have the minimum number of files and launch file in
the root directory and any supporting files shall be contained in a minimum number of
sub-directories in the root directory.

Note that it cannot be assumédttany automatically launching application will run on the
receiving device.

4.47.4.1.2.2.3.1 DICOM Media Viewer

If a DICOM media viewer is present on the media, it is recommended that:

31
Rev. 11 - 200906-21 Copyright © 2009: IHE International



670

675

680

685

690

695

700

IHE Radiology Technical Framework SupplemeRDI Extensions

1 the media viewer be capable of correctly rendering all DICOM obg¢ated on the medium.

1 isrecommended that a user manual in PDF format be included on the medium, in the root
directory.

1 ashort manual in hardcopy be provided within the CD jewel case.

1 if the viewing software is not capable of executing properly (emgpng OS version,
insufficient memory, insufficient display resolution), the software should terminate with an
error message explaining the problem in hu
Oxf 8000 or fAsysl12345. dlI ivelyaffecting otleesprogragms prtha n d
operating system (i.e. the software should not crash the machine)

4.47.41.2.2.4 Media ldentification

The Portable Media Creator actor shall support a user in adding freadeble identification
information on the vtside of the physical medium. The method of media marking is outside the
scope of this integration profile.

It is recommended that thellowing be marked on the medium

Patient Name

Ppatient ID

birthdate

media creation date

the study dates for the stedion the medium and

the name of the originating institutidse-rarked-on-the-medivm—itis-also
recommended that the type of cdodEPIIBEL (ADI
WEB6)—be marked on the medi um

If the Media Creator prints a label on, or to be applied b, the physical media then the

=4 =4 A4 4 A -2

label shall include information about the type of content andwhich options are used by he

Portable Media Creator:

T The tvpe of coONtYenbDr (A PEUSWMBO)

1 When the Portable Media Creator supportsone ofthe Privacy Protection Options and
it is used, it shall be configurable to support local policy that dictates whether or not it
i s appropriate to | abel the media with the
Privacy Protection Optionsis to protect thecontent, not the fact that content belongs to
a particular patient, and if the media is not labeled appropriately, it may be unusable or
unsafe. The password shall NOT be included on the label.

M Ifthe DVD Option is used by the Portable Media Creator

9 if the physical media is not a CD, then the label shall include an indication that a
DVD drive is required to read the media.
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9 if compression is usedthen the label shall include an indicatiorof which

705 compressed Transfer Syntax (e.qg., JPEG or JPEG 2000) waseds
For example, a typical label might include:
T St. El sewherebds Radiol ogy

1 John Smith #54672354 1973/04/02
1 CT Brain 2009/05/13

710 1 Recorded 2009/05/14
1 IHE PDI DICOM WEB DVD J2K BIR

For media that is physically small (e.q., a USB memory stick that is not packadjen a

larger form, such as credit card size), it may be difficult to fit the required and

recommended information, in which case only the required information should be used.
715 The labeling requirements and recommendations apply to the physical media its@lhd any

directly applied label; it is not sufficient merely to label the package in which the media is
transported, since the media may become separated from the package.

4.47.4.1.2.3 Content Organization Detail

4.47.4.1.2.3.1 DICOM Content

720 The DICOM pation of the media content is defined by the current DICOM standard. It is
required that created filgets be correctly formatted in order to grant maximum interoperability.

All DICOM data shall be referenced by ttd¢COMDIR file.
mat i g

I I , b ¢ I | I
BIcCOM-Media-Application-Profile-isrequired—The Portable Media Creator, Portable Media
725 Importer, Image Display, Report Reader and Print Composer shall use the BVHCD Media
Storage Aplication Profile to interchange DICOM information on interchange meuigss
the DVD or USB Options are specified (see 4.47.4.1.4)

The Portable Media Creator is not required to be able to create media containing data from
multiple patients. Howeveall media reading actors shall be able to import media containing
730 mul ti ple patientso dat a.

While the Portable Media Creator is not required to correct DICOM SOP instances from a source
that incorrectly encodes the DICOM data, it is expected that the DI®IGdia Creator will
store the DICOM files in Explicit VR Little Endiamnless the DVD or USB Options are
specified (see 4.47.4.1.4)he DICOMDIR, whose content is entirely the responsibility of the
735 Portable Media Creator, shall be correctly encoded regmdf the correctness of any
referenced SOP Instances.

The Portable Media Creator may be requested to include DICOM SOP Instances that do not
contain sufficient information to encode mandatory DICOMDIR information. For example,
Patient ID and Study ID arType 2 and may be zero length in image SOP Instances, but are
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740 Type 1 in the Patient and Study Directory Records. The complete list of attributes which fall
into this categoryor the STD-GEN-CD Media Storage Application Profileare listed in Table
4.474-1

Table 4.47.4-1: Optional or Empty DICOM SOP Instance Attributes required in DICOMDIR

Directory Attribute Name Tag

Record Type

PATIENT Patient ID (0010,0020)

STUDY Study ID (0020,0010)
Study Date (0008,0020)
Study Time (0008,0030)

SERIES Modality (0008,0060)
Series Number (0020,0011)

IMAGE Instance Number (0020,0013)

745

The DVD and USB Options contain additional such Attributes that ae optional in the SOP
Instance but are required in the DICOMDIR (see 4.47.4.1.4).

The Portable Media Creator is required to synthesize appropriate values for all such mandatory
attributes. No specific guidance is given as to from whence appropriate siatugd be

750 obtained or what default values are appropriate, except that different patients, studies, and series
must remain distinct (e.g., two different Studies with differing Study Instance UIDs shall not be
assigned the same synthesized Study ID). Tisare firm requirement that a synthesized
Patient ID must be globally unique as it is not a UID. However, it is the only Type 1 attribute for
Patient Directory Records and is a key index value for searching. Any synthesized Patient ID

755 values shall be unige, at least in the context of the DICOMDIR on the media being created, so
that each corresponding Patient Directory Record will be guaranteed to be unique.
Implemenbers must also be careful to ensure that multiple Patient Directory Records do not link
to Study Directory Records with the same Study Instance UID. The requirements for
synthesizing new Study ID values are less rigid as Study Directory Records are still guaranteed

760 to have unique Study UID values. The Portable Media Creator is not requiwcd ttteae
synthesized values to the instances to be stored on media.

4.47.4.1.2.3.1.1 DICOM Instances Content

There are no additional requirements specified here on the Attributes contained within DICOM
Instances on the media.

765 If the Portable Media Creatdrctor is grouped with an Acquisition Modality (or other) Actor
within the Scheduled Workflow Integration Profile, then the attributes may effectively be
constrained beyond the normative requirements of the DICOM standard. For example certain
attribute valies in the Modality Worklist query shall be included.
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However, since such grouping is not required under this profile, actors receiving created media
such as the Portable Media Importer, Image Display, Report Reader and Print Composer may not
assume thahte DICOM Instance Attributes are constrained beyond the definitions of the IODs

in the DICOM Standard.

The instances on the Interchange Media generated by a Portable Media Creator shall all be
DICOM Composite I0Ds. Therefore the Interchange Media shaliardtin instances from the
following SOP Classes:

1 Detached Patient Management SOP Class
Detached Study Management SOP Class
Detached Visit Management SOP Class

Study Component Management SOP Class
Modality Performed Procedure Step SOP Class
Detached RestiManagement SOP Class
Detached Interpretation Management SOP Class
1 Stored Print Storage SOP Class

The Media Creator shall not change the values of the stored pixels, though it may change
the encoding.lt is required that images on the PDI media be of diagostic quality (IHE

RAD TF-1:15.4), hence for Options that support the use of lossy (irreversible) image
compressionthe Portable Media Creator shall not

= =4 4 4 - -2

1 apply lossy compression to images just for the purpose of exchan@eg., to fit on the
media or to accelerate load time) images can be encoded in lossy compressed form
if and only if this is the form in which they had been made available to the Portable
Media Creator (see alsdVledia Exchange Certification Project of the German
Radiological Societyrule 3.1.38 http://www.dicom-cd.de/docs/DRG
RequirementsSpecification2006.pdh

9 alter the bit depth or rescaling or color space of an image in such a manner that
information is lost in order to allow compression (lossless or lossy) to be applied
(e.q., to change an image containing 16 bits of data to 12 bits to allow JPEG
compression to be applied).

4.47.4.1.2.3.1.2 DICOMDIR Directory Content

There are no additional DICOMDIRels required beyond those required by the DICOM STD
GEN-CD specificatiopor the appropriate profile used with the DVD or USB Options (see
4.47.4.1.4)

No private elements shall be included in the standard directory records and no private directory
recordsshall be present.
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The following types of Directory shall not be used in the Basic Directory object (DICOMDIR
File):

VISIT,

RESULTS,
INTERPRETATION,
STUDY COMPONENT,
STORED PRINT
TOPIC

PRIVATE

= =4 4 4 -4 A8 A

The PATIENT, STUDY, SERIES Directory Records shall follow fibiéowing rules:
1 Only one Directory Record per Patient ID shall be present in the DICOMDIR.

1 Only one STUDY Directory Record per Study Instance UID shall be present in the
DICOMDIR; this implies that a study belongs to a single patient.

1 Only one SERIES Dirory Record per Series Instance UID shall be present in the
DICOMDIR; this implies that a series belongs to a single study.

1 Only one composite instance level Directory Record shall be present per SOP Instance UID;
this implies that an instance belong®tdy a single series.

1 Only one HL7 STRUC DOC Directory Record shall be present per SOP Instance UID; this
implies that an instance belongs to only a single Patient.

1 Only one HANGING PROTOCOL Directory Record shall be present per SOP Instance UID

Users shold review the supported Media Storage SOP Classes in the Conformance Statements
of media creators and readers to ensure interoperability in the interchange of medialdigects.
use of the Sending Software Option can be used to mitigate potential incomgality

between creators and readers.

There is no requirement to include Icon Image Sequences in DICOMDIR Directory
Records. However, their presence at the SERIES level, or the IMAGE level for mulframe
images, may be helpful to improve performance in aigwer that provides visual
information for the user to navigate. Accordingly, it is strongly recommended that such
Icon Image Sequences be present, without causing excessive increase in size of the
DICOMDIR file.

Note:  The Transfer Syntax for the DICOMDIR is always Explicit VR Little Endian, and this precludes the use of

any form of compression for Icon Image Sequences in the DICOMDIR, since the Transfer Syntax that
defines the encoding of the nested Pixel Data is the same for the top level data.

4.47.4.1.2.3.1.3 DICOM Report Content
It is highlyrecommendedpossibleto place diagnostic reports on the media.
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840 Note: The report on or accompanying the media may be obsolete if a report is amended or corrected subsequently.
Other means that recording on media arevidely used to distribute up to date reports (e.g., fax and email),
and it is potentially unsafe to rely on the report on media for clinical decision making.

The Portable Media Creator actor, if grouped with a Report Creator actor, shall support the
ability to create a diagnostic imaging report. A Basic Text DICOM SR, according to a proper

845 subset of the Simple Image Report Pattern as defined by the SINR Integration profile, can be
created and this kind of diagnostic report can be imported by a Portabie khgdrter.

Additional optional diagnostic reports in r@ICOM formats (such as HL7 CDA) are not
defined by this transaction and may be placed on the media without the need to create DICOM
SRsor DICOM Encapsulated PDFE or DICOM Encapsulated CDA but theywi may be
850 nonrimportable dataSee alsdahe XDM Integration Profile in the IHE ITI Technical
Framework.

Note: This requirement may be met with other DICOM SR SOP Classes that are used for diagnostic or therapeutic reports.
For the most basic radiologgport, a simple pattern with one or more sections including a paragraph of text meets
this requirement. Image references do not have to be included, but may be if so desired.

855 4.47.4.1.2.3.2 Web Content Option

Portable Media Creators claiming the Wem@mt option shall meet the following
requirements:

Endusers should be able to access information at a minimum using a web browser to view
content on media. In order to grant maximum interoperability using the stored XHTML files,

860 they shall be formattedcaording to the XHTML Basic and W3C HTML Compatibility
Guidelines provided in Appendix C of the W3C XHTML 1.0 Recommendation

The webviewable data that is generated by Portable Media Creators claiming the Web Content

option shall:
1 contain the web represmtion of a subsdhat faithfully preserves the clinical intent of the
865 medi aébs DI COM information, using only XHTM

and/or GIF files used for navigation,

9 contain hyperlinks within XHTML files which contain only lowease letters to promote
interoperability across O/S Platforms,

1 reside in theHE_PDI, while the corresponding DICOM data from which it is derived is
870 located in a different sublirectory (see 4.47.4.1.2.2.1), and

1 be completely referenced in tidDEX.HTMfil e

The webviewable data included shall be a set or subset that was considered at the time of
creation tdfaithfully represent the patient's clinical conditidihile it may be a subset, merely
listing the contents is insufficient to satisfy this requiremet) and if DICOM images are

875 present on the media, for example, there shall be images in the Web Conterhough not
required to be of diagnostic quality,Web Contentimages shall be a faithful representation
and not excessively compressed nor excessivelyadinfe.q., a 32x32 image of a 512x512
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original would not be a faithful representation). For multi-frame original images, a
sufficient number of frames shall be rendered to be a faithful representation.

If the Portable Media Creator supports Presentatiate§ it shall have the capability to apply
them to the relevant images when including wadwable content. The user of the application
may choose not to make use of this capability.

The constraints placed by DICOM on the ISO 9660 file system are noteedor web
viewable content, i.e. a¢haracter extension is permitted.

To ensure interoperability, JPEG means a file with a JFIF header and encoded using the
sequential Huffman DCT 8bit per component process (baseline), and the progressive variant
thereof.

To ensure interoperability the use of XHTML shall be limited to static and restricted forms of
dynamic web content. At this time Dynamic Web Content such as DHTML and most Scripting
Languages are explicitly prohibited as no single established Stiexiats to ensure

interoperability between web browsers. The use of JavaScript is explicitly permitted, recognizing
that there may be issues with different browsers. Portable Media Creators should make every
effort to use portable constructs or use JaxipSihat works with or adapts to all known portable
browsers; further, the failure of JavaScripts should not make the resulting web pages unusable
by which it is meant that the static content shall be understandable as a faithful

representation of the cinical condition without JavaScript.

Because XHTML rather than legacy HTML is required, it is necessary to provide information
about appearance using either embedded styles or an external stylesheet, since legacy attributes
controlling appearance are narmitted in XHTML Strict. The use of Cascading Stylesheets

(CSS) is explicitly permitted, recognizing that there may be issues with different browsers.
Portable Media Creators should make every effort to use portable constructs or use CSS that
works with o adapts to all known portable browsers; further, the failure of CSS should not make
the resulting web pages unusalidg which it is meant that the static content shall be
understandable as a faithful representation of the clinical condition without CSS

Additional optional wekviewable content not derived from DICOM objects may be stored on
the media, but not in tH&lE_PDI directory.

4.47.4.1.2.3.3 Privacy Protection Options

Portable Media Creators claiming the Privacy Protection Optiors shall be capalbe of
protecting the content by meeting the following requirements:

M1 the secure version of the DICOM Media Application Profile defined in PS 3.11 shall be
used, specifically:

9 for Portable Media Creatorswithout the DVD or USB Media Options, the STD
GEN-SEC-CD shall be used in place of the STIGEN-CD profile
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9 for Portable Media Creatorswith the DVD Media Option, the STD-GEN-SEC-
DVD-JPEG or STD-GEN-SEC-DVD-J2K shall be used in place of the STD
GEN-DVD-JPEG or STD-GEN-DVD-J2K profile, respectively

9 for Portable Media Creators with the USB Media Option, the DICOM STD-
GEN-SEC-USB-JPEG or STD-GEN-SEC-USB-J2K shall be used in place of the
STD-GEN-USB-JPEG or STD-GEN-USB-J2K profile, respectively

M all of the DICOM instance files and the DICOMDIR shall be encrypted

1 all of the nonDICOM files on the media that potentially contain individually
identifiable information (such as reports) shall be encrypted (including the
IHE PDI directory and its sub-directories for the Web Content Option as well
as any other optional contef); note that any Web Content may be unusable if
encrypted

{1 the INDEX.HTM and README.TXT files shall not be encrypted and shall not
contain individually identifiable information

9 all encrypted files shall be CMS encapsulated; the CMS encryption shall be
performed using a subset of the choices provided for DICOM secure media in PS
3.15:

1 AES shall be usedor the key transport of the contentencryption keys
1 AES shall be usedor content-encryption

M all of the encrypted files on a single volume shall be encrypteudth the same password
and/or one or more RSA keys (potentially for multiple recipients) (though the content
encryption key for each file may be different)

1 any viewer present on the media shall be capable of requesting the password from the
user if the madia uses PBE, and using the RSArivate key of the recipient if the media
usesPKI , and with the supplied keydecrypting all the encrypted DICOM content for

display
Portable Media Creators claiming the Privacy Protection Option Using PBEshall:
1 use PBKDE2PBE for transport of the contentencryption keys

Portable Media Creators claiming the Privacy Protection Option Using PKI shall:
i use RSA encryption for transport of the conterdencryption keys

Portable Media Creators claiming the Privacy Protection Optionsshall encode a Portable
Media Sender on the media that shall provide the decryption capabilities of the Portable
Media Sender specified in RAD TF3:4.67.4.1.2.4.

The mechanism for transferring the password required to decrypt the content is not
defined by IHE, other than to forbid its printing on the label of the media (see 4.47.4.1.2.2.4
Media Identification), inclusion in the package or encoded in an unencrypted file on the
media.
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4.47.4.1.3 Expected Actions

The receiving/reading actofBortable Media Importer, Image Display, Report Reader,

Print composer and Display)y ead t he patientodés data from th
below. The receiving actor shall document which DICOM objects it supports in its Conformance
Statement. If a SOP Class the media is not supported, the actor shall present the user with a
summary of the data that could not be acted upon, containing the Patient Name(s) and ID(s),
Study ID(s), Study Date(s), Study and Series Description(s) and Modality as obtained (if)prese
from theDICOMDIR file.

The automatic launching of applications is not expressly prohibited on media interchanged
within this profile, however its use is discouraged.

To faC|I|tate avoidance of maI|C|0us software, recelvmg adRestable Mediatmpeorter;
aygre not required to launch

automatlcally runnlng appllcatlons present on medla

4.47.4.1.3.1 Expected Actions Common to All Actors

All receiving actors that supportone ofthe Privacy Protection Options shall be able to
request the password fromtheuseand/ or supply the reandpient 0:
decrypt the contents of the media.

All receiving actors that support the DVD Media Option or the USB Media Option shall be
able to read all types of media and Transfer Syntaxes specified in the corresponding
DICOM Media Application Profiles defined for the Option, which includes the ability to
decompress all specified compression schemes.

4.47.4.1.3.2 Image Display

The Image Display reads the DO®1 image data from the media and provides the user with the
ability to view all studies (that it supports) contained on the media. GSPS objects and Key Image
Notes are read from the media and applied if the Consistent Presentation of Images and the Key
Image Notes IHE Integration Profiles are supported. The Image Display actor may optionally be
grouped with other actorghich that view other evidence objects.

4.47.4.1.3.3 Report Reader

The Report Reader reads the DICOM SR Reports from the media and roegsattem (based
on the SR object classes it supports). At a minimum, it provides the user with the ability to view
all reports per the DICOM SR SCP requirements.

4.47.4.1.3.4 Portable Media Importer

The Portable Media Importer reads DICOM data from tlkeelim Together with the actor with
which it is grouped (seest—1 RAD TE-1: 2.5), it shall be able to perform key attribute
reconciliation. Reconciliation may not be required in all cases (e.g., within the same importing
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institution/enterprise). Reféo Table 4.47.4 for key attributes to be reconciled. Import
Reconciliation Workflow provides a workflow to reconcile key attributes ssionRAD-TF-
1:3.59). Note that the Referenced Study Sequence and Requested Attributes Sequence are
removed for onsistency with behavior of the unscheduled cases in SWF and PIR.

The grouped actors provide the capability of storing the supported DICOM objects to an Image
Manager/ Image Archive (for image objects like Images, Presentation States, Key Image Notes,
Evidence Documents), or to a Report Repository (for Diagnostic Reports).

Table 4.47.4-2 Media instances - Key attributes to be reconciled

Attribute from Media Updating action
Patient Name Replace with value from ADT (See note 1)
Patient ID Replace with viue from ADT (See note 1)
Patientds Birth Dad Replacewithvalue from ADT (See note 1)
Patientds Sex Replace with value from ADT (See note 1)
Study Instance UID Remains unchanged
Series Instance UID Remains unchanged
SOP Instance UID Remains untanged
Workflow-related Identifying Attributes | Values from such identifying attributes of media informatio
Scheduied and Performed 1Ds and T remain unchanged,
UIDs). 1 are _replaced with a value from the local
environmentpr
1 are removed (zero length value).
The exact method of reconciliation depends on the import
institutionds procedur es,
Descriptive performed procedure Remains unchanged (see Note 2)
information

(this is information that pertains to the
manner in with the information was
created (e.g. acquisition context) or it
may be payload of the instance (e.g.
image structure, document content))

Note 1: The manner in which the Portable Media Importer receives the ADT valyeisltibe scope of this profile.
Note 2: Handling of Coded information is beyond the scope ofrtégration-Profile- Transaction.

4.47.4.1.3.5 Print Composer

The Print Composer reads the DICOM image data from the media and provides a means to print
it.

4.47.4.1.3.6 Display
The Displayactor{defined-in-the Hnfrastructure ) reads the webiewable information

from the media and displays it. Note that the wigwable content will only be present if the
Portable Media Creator involved supports the Wehtént OptionThe web-viewable content
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will be unusable if it contains identifiable information and one of thePrivacy Protection
Options has also been used (i.e., it has been encrypted).

4.47.4.1.4 Media Options

The baseline media type is CD using thelBOM STD -GEN-CD Media Storage
Application Profile.

Options are provided for DVD Media and USB Media.

4.47.4.1.4.1 DVD Media Option

A Portable Media Creator that supports the DVD Media Option shall create media that
complies with either the DICOM STD-GEN-DVD-JPEG or STD-GEN-DVD-J2K Media
Application Profiles, as defined in DICOM PS 3.11 Annex H.

A Portable Media Importer that supports the DVD Media Option shall be capable of
reading any media written with the DICOM STD-GEN-DVD-JPEG and any media written
with the STD-GEN-DVD-J2K Media Application Profiles.

In summary, these DICOM Media Application Profiles specify:

1 the use of any of the conventional (nahiD) 120 mm DVD-compatible media except
DVD-RAM, specifically CD, DVD-R authoring and general, DVDRW, DVD+R and
DVD+RW (see DICOM PS 3.12 Annex P), which means that the Portable Media
Creator can create any of these choicebut the receiving Actors shall be capable of
reading all of them

1 the use of UDF or ISO 9660 (or both) as a filesystem, which means the fate Media
Creator can create either (or both), but the receiving Actors shall be capable of reading
either

1 the use of uncompressed images, or compressed images using JPEG lossy (8 or 12 bhits)

or lossless (up to 16 bit), or JPEG 2000 reversible or irrevsible (up to 16 bit) schemes,
which means the Portable Media Creator can make a choice, but receiving Actors shall
be capable of decompressing all of them

i additional DICOMDIR keys that shall be included by the Portable Media Creator
(which are listed in DICOM PS 3.11 Annex H Section H.3.3.1)

Several other DICOM Media Application Profiles are effectively subsumed by the DICOM
STD-GEN-DVD-JPEG profile. In particular, a Portable Media Creator that creates media
using such a DICOM Media Application Profile will create media that is readable by a
receiving actor that supports the DVD Media Option and hence the DICOM STBDGEN-
DVD-JPEG profile. This is true as long as the receivesupports the encoded SOP Classes,
which is true of any PDI medig and any additional required DICOMDIR keys are present
This includes profiles that create CD media that is readable in a DVD drive. Those DICOM
Media Application Profiles, with any exceptions related to specific Transfer Syntaxes
noted, are:
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1 STD-CTMR-CD

1 STD-USID-SECDR, STD-USID-ME-CDR, STD-US-SC-SE-CDR, STD-US-SC-ME -

CDR, STD-US-CC-SF-CDR, and STD-US-CC-MF-CDR, except that RLE Lossless

Image Compression is unsupported
M1 STD-XABC-CD
1 STD-XA1lK-CD

4.47.4.1.4.2 USB Media Option

A Portable Media Creator that supports the USB Media @tion shall create media that

complies with either the DICOM STD-GEN-USB-JPEG or STD-GEN-USB-J2K Media

Application Profiles, as defined in DICOM PS 3.11 Annex J.

A Portable Media Importer that supports the USB Media Option shall be capable of

reading any media written with the DICOM STD -GEN-USB-JPEG and any media written

with the STD-GEN-USB-J2K Media Application Profiles.

The USB media shalhavea Type A physical connector (DICOM has no such restriction).

In summary, these DICOM Media Application Profiles specify:

i the use of any USBConnected Removable Storage Devices (see DICOM PS 3.12 Annex

R) , which includes

t he

typical M@Amemory

1 the use of a FAT16 or FAT32 filesystem (see also DICOM CP 905)

1 the use of uncompressed images, or comgssed images using JPEG lossy (8 or 12 bits)

or lossless (up to 16 bit), or JPEG 2000 reversible or irreversible (up to 16 bit) schemes,

which means the Portable Media Creator can make a choice, but the receiving Actors

shall be capable of decompressingladf them

9 additional DICOMDIR keys that shall be included by the Portable Media Creator

(which are specified in DICOM PS 3.11 Annex J Section J.3.3.1, and are the same as

those for DVD specified in DICOM PS 3.11 Annex H Section H.3.3.1)

4.47.4.1.5 Sending Software Option

The intent of the Sending Software Option is to provide a fallback for when the media

cannot be imported through other more formally established means, such as a pirestalled

Importer Actor (see the Import Reconciliation Workflow). The need may arise when there

are SOP Classes, compressed Transfer Syntaxes or encryption that an installed IRWF

Importer Actor does not support.

A Portable Media Creator that supports the Sending Software Option shall include on the

Media executable software tht implements the RAD-67 Media Information Stored

Transaction.

st
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The sending software shall be capable of executing:

M1 from the media without installation

1 on desktop Windows operating systems (XP or later), though it is recommended that

other operating systemslso be supported

9 without requiring the presence of or installation of supporting frameworks (e.q., .NET

or JRE), other than to be able to execute them from the media if required

9 without requiring administrative privileges

If the sending software is not apable of executing properly (e.q., wrong OS version,

insufficient memory), the software shalleither do nothing at all or terminate with an error

message expl ai

ni

ng

t he

problem in human unde

Oxf8000 or &8smedBdagodl &nd without negati vel

the operating system (i.e. the software shall not crash the machine).

\ Add new Sectiod.67

4.67 Media Information Stored

This section corresponds to Transaction R&Iof the IHE Technical Fmmework. Transaction
RAD-67 is used by the Portable Media Sender and Image Archive and Report Manager actors.

4.67.1 Scope

In the Media Information Stored transaction, the Portable Media Sender Actor executed from the
code embedded on the Portable Medimdsahe DICOM information on the Portable Media to
the Image Archive or Report Manager, decrypting, decompressing and converting it as

necessary.

4.67.2 Use Case Roles

| Portable

Actor: Portable Media Sender

Image

Report

Role: Transmit imported image data im&ge Archiveor reports to Report Manager

Actor: Image Archive
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