2007.10.22


IHE Joint Connectathon and Demonstration Network Configuration

Introduction

This document explains the network configuration you will need to understand for 2 events:

1. Joint Connectathon

2. HIMSS 2008

This document describes both public IP addresses and private addresses. We will use a mixture of public and private IP addresses (private is cheaper at the Convention Center; public is required for some systems).

Physical Connections

Each vendor system will be given one network drop (100BaseT) from the network group. If you need more connections, you should bring a hub or switch for fanout. You are responsible for supplying your own network cables. I strongly suggest you bring a hub even if you think you have only one computer. We might stop by with a laptop and want to join you. Bring an extra hub if you have space; they come in handy.
Address Spaces

We have divided up the address space for the connectathon and demonstrations according to 2 classes of systems:

1. HIMSS demonstration participant

2. Connectathon only

Use a Hub or switch, Not a router

If you need to use a router for your fanout device at your table, please do not program your router to use NAT. You will be given fixed IP addresses for your equipment that are in private address space. You do not need to add another level of indirection by performing NAT. If at all possible please do not bring routers to the Connectathon. If you only have a router and want to use it for fanout use only the switch ports on the router. Do NOT use the ‘WAN’ or ‘Internet’ port. Also, please make sure DHCP is not turned on. DHCP running on multiple devices can cause major network headaches. If you have any questions about configuring a router for use at the Connectathon please speak to Matthew Barth.
Wireless vs Wired Connections

Do not bring your own wireless equipment. You will only cause Connectathon problems, and your wireless device will likely not work at the HIMSS demonstration because of the other traffic in the convention center. If you have some special device that requires wireless Ethernet, please speak to Matthew Barth.
Software Firewalls

A common problem at Connectathons is the participant who cannot accept a connection from a partner and immediately assumes the network is not working. Upon closer inspection, we find the problem is not the network but that you have left your Windows or other software firewall turned on that hides your port from the other participants.
HIMSS 2007/Connectathon

Systems in the HIMSS Interoperability Showcase will use private address space described below. If your system needs to be visible outside of the showcase booth, the network router will be configured to use NAT to translate a public IP address to your private address. A separate spreadsheet will publish the map between your private address and the public address. Your system should be configured to us an IP address in the private space listed below.

	Subnet
	10.242.0.0/22

	Address range
	10.242.0.31 – 10.242.1.255

	Default Router
	10.242.0.1

	Subnet Mask
	255.255.252.0

	DNS (for connectathon)
	TBD

	DHCP
	Yes, for laptops for email, etc.

Not for systems in the demo unless they are just client PCs that are invisible to partners


The public address space for Cross Enterprise will be provided by the Convention Center contractor. We will assign IP addresses when we have the proper information.

HIMSS 2007 Distributed Demonstration

We have mentioned on occasions that you need to obtain a network drop from the convention center and obtain a public IP address (assuming you want to be visible from the rest of the areas). Details on how to order this will be supplied by John Donnelly.

Connectathon-Only

A “Connectathon-only” system will use private IP addresses as described below. Note that this is the same space used for HIMSS demonstration participants. We promise to do our best not to give you addresses that collide.

	Subnet
	10.242.0.0/22

	Address range
	10.242.0.31 – 10.242.1.255

	Default Router
	10.242.0.1

	Subnet Mask
	255.255.252.0

	DNS (for connectathon)
	TBD

	DHCP
	Yes, for laptops for email, etc.

Not for systems in the demo unless they are just client PCs that are invisible to partners


Access to Your Equipment from the Outside

Some of you will want an engineer back home to have access to your system. This requires the network group to map that through the switch at the Connectathon. This is only a problem if we have too many requests and run out of IP addresses from the hotel. If you need access from the outside, complete the form at the end of this document and email it (one page) to Steve Moore for approval. If you decide on site that you need access, print the form and walk it over to Steve for approval. He will then forward the request to Matt Barth or the iNOC representative on site.

Special Network Needs

If you have special network requirements, notify the appropriate Project Manager and contact the network contractor: Matt Barth (mbarth@inoc.com). Use these general rules:

1. Connectathon network issues (Moore, Barth)

2. HIMSS network issues (Donnelly, Barth)

Early Connectathon Setup

Normal setup begins Monday morning at 08:00. For most people, that means unpacking boxes, plugging in the network connection and starting. If you have special network needs and require more time, we will ask you to coordinate with the RSNA (ccarr@rsna.org).. More information will be published about early access.

Network Reminders

1. Load host tables and other configuration before you ship your equipment.

2. For each system you have, bring written instructions that tell your users how to change the network settings, including:

a. Your IP address

b. Default gateway

c. Subnet mask

d. DNS server

e. NTP server

f. The root/administrator password

3. If your systems have software firewalls, know how to configure those to open/close ports. This is not always obvious on Unix systems.

4. If you use a VPN to connect back to your corporate network, ask the corporate IT staff to document what ports need to be open to enable the VPN. Do not tell me “We use the Cisco VPN.” The network guys will need to know what ports to open; they don’t necessarily use the same VPN software that you use. Bring a written copy as you won’t have email access until this works.

5. I suggest you bring dumb hubs to provide fanout. If you want to bring an Ethernet switch and/or firewall, do not configure to use NAT. We are already giving you private IP addresses; if you decide to use NAT, that will only require one more level of debugging.

6. Bring extra cables. If you have space, throw in an extra hub.

7. Bring a small flashlight. The light under the tables may not be great.

8. Know how to tell the difference between:

a. My Ethernet wire fell out of the hub or my system.

b. I cannot ping/communicate with a partner on my hub.

c. I cannot ping the default gateway

d. I cannot make a network connection to a peer application of another vendor.

e. I can make a connection, but my application does not work.

f. I put a message in a delivery queue, and it has not yet arrived at the receiver.

9. Do not just pick what you think is an empty IP address. Your company may not have been assigned consecutive addresses. If you need another IP address, ask Steve Moore.

10. If you cannot connect to a server listening at a particular TCP port, a simple test to run uses telnet.  “telnet IP-address port”. This can quickly tell you if the server is listening on that port. When you call me over because “I know my server is listening but my partner cannot connect to me”, that is the first test I will run.

a. Try this some time using a port that you know is not in use and then on a port that is registered with a server.

b. We even have a MESA tool that performs a similar function: tcp_connect

11. Ask questions to Steve Moore privately or ihe-north-america-connectathon-2008@googlegroups.com.  We will update this document with any improvements you suggest.
Your Responsibilities

Connectathon Only

1. Use Kudu to configure your system parameters (before 15-Nov).

2. Inform Steve Moore when this is done to receive fixed IP addresses.
HIMSS Demonstrator

1. Use Kudu to configure your system (before 15-Nov).

2. Inform Steve Moore when this is done to receive fixed IP addresses.

3. Coordinate with John Donnelly for HIMSS network parameters/information.

Manager Responsibilities

	Task
	Name

	Connectathon network policy issues
	Steve Moore (with help from Matt Barth)

	Connectathon IP address assignment
	Steve Moore

	Connectathon network operational issues
	Matt Barth

	HIMSS network policy issues
	John Donnelly

	HIMSS network operational issues
	Matt Barth


Request for Outside Access to Connectathon Computer

All fields are required, including table number and contact information.

Company Name:

______________________________________

Name of System in Kudu:
______________________________________

Contact Name:

______________________________________

Contact email:


______________________________________

Contact cell (Connectathon)
______________________________________

Connectathon Table Number
______________________________________

Connectathon fixed IP addr
______________________________________

TCP ports to be opened (number/names, et. ssh/22, http/80)





______________________________________

UDP ports to be opened (numbers + names)





______________________________________

Document why you need this access:


________________________________________________________


________________________________________________________


________________________________________________________

= = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =
